KEITH A. REGAN
COMPTRQEBER

JOSH GREEN, M.D. KA LUNA#OOMALUHANA FAULA

GOVERNOR

KE KIA‘AINA CHRISTINE M. SAKUDA

CHIEF INFORMATION OFFICER
LUNA ‘ENEHANA

STATE OF HAWAI‘l | KA MOKU‘AINA O HAWAI‘l
DEPARTMENT OF ACCOUNTING AND GENERAL SERVICES | KA ‘OIHANA LOIHELU A LAWELAWE LAULA

OFFICE OF ENTERPRISE TECHNOLOGY SERVICES | KE‘'ENA HO‘'OLANA ‘ENEHANA
P.0. BOX 119, HONOLULU, HAWAII 96810-0119

June 17, 2026

The Honorable Ronald D. Kouchi The Honorable Nadine K. Nakamura
President of the Senate Speaker and Members of the
and Members of the Senate House of Representatives
Thirty-Third State Legislature Thirty-Third State Legislature
State Capitol, Room 409 State Capitol, Room 431
Honolulu, Hawai‘i 96813 Honolulu, Hawai‘i 96813

Aloha Senate President Kouchi, House Speaker Nakamura, and Members of the
Legislature:

Pursuant to HRS section 27-43.6, which requires the Chief Information Officer to submit
applicable independent verification and validation (IV&V) reports to the Legislature
within ten days of receiving the report, please find attached the report the Office of
Enterprise Technology Services received for the State of Hawai‘i, Department of Human
Services, Systems Modernization Project.

In accordance with HRS section 93-16, this report may be viewed electronically at
http://ets.hawaii.gov (see “Reports”).

Sincerely,

Christine M. Sakuda
Chief Information Officer
State of Hawai'i

Attachments (2)



Hawaii Department of Human Services
Systems Modernization Project

Final IV&V Status Report
for Reporting Period February 1 — 28, 2026

Submitted: March 17, 2026

% PUBLIC Solutions that Matter

CONSULTING GROUP




Overview

Executive Summary

V&V Findings and Recommendations

V&V Engagement Status

Appendices
« A—IV&V Ciriticality Ratings
B — Risk Identification Report
« C—Acronyms and Glossary
D — Background Information

HI Systems Modernization Independent Verification & Validation Monthly Report: February 2026

] PUBLIC

CONSULTING GROUP

Solutions that Matter




-~ Executive Summary




Executive Summary — 1

The next significant milestone for the BES project is the go/no go decision on March 2, 2026, to begin System Integration Testing for
the 5 Change Requests (CRs). The development was completed for four of the five CRs, with the final CR scheduled for completion on
March 3, 2026. The project team continued working on readiness activities for the BES Pilot implementation, including testing
outstanding defects identified during the previous SIT cycle, finalizing the revised Maintenance & Operations (M&O) schedule, and
defining the required work for Organizational Change Management (OCM).

The primary risks for the BES project are related to:

Preparing for the Pilot/OCM: Defining a clear and actionable plan for Organizational Change Management (OCM), and Pilot
Readiness. IV&YV realizes DHS/ASI spent a significant amount of time on OCM this month and anticipates reviewing the overall plan,
activities, and schedule when they are made available. DHS and the ASI decided to shift some OCM activities to the Project Readiness
team, as many overlap among OCM, Training, and Readiness — all in support of the BES Pilot.

Requirements: Finalizing the mapping of contract requirements to the delivered solution. The interim Requirements Traceability
Matrix (RTM) provided to DHS this month does not meet DHS expectations for validating that the BES solution will meet contractual
requirements and will be thoroughly tested before UAT starts. The ASl is updating the RTM based on the team's feedback.

Testing: Testing the BES solution, proving the BES system is stable, allowing DHS to focus on testing the functionality during User
Acceptance Testing without revealing a high level of functional defect as occurred in the previous UAT phase.

System Integrity Review Tool (SIRT): This tool is a contract deliverable and FNS requirement used to evaluate if the BES system and
solution meet the SNAP requirements. The submission to FNS was planned for January 21, 2026, but has been delayed. It is not known
yet if this will have a material impact to the BES Project.

The project is transitioning away from developing the BES solution to testing and readiness for UAT and Pilot Implementation. Building
confidence in the BES solution among both DHS and FNS is critical for a successful BES Pilot and statewide implementation.

Dec | NET) | Feb | Category IV&V Observations
Design work for the five open CRs was completed in the reporting period. The BES
OL @_ System g . : h h Dl licati I £ of
Y Design infrastructure expansion continued through planned application rollouts and proof-of-concept

evaluations for potential architectural additions or replacements.
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Executive Summary — 2

(1)

Dec | Jan | Feb | Category IV&V Observations
Configuration | Development and integration testing for 4 of the 5 remaining CRs was completed in the
a1 am | Gy | and reporting period, with the remaining CR planned to complete on March 3. Completion of
\ 4 W 4 — | Development | the Configuration Management plan is scheduled for completion in April 2026.
Integration Physical interface testing is on schedule to be completed prior to the next SIT cycle on
and Interface . ) L
March 3, 2026, including remediation of all related defects.
Management
P The ASI testing team focused on completing work required to meet the SIT entry criteria,
\/ @ @ Testing with a go/no meeting scheduled for March 2, 2026. Additionally, the ASI and DHS
continued to collaborate on remediating data conversion defects.
am | | : The ASI and DHS security teams continue to remediate open findings from vulnerability and
( L im) (™M) Security and . . . . .
V| & A 4 i - ) )
i Privacy configuration security scans. Additionally, work continues to prepare for UAT, planned to
begin on April 20, 2026.
Requirermnents DHS and the ASI met with FNS, resulting in changes identified to the SIRT prior to
|| Angl sis & submission to FNS. DHS raised concerns regarding the interim RTM that need to be
<y |\ |\W Mang ement addressed prior to approving the final version of the RTM, which is needed to validate the
9 BES solution meets contractual requirements.
OCM and IV&V observed an increased focus by the project to define work needed to prepare DHS for
NA | — | — Knowledge | the BES Pilot Implementation. Having these Implementation steps, including timing and
\M/ <y Transfer roles and responsibilities for the work, is needed and currently in progress.
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IV&V Findings and Recommendations — chart 1~ 4

As of the February 2026 reporting period, PCG is tracking 9 open findings (6 risks, 3 issues) and has retired 86 findings.
Of the 9 open findings, 5 are Medium, and 4 are Low.

Open Risks & Issues

Security and Privacy

Integration and Interface Management

Testing

System Design H Open - Med

B Open - Low

Requirements Analysis & Management

Open Risks & Issues by Category

OCM and Knowledge Transfer
= Configuration and Development

. . = OCM and Knowledge Transfer
Configuration and Development

WIII

%I& Requirements Analysis & Management
3 & System Design

Al
N 4
/ —— = Testing
= |Integration and Interface Management

= SecurityandPrivacy

M,

o
[EnY
N
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IV&V Findings and Recommendations —chart2 4

[ The following figure provides a breakdown of the 95 IV&V findings (positive, risks, issues, concerns) by status (open, retired). J

All Findings

Finding - Positive .

Finding - Risk —
M Retired

I m Open
Finding - Issue -_

concern I N
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IV&V Findings and Recommendations - 3 7\
Findings Opened During the Reporting Period

None
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IV&V Findings and Recommendations - 4 7\
Findings Retired During the Reporting Period

T e

None
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IV&V Findings and Recommendations - 5 )

Preliminary Concerns Investigated During the Reporting Period

None
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V&V Findings and Recommendations - 6 H
System Design

n Key Findings C;g;zlgl,ty

Risk — The planned BES infrastructure is complex, which could be difficult to implement and
maintain, and could lead to schedule/cost impacts.

73 The Bindplane software rollout has been restarted, with the previously reported issues resolved. The ASI @
continues to make software updates to the BES infrastructure to simplify the overall solution and reduce
costs. Demos are occurring for Wiz.io for possible use in the BES infrastructure.

Recommendations Progress

» ASI develop a process to closely monitor cloud and other product changes (software updates/new releases),

: : In Process
manage changes, and regression test once updates are applied.
» The project team work to establish strong governance over the utilization and maintenance of various
In Process
tools/components.
« ASI allot time in the schedule to conduct proof of concepts to assure infrastructure components work as
In Process
expected.
» ASI maintain a detailed schedule for infrastructure tasks to avoid unexpected delays that could delay project In Process

milestones and the critical path.
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IV&V Findings and Recommendations - 7 fH
Configuration and Development

< Criticality

Risk — Insufficient configuration management could lead to development confusion and reduce the
effectiveness of defect resolution. @

70
The ASI confirmed that the configuration management plan will be included in the overall Infrastructure

Management Plan, which is currently scheduled to be available for review on 4/13/2026.

Recommendations Progress

» ASI adhere to plans for configuration management as documented in BI-6 DDI Plan, Section 5.2 and clarify

details and/or any changes with DHS. In Process

» ASI validate plans for configuration management with DHS and agree on a meaningful set of configuration

items or settings they will track. In Process
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V&V Findings and Recommendations -8 H

Configuration and Development

n Key Findings ngzzlsl’ty

Issue — Development delays have negatively impacted the project schedule and delayed go-live.

The ASI reported in February that development for CR2004-009 will not be completed by February 27, A~

80 2026, as planned, but will be extended to March 3, 2026. Since the SIT Go/No-Go meeting is scheduled for \M/
March 2, 2026, the ASI will seek conditional approval from DHS to proceed. The delay is minor and is N
attributed to the ASI not having access to a Virtual Server managed by DHS.

Recommendations Progress

» The ASI closely monitor progress on development efforts and create a mitigation strategy to avoid delays In Process

» ASI provides DHS software demonstrations (demos) of new BES functionality as part of the DDI process. In Process
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IV&V Findings and Recommendations -9 H
Integration and Interface Management

- Criticality

Risk — Due to the lack of physical and technical (Transport Layer) testing of the interfaces and data
transfer failure, conditions may exist with data format, boundaries, and dependencies. These
failures may result in intermittent and hard-to-isolate problems or errors.

With 95% of technical interface testing completed (183 of 191), no additional tests were reported as
93  passed during the current reporting period. The ASI is addressing issues associated with failed tests and @
plans to rerun the affected tests once remediation is complete. The ASI has not indicated any concerns
about completing the remaining tests by the System Integration Testing (SIT) cycle end date of April 3,
2026. V&V will continue to monitor test execution through completion, including any retesting following
defect remediation.

Recommendations Progress

* APl interfaces should be tested for failure conditions during connection and transfer operations. In Process

+ FTP and file interfaces should be tested for data and file integrity. In Process

» Test data fields for system impacts resulting from data that is poorly formatted, out of range, or other

. In Process
unexpected data transmission errors.
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IV&V Findings and Recommendations - 10 @
Testing

T Criticality

Issue — Gaps in test coverage and slower-than-expected progress in testing may result in schedule
delays if subsequent test phases uncover a higher volume of defects and user feedback than
initially anticipated.

With the SIT Go/No Go milestone for the five (5) Change Requests (CRs) approaching on 3/2/26, ongoing

functional SIT testing continues to identify defects concentrated in the Eligibility area, along with

reintroduced defects persisting in the Batch Framework and SSP areas. To mitigate recurrence, the ASI

reports that it’s continuing to improve code quality and testing controls through review checkpoints, daily @
build checks, and tighter merge validations. V&V will continue to monitor these measures for evidence of

their effectiveness as testing progresses.

83

The ASI plans to expand the automated regression test suite next month by adding additional automated
test cases. IV&V will continue to monitor coverage growth as gaps in automation coverage could limit
functional validation and impact UAT readiness.

Recommendations Progress

» ASI to continue to strengthen regression testing by retesting CR-impacted modules and previously resolved

defects to reduce the risk of reintroduced issues. I [Hregess
» ASI to assess whether strengthened merge discipline and enhanced code reviews are associated with a
S . In Progress
measurable reduction in reintroduced defects over this SIT cycle.
« DHS to review the subset of functional SIT test cases currently being executed to confirm that coverage is New

sufficient to mitigate the risk of defects escaping into UAT.
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V&V Findings and Recommendations - 11 fH

Security and Privacy

< Criticality

Risk — Critical and high vulnerability and configuration scan findings are not remediated within the
documented timeframes, potentially impacting the project schedule and causing delays.

As of February 28th, 2026, BES had 32 critical findings in an open or in-progress state outside the 15-day

106 remediation timeframe, and 6 critical findings were within the timeframe. BES had 121 high-rated .
findings in an open state outside the 30-day remediation timeframe, and 9 high-rated findings were within (\M/)
the timeframe. In addition to the critical and high POAM findings listed above, 10 critical and 31 high
findings from 2024 and 1 high finding from December 2025 remain deferred and are part of Oracle Cloud
Infrastructure, which Oracle is responsible for patching quarterly.

Recommendations Progress

+ V&V recommends that the Security Team enhance its Vulnerability Assessment and Prioritization Program to
strengthen the agency’s ability to manage cyber risk. A key component of this program is the reclassification
of vendor-provided vulnerability ratings based on the agency’s mission, operational environment, and the New
criticality of each affected system. This ensures that remediation priorities reflect the agency’s unique risk
exposure rather than generic severity scores.
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IV&V Findings and Recommendations - 12 fH
Requirements Analysis & Management

n Key Findings C;g;:;l;ty

Risk - The lack of an effective way to validate BES requirements could lead to project delays and
unfulfilled user needs if DHS later identifies unmet contractual requirements.

In February, DHS reviewed the interim Requirements Traceability Matrix (delivered in January); however,

the interim RTM remains incomplete and is not ready for DHS to use for validating requirements coverage. —~
Several requirement mappings continue to require clarification or correction, and additional updates were (M)
requested. Non-functional requirement traceability also remains outstanding. Finalizing a fully updated

RTM will be necessary for DHS to confirm that all contractual requirements are accurately represented

before upcoming test activities, as any gaps may lead to rework or schedule impacts.

Recommendations Progress

» Develop a document that provides DHS with a feasible and effective way to map contract requirements to
passed test cases, and, per the BI-19 (Complete and Final Test Plan),”"Maps the implementation, functional and  In Process
technical requirements to the test cases and test scripts”.

94

» Ensure test scripts thoroughly and comprehensively test the system to assure each requirement is met. In Process
« Develop a deliverable that provides an audit trail for changes to the requirements from the contract such as
. " In Process
obsoleted requirements, when that decision was made, and the change requests.
» Weekly reporting on clean-up efforts in JIRA regarding incorrect statuses of epics, use case, and requirements. In Process
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IV&V Findings and Recommendations - 13 7\

Requirements Analysis & Management

Issue - Unplanned federally mandated system requirements could lead to project delays and
increase the project budget.

No new Federal requirements were introduced in the reporting period, but discussions during a call
108 between DHS and FNS did indicate some potential risk in this area. The BES Implementation will carry @
over into Federal Fiscal Year (FFY) 2027. FNS stated they are not yet approving any federal funds for
FFY 2027, which begins October 1, 2026. This is not to say they won't, but at this time they cannot
commit to it. DHS and FNS do have monthly meetings where this can be discussed and clarified for any
possible impact to the project.

Recommendations Progress

» Pursue all communication channels that could provide early, and validated, information on possible

requirements being sent out to the States. In Process

HI Systems Modernization Independent Verification & Validation Monthly Report: August 2025




IV&V Findings and Recommendations - 14 @

OCM and Knowledge Transfer

Risk —Insufficient Organizational Change Management (OCM) Planning and Execution
Increases Risk to BES User Adoption and Deployment Success

DHS and the ASI conducted several meetings to review, adjust and agree upon the remaining

111 OCM activities. IV&V has seen some of this work in progress with many aligned to the below ‘™)
recommendations. The project team is defining what work is being planned by OCM vs. the Pilot
Readiness team and actions, noting that identifying the strategies and actions that will bring the
most value to the Pilot and project teams is most valuable vs. the alignment to the titles of OCM
and Pilot Readiness.

Recommendations Progress

» Develop and maintain a detailed OCM activity schedule that is integrated with the overall BES master

schedule, including testing, training, pilot, and go live phases MG

» Define and document DHS and ASI OCM roles, responsibilities, decision authority, and handoffs to support

effective execution and accountability. N

» |dentify key OCM artifacts (e.g., change impact assessments, communications plans, stakeholder engagement
plans, readiness assessments, adoption metrics) and ensure they are produced, reviewed, and actively used to New
guide decision-making.

» Establish measurable OCM performance indicators and provide regular status reporting to DHS leadership to

support early identification of readiness gaps and corrective action. MG
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V&V Engagement Status

IV&V Engagement Status

IV&V Engagement Area Comments

IV&V Budget

IV&V Schedule

IV&V Deliverables PCG submitted the final January IV&V Monthly Status Report.

IV&V Staffing

IV&V Scope

Engagement Status Legend

. . The engagement area poses a
The engagement area is The engagement area is o .
- . significant risk to the IV&V
within acceptable somewhat outside acceptable . . )
project quality and requires
parameters. parameters.

immediate attention.
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V&V Activities

« [V&V activities in the February reporting period:

+ Completed — January Monthly Status Report
« Ongoing — Review the BES Project Artifacts and Deliverables
« Ongoing — Attend BES Project meetings (see Additional Inputs pages for details)

* Ongoing — Review available ASI contracts and contract amendment documentation
* Planned IV&V activities for the March reporting period:

* Ongoing — Observe BES Design and Development sessions as scheduled

* Ongoing — Observe Bi-Weekly Project Status meetings

* Ongoing — Observe Weekly Architecture meetings

« Ongoing — Observe Weekly Security meetings

« Ongoing — Monthly IV&V findings meetings with the ASI

« Ongoing — Monthly IV&V Draft Report Review with DHS, ETS, and ASI

» Ongoing — Participate in Bi-Weekly DHS and IV&V Touch Base meetings

« Ongoing — Review BES artifacts and deliverables
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Deliverables Reviewed

Deliverable

Deliverable Name Version
Date

02/04/20286,
02/12/20286,
02/19/2026,
02/26/2026

02/04/2026,
02/12/2026,
02/19/2026,
02/26/2026

BI-20 Test Scenarios, Cases, and Scripts 2/20/2026 N/A

BI-05 Project Schedule N/A

BI-02 Project Status Report N/A
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Additional Inputs — Artifacts

Artifact Name Artifact Date Version
FNS Handbook 901 01/2020 V2.4
NIST Special Publication 800-53 Security and Privacy Controls for Information Systems and Organizations 12/20/2020 Rev.5
R0.13 SIT Defect Dashboard N/A N/A
Interface Dashboard — Confluence page N/A N/A
Jira Requirements Details N/A N/A
Jira Testing Lists N/A N/A
BES R0.13 System Testing Results - CRs and Pending Epics N/A N/A
BES R0.13 System Testing Results - Core N/A N/A
Batch Defect Dashboard N/A N/A
Reporting Defect Dashboard N/A N/A
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Additional Inputs )

Meetings and/or Sessions Attended/Observed:

IV&V Team Meeting — 2/2/2026, 2/9/2026, 2/11/2026, 2/17/2026, 2/23/2026, 2/26/2026
IV&V/ASI January Pre-draft Review — 2/5/2026

HI DHS BES January Draft IV&V Report Review — 2/13/2026

BI-Weekly DHS BES PMO/IV&YV Check-in —2/12/2026, 2/26/2026

Bi-Weekly DHS and IV&V Touch Base —2/3/2026, 2/17/2026

Weekly BES Infrastructure meeting — 2/6/2026, 2/13/2026, 2/20/2026, 2/27/2026

Weekly Client BES 2023 Project Status Meeting — 2/4/2026, 2/11/2026, 2/18/2026, 2/25/2026
Security Touchpoint — 2/4/2026, 2/11/2026, 2/18/2026, 2/25/2026

(External) Bi-weekly BES CCB Meeting — 2/4/2026, 2/18/2026

10. (External) C!A Current Monthly Checkpoint —2/3/2026

11.(External) BES M&O Working Group —2/4/2026

12.(External) BES Readiness/BI-29 Updates — 2/23/2026

13.eWorld/IV&V Mid-Month Check-in —2/19/2026

14.(External) BES: FNS Connect — 2/5/2026

15.(External) BES: OCM and Communications —2/23/2026

16.(External) BES Data Conversion Validation #2 Kickoff Meeting —2/2/2026

17.(External) BES Data Conversion - Defect Triage — 2/4/2026, 2/11/2026, 2/18/2024, 2/25/2026
18.FNS-HI SIRT Discussion —2/17/2026

19.(External) BES: Change Champions Touchpoint —2/27/2026

20.(External) BES BI-22a SIRT Deliverable Review Meeting —2/13/2026, 2/20/2026

©ONOUIAWN P
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A
Appendix A — IV&V Criticality Ratings

Cr|t|c.aI|ty Definition
Rating

A high rating is assigned if there is a possibility of substantial impact to product quality, scope, cost, or
schedule. A major disruption is likely, and the consequences would be unacceptable. A different
approach is required. Mitigation strategies should be evaluated and acted upon immediately.

A medium rating is assigned if there is a possibility of moderate impact to product quality, scope, cost,
™) or schedule. Some disruption is likely, and a different approach may be required. Mitigation strategies
should be evaluated and implemented as soon as feasible.

A low rating is assigned if there is a possibility of a slight impact on product quality, scope, cost, or
@ schedule. Minimal disruption is likely, and some oversight is most likely needed to ensure that the risk
remains low. Mitigation strategies should be considered for implementation when possible.
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Appendix B — Findings Log

« The complete Findings Log for the BES Project is provided in a separate file.
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Appendix C — Acronyms and Glossary — 1 @

APD Advance Planning Document

ASI Application System Integrator

BES Benefits Eligibility Solution

CCWIS Comprehensive Child Welfare Information System

CM Configuration Management

CMMI Capability Maturity Model Integration

CMS Center for Medicare and Medicaid Services

CR Change Request

DDI Design, Development and Implementation

DED Deliverable Expectation Document

DHS Hawaii Department of Human Services

DLV Deliverable

E&E Eligibility and Enrollment

EA Enterprise Architecture

ECM Enterprise Content Management (FileNet and DataCap)
ESI Enterprise System Integrator (Platform Vendor)

ETS State of Hawaii Office of Enterprise Technology Services
FIPS Federal Information Processing Standard

HIPAA Health Information Portability and Accountability Act of 1996
IDM Identity and Access Management (from KOLEA to State Hub)
IEEE Institute of Electrical and Electronics Engineers

IES Integrated Eligibility Solution

ITIL Information Technology Infrastructure Library
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4
Appendix C — Acronyms and Glossary — 2 N

V&V Independent Verification and Validation

KOLEA Kauhale On-Line Eligibility Assistance

M&O Maintenance & Operations

MEELC Medicaid Eligibility and Enrollment Life Cycle
MEET Medicaid Eligibility and Enrollment Toolkit
MOuU Memorandum of Understanding

MQD Hawaii Department of Human Services MedQuest Division
NIST National Institute of Standards and Technology
OE Operating Environment

oIT Department of Human Services Office of Information Technology
PIP Performance/Process Improvement Plan
PMBOK® Project Management Body of Knowledge

PMI Project Management Institute

PMO Project/Program Management Office

PMP Project Management Plan

QA Quality Assurance

QM Quality Management

RFP Request for Proposal

ROM Rough Order of Magnitude

RMP Requirements Management Plan

RTM Requirements Traceability Matrix

SEI Software Engineering Institute

SLA Service-Level Agreement

SME Subject Matter Expert
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4
Appendix C — Acronyms and Glossary — 3 N

SOA Service Oriented Architecture

SOW Statement of Work, Scope of Work

VVP Software Verification and Validation Plan
XLC Expedited Life Cycle
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4
Appendix D — Background Information N

Systems Modernization Project
The DHS Enterprise Program Roadmap includes contracting with three separate vendors with the following high-level scope:

+ ESI or Platform Vendor — responsible for the shared technology and services required for multiple Application vendors to
implement and support functionality that leverages the DHS Enterprise Platform.

+ ASI or ASI Vendor — responsible for the DDI of the Benefits Eligibility Solution (BES Project) enhancing the currently
implemented Medicaid E&E Solution (KOLEA) and providing support for the combined Solutions.

+ CCWIS Vendor — responsible for the DDI of the CCWIS Solution to meet the needs of child welfare services and adult
protective services (CCWIS Project) and providing support for the Solution.
Systems Modernization IV&V Project

IV&V performs objective assessments of the design, development/configuration and implementation (DDI) of DHS’ System
Modernization Projects. DHS has identified three high-risk areas where IV&V services are required:

« Transition of M&O from DHS’ incumbent vendor to the ESI and ASI vendors
« BES DDI
« CCWIS DDI

On the BES DDI Project, IV&V is responsible for:

» Evaluating efforts performed by the Project (processes, methods, activities) for consistency with federal requirements
and industry best practices and standards

* Reviewing or validating the work effort performed and deliverables produced by the ASI vendor as well as that of
DHS to ensure alignment with project requirements

* Anticipating project risks, monitoring project issues and risks, and recommending potential risk mitigation strategies
and issue resolutions throughout the Project’s life cycle

» Developing and providing independent project oversight reports to DHS, ASI vendors, State of Hawaii Office of
Enterprise Technology Services (ETS) and DHS’ Federal partners
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4
Appendix D — Background Information — 1 N

What is Independent Verification and Validation (IV&V)?

+ Oversight by an independent third party that assesses the Project against industry standards to provide an unbiased view to stakeholders
* The goal of IV&V is to help the State get the solution they want based on requirements and have it built according to best practices

* IV&V helps improve design visibility and traceability and identifies (potential) problems early

+ IV&V objectively identifies risks and communicates to project leadership for risk management

PCG’s Eclipse IV&V® Technical Assessment Methodology
+ Consists of a 4-part process made up of the following areas:

1. Discovery — Discovery consists of reviewing documentation, work products and deliverables, interviewing project team members,
and determining applicable standards, best practices and tools.

2. Research and Analysis — Research and analysis is conducted in order to form an objective opinion.

3. Clarification — Clarification from project team members is sought to ensure agreement and concurrence of facts between the State,
the Vendor, and PCG.

4. Delivery of Findings — Findings, observations, and risk assessments are documented in this monthly report and the accompanying
Findings and Recommendations log. These documents are then shared with project leadership on both the State and Vendor side for
them to consider and take appropriate action on.

IV&V Assessment Categories for the BES Project

* Project Management + Security and Privacy

+ Requirements Analysis & Management + Testing

. System Design « OCM and KnOWIGdge Transfer
+ Configuration and Development * Pilot Test Deployment

» Integration and Interface Management * Deployment

» Data Management and Conversion
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Finding Identified

HIDHS Monthly IV
Status Report
Final - February 2026

e

1D _Title Reporter Tvoe Date __catesory nificance Probabilty _Priori
111 Insufficient Organizational Change Molina, Brad  Finding - 2/1/2026 OCM and oM i - now a 2 Med Dmn s /, adjust
Management (OCM) Planning and Execution Risk Knowledge h as BES, the finalized, d by DHS, and baselined. M activities. IVV this
Increases Rsk to BES User Adoption and Transfer Inplemening rgazatnalChange Managemenc o e detailed OCy The
Deployment Success Project. While OCM o master w ot . the Pilot
ey ted OCM g d
 behavoral d th
and V&Y fcally, V& notes that: » ch accountabilty. - dentify ey OCM artifacts (e, change mpact valuable s, the alignment o the ites of OCM and Plot Readiness.
f b ‘s abilty to s, i
ot been fulyestablshed or baselined. » A detaled OCM . stakeholders and end new .
i ot has not bee tochange. wed, - stablish
«Rol DHS  readiness measurable OCM
andthe i for coordinated readiness gaps
« Key OCM deliverabi Teadership. and corrective acton.
i 4
A5 result, DHS and IV& have limited visibilty into how change reaciness,
user adopi i i
achieved in advance of BES plot and statewide deployment.
108 Unplanned federally mandated system Molina, Brad  Finding - 9/5/2025 Requirements. As part of the OBBBA, there are several new SNAP requirements of which  In IDN DHSind the AS| agreed to transition from an “Agile” toa d now 3 2 Med Open 2/28/2026 -No new Fedeva\ reqwemznls were introduced in the reporting.
requirements could lead to project delays tssue alysis Euamples nclude: new  “Wat the risk o future od, call betw
and increase the project budget Management s, prior 3 o reaires all States. Closed - Buid o pnentil sk 1 s are. The BE mplemertation wil caryovr it
I d standard ™ yinthe | through he deelopment a5 3 sinle s ofprogram code,processes, and e reuirement bing Introduced that must b part of he il P Fa Y ) 2057, st they e o vt g
‘Systems Integration Test (SIT) phase, and the new haveyetto  procedures, ted holistically. Once testing is  implementation of BES. which
be fully defined, developed, and tese compce, 01 can b confident tht the base system i stabl, performs as heywon', bt o Sty o 2 O i 0 e
A the BE monthly
system introducing new impact o the profct. 1215112025 - The e of awall s par of
Rework Tawsuit along with 20 other states and the District of Columb, challenging,
o 1 timin
introduced. Training materials,content, and operational processes may also o changes. n
require updates toreflct the changes; Schedule Delays ~ Tuc inthe revised possible
requirements are added, the project team may defer testing of existing ©
functionalty until the new functionalit s developed and ready, potentialy implementation o BES soluton. Any revisions t overall iming of DOI
delaying the Pilct and Statewide Implementation start dates; Resources schedule may alo require updates to impacted tasks n the MO schecle.
Additional effort may be required to define, develop, and test new 11/30/2025 - The Food and Nutrition Services (FNS) organization s back to
equirements. This could necessitate more AS! and DHS staffsupport as working with the government shutdown ending and clrificaton on the
I SNAP requirement changes continues to be an lsue. Without clear
actve onger than originally planned). guidance from FNS for the requirements needed to finlize the Change
Requests (CRs) there may be additional schedule delays and increased
project costs.  10/30/2025 - The Food and Nutrition Services (FNS)
crtanstoni i bl s rose s narysaons n e e
Contining to move forward with hese changes that are flly deine.
09/30/2025 - As of the end of the reporting period, DHS was still awaiting
Food and
needed to meet Federal Eligiblty mandes.
106 Critca and high vanerabiity and Heath, Dustin_ Findng-  2/28/2025 Securityand a nancia,and  NEW IVaY recommends that the Security Team enhance is Vulnerabilty 30 days pior to 3 3Med  Open 2R, 206 BES T ves inan
configuration scan indings are not Risk Privacy 15 days, the agency's abiliy to a6 9/12/2025
remediated withinthe documented 4 timerame. ensure timely i or the next third- il nings were wibi the e T e The number of
timeframes. Management Procedures document. of ), critical/high issues
going live This ' eitcal being reported seem
2 and hgh POAM findings lsted above, 10 citcal and 31 high findings from elevated compared to
e This lack of . 20242041 g rom Decamber 2025 our numbers It
remedition of debt, iratcketing e appears the numbers
Proj process. quamrly 1/31/2026- As of January 31st, 2026, BES had 27 crmcal being reported include
objecties. “asterec” slongw
failures and how they impact the security of the BES system (Critical, High, timeframe, and 3 critical findings were. wumn lhe timeframe.  BES had 110 “open”. We
Medium, and Low) instead of simple pass/failure results. In January 2025, distinguish betweer
2l nd g g POAMswer st us ot Teratle A e T e meiame. in “open" and "defered”
M for 0 critcal and ause the
A s T e o Ay P eferred” tems ar
9 s, wheh Orade s responsble o pn{hmg auarterly. OCIvulnerabilties and
ow the hosts are used. Implement an escalation process to nvolv senior ember 315t, 20 thus not under our
leadership i deadlines are mi open or 15-day a7 control to meet
itical indin; . BES had indin target dates. Thi
i an open state outside the 30-day remediaton timeframe, and 36 high- point i clarifed at the
rte fdngs ere wtinthe e, Inadin tothe il ard end ofthe paragraph
4 criical and 33 high — however we have.
some concerns about
P of November reporting these items
0th, 2025, BES had 11 a5 “potentially
outside the d 1 impacting the project.
the timeframe. _BES had 27 high-rated findings n an open state outsde the schedule and causing.
94 The lack of an effective way to validate BES Molina, Brad  Finding - 4/25/2024 Requirements. ‘The Requirements Traceability Matrix (RTM) (BI-21) plays a vital rulz in Itis unclear to DHS and IVV how the AS! will IN PROGRESS » feasibleand  5/10/2024 3 3 Med Open 2/28/2026 -In February, DHS reviewed the interim Requirements
requirements could lead to project delays. Risk Analysis & ‘ensuring the system's compl leti make an exit P 5, and, per- Traceability Matrix (delivered in January); however, the interim RTM 3/12/2026
and unfulfiled user needs i DHS lter Mansgement passed However,the criteria, Ths could lead Final A (FaT) Final Test Pan), remains incomlete and is not ready for DHS to usefor validting Justa reminder that
dentiies unmet contractual requirements approved e RTM  which equirements have been fully met, resulting in testsripts”, + requirements coverage. Several requirement mappings continue t require the actual sart date
fall after the Core SIT exit decision on 5/10/24. The ASI provided the Bl-22a. delays. o clarification o correction, and addiional updates were requeste. for working on the
‘System Integrity Review Tool (SIRT) to DHS on April 26, 2024, but withdrew assure each been fully met. « Finalizing RTM is 3/9/2026 and
s ditrai f contract 2 fully updted RTM will be cessary for DHS o confirm that all a submission to DHS

validate requirements.

such as obsoleted requirements, when that decision was made, and the

JIRA regarding Incorrect statuses of epics, use case, and requirements.
Completed  Create a detailed plan outlining the timeline for completing
that will

for
be used to evaluate the final outcome.

contractual requi

lead to rework or
1/31/2026 - On January 8, 2026, the S| delivered  revised, nterim
Requirements Traceability Matrix (RTM) to DHS for review and feedback
(due on 1/23/2026). Work remains to complete requirement mapping and

ted in Rs under
development). Completing this effort i critical for DHS to ensure all BES

across all testing phases. Any overlooked or misunderstood requirements
may result in rework, new development, or schedule delays.  12-31-25 DHS
and the ASI held an additional working session to continue reviewing.

this effortin June 2025, they have conducted twenty-two working sessions.
As of July 17,2025, 741 of the project's 2,971 requirements were identified
as improperly mapped. An additional 69 untraced requirements were
recently discovered and must also be addressed. At the end of December,
227 requirements remain unreconciled.  On December 12, 2025, the AS!
delivered an interim Requirements Traceability Matrix (RTM) to DHS.

ring general, technical

prepare us before the
actual start date
Please consider a
rewrite of this finding.

12/11/2025
Sorry, I don't have
the recarding or

actually due and
oerhans we should
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“moving parts") and increase the level of time and effort o resolve

. For
ystem failur

Condaiedre ey commoncate a change shat e ot n sncnr

component (.., Nexus). Google Cloud i generally viewed as a less mature.
roduct offerin, compared tothel hals Aazon Web Services, Mrosot
Aaure). V&V lead to fail

points
be difficut to resolve and lead to project disruption. If DHS intends to

employees, they could face challenges supporting tools they may not be.
familiar with in a complex nfrastructure environment.

maintain a detailed
delays that could delay project milestones and the ertical path.

5 t0 whether the new

environment that is easier to maintain and/or less costly. WV Is concerned

the weekly

nfrastructure meeting has been unchanged at 97% since the end of

tember. Progress has been reported on the Secure Enclave

Inrstucore. Th s outof sne it the updsed project enede tht
Epic 275 The Ast

stated i

schedule, and the status progess reported in the infrastructure meeting

eeded

envronments. The A1 i Updating th eportin v elminats tis confuon,

11/30/2025 - The ASI has rolled back the Bindplane software updates that

created Issues with the LINUX servers. With the former NXLog tool used to

monitor the seers back i s, the A s e 0 workn msnhmon

reported during i

stability of the BES infrastructure. The ASI states that the issues. o shared

resources and that occur in

ot be present in production. However, IV has not vet been pmv\dad with

artifacts or project documentation o validate that these fssues will not

materialize in UAT or Production environments.  9/30/2025 - Work appears
the full build out of the Secure Enclave. IVE remains

93 Duetothe ackof physical and techical o, Justin  Finding-  4/29/2024 i In Process * API 2024 2nd atr 1 Low Open 191),
testing of the interfaces and data transfer Risk Interface an , such as scrambled or the perations. hould b i 06/14/2024
faiure, conditions may exist with data Management system p tested for data rty.* Test data impacts period. The ASl d p
format, boundaries, and dependencies and thatis poorly tof range, or other The ASi h As mentioned at the
These fallures may result in ntermittent and a remaining by the System May pre-meet, &
hard-to-isolate problems or errors rfa Integration technical Interface
Removed * DU e e T team plan does exist
interfaces, following defect remediation 1/31/26 ~ Technical interface testing s toadd 2
. ongoing withappraimately 9% of planed tests complued Ao 151 recommendations for
3 length, and other physical across 31 thisfinding 5/11/2024
a il existing test
cases. 13,2025, V&V
3 As mentioned atthe
resulting from defect resolution of test ailures. 12/31/25 - Technical pre-meet,a technical
o Interface team plan
202) across 31 Due does exist to address
the revised pea's
Integration recommendations for
o April 3, 2026, The ASI noted that the technical interface tests were not this finding.
included in the ST exit criteria. IV&Y will request DHS to consider adding
O e DO e o
ifthe.
:cmp\eﬂen ey phise coullsd o ate
. which
readiness. 11/30/2025 - ~Technical Inerface testing for file-based
83 Gaps Intest coverage and slower-than-  Ho, Justin  Finding - 6/2/2023 Testing After R11 QA Dashboards, RL1 Traceability itis more efficient AT 2 Low Open  2/27/26: With the SIT Go/No Go milestone for the five (5) Change Requests
expected progress in testing may resultin lssue Dashboards, a the early i there (CRs) approaching on 3/2/26, ongoing functional ST testing continues to
schedule delays if subsequent test phases OBTes of i I e lging. Concening esing coverage It appeas 1 slow progress , it an resultin this ST cycle. in the Elgibilty rea,
uncover a higher volume of defects and user inR11 test cases or are o ) defects persistng I the Batch Framework and SSP areas. To mitgate 3/16/2026
feedback than initally anticipated. In terms of extensive and OPEN -DHS to recurrence, the ASI reports that it’s continuing to improve code auality and (regarding status
Unexecuted, and not alldefects have been resolved as the project f functiona si 3 . and tighter update)
‘commences System Integration Testing (ST). The ASI has the risk of monitor or The automation
the INT ext criteia by June 16, 2023, about 2 weeks after SIT begins. defects nto the production environment during the final testing stage,  Into UAT. - CLOSED -ASItest team provide a visual of progress of test case evidence of their effectiveness as testing progresses. ~The ASI plans to process begins after
nown as Final Acceptance Testing (FAT) gression ding aditional DHS approves the SIT
impact of of unresolved defe &Y will tests and SIT execution
forts ast d is underway. Al
revised testing UAT readiness.  1/31/26: The test cases for the five (5) Change Requests I has already
completeness and thoroughness of future testing cycles. - The ASI should (CRs) have not yet been approved by DHS. Once approved, execution results started, we
in INTand intentionally wait to
ST testing and do not adversely impact exising system functionality. The ASI automate until the
is adequate before entering UAT/FAT (Closed 4/30/2024) - DHS and ASI continues to rerun previous faled tests and remediate outstanding defects manual tests have
monitor INT/SIT closely for both breadth and depth of testing to ensure the. carried over from the prior SIT cycle, contributing to improved system cuted at least
system s adequately tested (Closed 10/30/2024) - AS) utiize the two-week stabilty ahead of upcoming CR testing, Reintroduced defects continue to once and confirmed to.
FAT testing pause to address and resolve outstanding SIT defects and apply e behave as expect
the fixes in the FAT environment, ensuring that these defects do not recur asl mitigation “This prevents rework
when FAT in both the manual
defect rediscovery. (losed 10/30/2024) NOT COMPLETED - The Project progress to date, V& has lowered the severity of this finding from Medium and automated scripts
team reviews the ST exit criteria and revises them as needied to ensure t0 Low and will continue to monitor test execution results, defect trends, if any test steps or
UAT/FAT begins with the best system possible. (3/31/2024) - DHS should and the mitigation effectiveness through completion of the current ST Apected results need
the failure phase and assessment of UAT readiness.  12/31/25 - The SIT 013 phase. adjustment, The
prior (Uit INT) metits exit criteria on December 12, 2025; however, DHS and IV&V review and
visual of proress of test case While
D BT Frasca,Joe  Finding-  6/30/2022 Conflguration and 3 ONGOING: - Immediate 3 Med  Open  2/27/26: The ASI reported in February that development for CR2004-009
pacted the project schedule and delayed tssue Development o lest goliedate.  createa will ot be completed by February 27, 2026, as planned, but will be: 3/12/2026
i Previously, @ 026, Since the SIT The specific delay was
t lead d unrealistic. Previously, DHS  COMPLETE CLOSED  AS regularly report metris that accurately track the for March 2, 2026, the ASIwillseek conditional approval from DIS to
had indicated, ereed, v proceed. not new VM which is
. The  ASI El (closed a Virtual 1/31/26: Al managed by DHS
resorces in a timely 3/31/2025) « phase.
manner. carification from the ASI BASA team. DHS ) with &, story points a
where AS| dleft i per d eview,
which has, 8/2025) « DHS change, and one due to additional time requested for design review. 10/11/2025
Itremains ‘Overal,these schedule adjustments do not impact the SIT milestone. V&Y Please elaborate -
will continue to monitor progress through comletion of all change what additional
requests. functionaltty during
lysis, and d i - g UAT s being
with the remaining four scheduled to start i Janiary 2026. V& wil referenced  here?
project schedule. (3/29/23 - ASIwill not be doing this, with DHS approval) » W il 7/15/2025
monitor data from the ASI that documents any Impacts to functionality Per our Development
depth per unit testing, tracking and Lead: "We had cleared
B o BT S oand the entire backiog
P ports, Wavis before SIT. We had
e analyzing these s sy relationsip o the devioprant 50+ defects
DHS pending(med/lows]
attendees during each demo. X when we started SIT
would be useful. and al those defects
primarily to meet federal mandates (HRL), are resulting n schedule were rased post
diustm released, 6/1/2025. everything
73 The planned BES infrastructure is complex Frasca,loe  Finding - 10/28/2021 System Design  Current AS|infrastructure plans include a significant number of Ifthe level of theBEs « loud and oth Next several 2 Low Open  2/27/2026 - The Bindplane software rollout has been restarted, with the
which could be diffcultto implement and Risk sophisticated components that make up a complex cloud Infrastructure, A5 the Jeases), Issues resolved. 2/13/2025 Perhaps
lead to schedule/cost impacts. Further, the Project Team has et to ill make up Delaysin lied. » o v for the next MSR we
the BES Infrastructure and the additional costs and time to configure, test, b is costs. Demos are occurring for Wiz o for possible use in the BES should review the
‘and implement the planned complex environment remain unclear. and lead to further delays. it . of fstctre, 3/31/2026- No Materl . 2/31/2025- DS st cutstanding
Hold the ted.« ASI e AS| continue to assess new toolsfor use In the BES infrastructure. V&Y recommendations to

ensure progress status
Is reflected accurately.

11/17/2003 -
Again, why is DR being
referenced here? Per
the current project
schedule, the DR plan
is scheduled to be
submitted at the end
of the year. Reminder:
Pilot Go-Live s April
2020,

10/31/2023 -
Vic - westill do
notunderstand why
this remains.
10/11/2023
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ted  ASAP 2 2 Low Open  2/28/2026 -
any chang be included in the overall Infrastructure Management Plan, which is
. 131/

70 Insufficient configuration management  Molina, Brad Finding-  8/23/2021. Configuration and The B1-6 DDI Plan Deliverable, Section 5.2 establishes Conflguration OPEN
could lead to development confusion and Risk Development ho if suffic in B1-6 DDI Plan, Secti
reduce the effectiveness of defect resolution includes onflguration  DHS. + By

Selecting CM tools (e.£,, CMDB), The i

12026 -

7/10/2025

ona meani
te, the ‘COMPLETED + DHS and ASI work to clarfy/solidify plans for the potential

use of al required Configuration Items (Cis) in place for a successful Pilot and It does not appear our
@ Amissing €l when feedback was

configuration items. H

I could resultin outages, security exposure, data issues, or degraded user
features. ing fect for oM. experience. 201
7/31/2022

addressed. We
mentioned at our last

meeting that
configuration
816 System DDI Plan or related artifacts (such as decision Iog) that formally management’is in
w place, and we are
be currently working on
leveraging ServiceNow
. 11/30/2025 - Progress is %o automate the
related processes. 5o,
the statement that
configuration
management s notin
ires thi listofitems place prior toSITis
pilot not accurate.

2025. Configuration management was implemented in July 2025 However, a

activities.  10/30/2025 Additional information was requested from the ASI

5/6/2025

 butas of the end of the reporting Work hand in hand
9/30/2025 - with M&O and CMDB.






