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Executive bummary




Executive Summary 1)

The BES design and development work was finalized in October. The Project Team also began to prepare for the Final
Acceptance Test (FAT) and Pilot, which are major milestones. In order for those milestones to be met, the ASI needs to:

* Fully test the BES system to ensure all requirements are ready for FAT. The ASI planned to present the Draft
Requirements Traceability Matrix (RTM) Deliverable by the end of October (a tool used to demonstrate that all contract
requirements are met and fully tested in BES). However, they delayed the delivery by two weeks which may have
negative downstream impacts.

+ Identify all functionality included in BES for Go-Live. To prepare for FAT, Training, Pilot, and Go-Live, DHS must have a
clear understanding of the functionality included for Go-Live and what will be delivered post-Pilot or Post Statewide Go
Live. The DHS readiness and operations team needs this information to plan and prepare for the BES implementation
properly.

» Adequately train DHS Testers prior to Final Acceptance Testing (FAT) to provide a thorough understanding of how BES
works so the testers can create and execute test scripts. Thus far, the overview training for Release 11 has not been
sufficient.

» Maintain an accurate project schedule. The ASI reported Epics 219 and 284 as 100% complete when DHS has not seen
the Sprint and/or Epic demos. Without DHS feedback for the demos, there may be additional effort needed to complete
the Epic. IV&V is concerned that the project team is down to the wire to prepare for FAT and Pilot, so miscommunication
on status or scheduled dates can be tricky to manage.

IV&V Observations

DHS has a temporary resource starting in November to relieve the BES Assistant Project
() | (v | (wm) | Project Manager, who assumed additional responsibilities when the contracted Project Manager left
| | = | Management | the projectin September. An offer has been extended to a candidate selected for the Project
Manager position.
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Executive Summary ')

The current process for obtaining feedback on recorded Sprint Demos continues to be

M/ {iM:} M [S)iztie:]n evaluated in terms of meeting the end goal of providing designs that meet DHS’
d requirements.
(O aCr?Sflguratlon The ASI has provided configuration management information, but more details are
expected to help assess the completeness of the Configuration Management Plan.
Development
Integration The Project shows progress regarding interface work, with one of the two open Memoranda
M (M) M

and Interface | of Agreement (DLIR) ready for sign-off and Interface Control Documents moving toward the
Management | final completion.

H __ H __ H The ASI increased remediation work for ADA-related defects, as well as test case
J " J " J Testing development in preparation for SIT. Both will be significant as it is comprehensive of all
BES releases.

The Security and Privacy team focused on completing the design for the Secure Enclave.
Additional work on the System Security Plan and other required documentation needs to be
completed in preparation for submittal to Federal regulators.

M M Security and
P riV a Cy
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IV&V Findings and Recommendatic[ns




V&V Findings and Recommendations )

(

As of the October 2023 reporting period, PCG is tracking 10 open findings (6 risks, 4 issues) and has retired a total of 68
findings. Of the 10 open findings, 1 are High, 6 are Medium, and 3 are Low.

(¥

Open Risks & Issues

Security and Privacy

Integration and Interface Management

Testing
_ Open - Med
B Open - Low
System Design [ B Open - High
Project Management | Open Risks & Issues by Category
B Configuration and Development
Configuration and Development
= Project Management
0 1 2 3 System Design

Testing

= |ntegration and Interface Management

B Security and Privacy
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IV&V Findings and Recommendations )

[ The following figure provides a breakdown of the 80 IV&V findings (positive, risks, issues, concerns) by status (open, retired). }

All Findings
Finding - Positive .
Finding - Risk —
M Retired
Finding - Issue — ® Open
Concern —
0 5 10 15 20 25 30
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IV&V Findings and Recommendations D
Findings Retired During the Reporting Period

I L

None
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IV&V Findings and Recommendations 7))
Findings Opened During the Reporting Period

None
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IV&V Findings and Recommendations 7))

Preliminary Concerns Investigated During the Reporting
Period

Preliminary Concern — The Lead Project Manager position remains vacant which may
slow down the pace of the project and/or cause project delays/rework.

Observation; The DHS BES Project Manager left the project in September 2023. The Assistant
Project Manager assumed additional responsibilities while DHS sought to fill the PM position
and recruit a temporary (<90 days) position to assist in back-office duties.

Significance: The BES project is moving into a critical stage, with a level of work that requires
87 multiple resources as planned by DHS. Key activities include: Project Management

» design and development for the final release being completed
» preparations for final System and User testing for all developed functionalities
» preparation for operational readiness for the Pilot and State rollout of the BES solution.

It is critical that the new/open positions created by DHS are filled and available for work ASAP to
avoid negative impacts on the project.
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IV&V Findings and Recommendations 7))

Preliminary Concerns Investigated During the Reporting
Period

Preliminary Concern — The current approach to Final Acceptance Testing (FAT) may not
be complete, which increases the likelihood of missed deadlines.

DHS is planning for FAT, scheduled to begin in February 2023. DHS plans to initiate test case
development in early November 2023 and plans to finalize the list of staff who will perform FAT
by early November to involve them in the planning sessions from the very beginning. However,
84 FAT planning is reliant on knowing the complete scope of BES functionality to be included in Go- Testing
Live. This is a DHS request to the ASI that is yet to be answered.

The ASI is also planning to conduct the full system and integration testing prior to the start of
FAT. The ASI has repeatedly stated they are performing full testing of all functionality to include
live tests for the integrations between the BES modules and Interface Partners. This testing is
critical to the ability of the DHS test team to effectively test the system from a user perspective.

Recommendations Progress

» Conduct comprehensive FAT planning In process

» Train testing resources early before FAT begins and walk through end-to-end scenarios. Not Started
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IV&V Findings and Recommendations L)
Project Management

. Criticality

Issue — Uncertainty and/or a lack of communication around long-term architecture decisions could
impact the project budget, schedule, system design, and planning decisions.

The ASI completed another iteration of the Bl-12 System Architecture Deliverable; however, some elements
29  of their architecture may not have been fully described. For example, details of the secure enclave and the @
disaster recovery infrastructure have yet to be described and/or communicated broadly. V&V will continue
to monitor this finding throughout implementation and into the operations phase to verify that new
components and changes to existing components are thoroughly vetted and communicated to
stakeholders.

Recommendations Progress

» The ASI should continue to update the Bl-12 System Architecture Deliverable with additional details as they

become available and with any finalized architectural changes. I [preEess

* DHS should continue to ask the ASI to perform due diligence in any recommendation for foundational
architecture change decisions and continue to review with appropriate DHS stakeholders (e.g., KOLEA) to In process
assure a common understanding of the implications of these decisions.

» The Project should continue to ensure communication between development leads and architecture leads to

. : ) : : . : In process
assure optimal collaboration on possible architecture changes that could impact decisions in each area. P
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IV&V Findings and Recommendations H
Project Management

n Key Findings C;t;::iiléty

Issue — A BES Project schedule based on inaccurate estimations diminishes effective planning and
resource management, which could result in late deliverables, cost increases, and a late go-live.

74 The BES project schedule continues to have significant revisions after being re-baselined, including delays M
to tasks (e.g., a training task was delayed over a hundred days due to schedule refinement). V&V
continues to monitor the schedule for possible estimation issues that could introduce risk in meeting key
milestones of the project.

Recommendations Progress

» Monitor, evaluate and revise scheduling estimates for accuracy. In Process

» ASI plan and execute Epic development so that Epic demos can occur earlier in the release schedule and
. . . Not Started
allow time for possible revisions.

» ASI hosts a weekly meeting with DHS and IV&V to review all changes to the project schedules (Primary and
DDI).

» ASI provide details on how Velocity measures were used to develop estimations for development effort in new
version of DDI schedule

In Process

In Process
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IV&V Findings and Recommendations L)
Integration and Interface Management

Criticality

Key Findings Rating

Risk — The lack of early planning and coordination with interface partners may result in schedule
delays.

Two out of 23 Memoranda of Agreement/Memoranda of Understandings (MOA/MOUSs) are outstanding; the
63 ASlis reporting that an agreement was reached with DLIR and the agreement is ready for signature; the M
DoTAX MOU has some challenges that are being addressed by the ASI and DHS.

The Functional Design of all 23 Interfaces was completed and approved by DHS.

Nine of the 23 Interface Control Documents were completed, reviewed, and approved by DHS.

Recommendations Progress

» Complete all MOAs and obtain approval. In process
» Confirm testing dates with interface partners in writing. In process
» Complete early proof of concept interfaces to avoid unexpected delays due to external organization Not started

miscommunications or their own internal delays in assisting the BES project.
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IV&V Findings and Recommendations H
Configuration and Development

n Key Findings C;ta::i?::y

Risk - Insufficient configuration management could lead to development confusion and reduce the
effectiveness of defect resolution.

70 The ASI provided broad information on the configuration items being tracked but has yet to provide detailed @
configuration items for IV&V review. The ASI has deprioritized some configuration management activities,
which it intends to perform in preparation for Maintenance and Operation (M&O).

Recommendations Progress

» ASI adhere to plans for configuration management as documented in BI-6 DDI Plan, Section 5.2 and clarify

details and/or any changes with DHS. [ [PrOEEE
+ ASI validate plans for configuration management with DHS and agree on a meaningful set of configuration
X . , In process
items or settings they will track.
» DHS and ASI work to clarify/solidify plans for the potential use of configuration management tools and DHS In process

work to fund and procure a CM tool, as required, to avoid any negative impacts to the project.
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IV&V Findings and Recommendations H
Configuration and Development

n Key Findings Cgta::i?::y

Risk — Development delays could negatively impact the project schedule and delay go-live.

The ASI has noted gaps in communication (design misunderstandings) between ASI| BAs and DHS SMEs;
DHS project management is working with the ASI to determine the best way to address this. The DHS

80 SMEs have suggested that design decisions/communications would be more productive if more than a few
SMEs were included in the live demos. If these communication challenges continue, development delays
could occur. While the ASI added 5 developers to focus on ADA defects, it remains unclear if addressing
ADA requirements will incur further development delays.

Recommendations Progress

+ DHS request the ASI strategically add the right project team resources to effectively increase velocity. Note that
adding additional junior resources may not be as effective as staffing additional expert-level development, In process
analysis, and other resources that can lead and mentor junior resources.

+ ASI effectively track and regularly provide DHS (potentially via the weekly DDI status meeting) with an accurate
velocity (e.g., story points per day/week/month) and assure that the current velocity is accurately and In process
consistently reflected in the project schedule.

+ The ASI should provide DHS with the time needed to effectively evaluate the software demonstrations (demos)

and elicit productive design discussions with DHS attendees during each demo. [ [EregEEs

» ASI regularly reports estimated story points for the total remaining project work to reach go-live and presents a

dynamic burn-down chart to track the progress. NEESETIES
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IV&V Findings and Recommendations H
System Design

n Key Findings C;t;::iiléty

Risk — The planned BES infrastructure is complex which could be difficult to implement and
maintain and could lead to schedule/cost impacts.

The ASI continues to have productive discussions with DHS during their weekly Architecture calls. The ASI
73  has yet to finalize their plans and technical architecture for conducting Disaster Recovery (DR). The cloud @
technology being implemented offers some benefit and can simplify some elements of DR. However, it
remains unclear if the complex infrastructure (with the multitude of components being employed) will impact
their ability to test and perform DR.

Recommendations Progress

» ASI develop a process to closely monitor cloud and other product changes (software updates/new releases),

manage changes, and regression test once updates are applied. ) OSSR

» The project team work to establish strong governance over the utilization and maintenance of various In Brocess
tools/components. P

» ASI allot time in the schedule to conduct proof of concepts to assure infrastructure components work as In Drocess
expected. P

+ ASI maintain a detailed schedule for DevOps implementation tasks to avoid unexpected delays that could delay In process

project milestones and the critical path.
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IV&V Findings and Recommendations H

System Design

n Key Findings C;g::iiléty

Issue — Limited collaboration between the ASI and DHS in the design process could lead to BES
usability issues and functionality gaps in the application and not meeting critical business needs for
DHS and State clients.

IV&V notes positive progress this month in that the DHS SMEs are providing more feedback to the ASI on
ge the BES design. The DHS PM has requested Sprint demo process updates to ensure that DHS staff who .;:""M"‘f;

provided feedback are aware of the resolution of their comments. The ASI has also noted gaps in

communication (design misunderstandings) between the ASI Business Analysts and DHS SMEs. DHS

SMEs have suggested that communications would be clearer if they were included in live demos. V&V

respectfully requests that DHS and the ASI re-evaluate the Sprint Demo process as part of the overall

evaluation of communication.

Recommendations Progress

* Include a wide enough audience in all design and demo sessions to validate FNS and DHS functional and

technical requirements and system usability. [ [Froeses

» Perform Sprint and Epic demos in alignment with development sprint completion (demo Not
functionality/requirements as they are developed) to get early feedback on work products. Started

» Perform comprehensive (demo all requirements) review during Epic demos, not just the items that were Not
added/updated, allowing DHS to provide early feedback on possible issues/gaps that might not be apparent Started
when focusing on specific functionality.

» ASI and DHS re-evaluate the effectiveness of the recorded Sprint review process to ensure that designs align In Process

with DHS expectations.
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IV&V Findings and Recommendations H
Testing

n Key Findings C;ta:::iilg;ty

Risk - The Americans With Disabilities Act (ADA) Section 508 compliance tool has not timely been
installed for the Project, which may cause significant rework.

The ADA compliance tool that was installed in August 2023 uncovered approximately 300 ADA-related

defects. About 200 defects remained open at the end of October. Considering the high number of defects

and minimal time remaining for development work, the ASI re-evaluated ADA processes for efficiencies M
67 and improved preventative measures. As a result, the ASI plans to use the Usablenet browser extension

to find ADA defects in real time during development. The ASI will address these defects during

development to minimize the number of ADA defects released into subsequent testing

environments. Additionally, the ASI will dedicate 5 ADA-focused developers and a Scrum Master to

address the existing ADA defects and anticipates having sufficient time to address the defects without

impacting the Project.

Recommendations Progress

» The ADA tool meets contractual and project requirements. In process
» The ASI communicates a plan for ADA test execution. In process
* The ASI communicates how the tool will be used to report compliance and non-compliance and how non- In process

compliance will be addressed/corrected
» The ASI provides DHS/IV&YV reports from the ADA tool execution and explain how to interpret the results. In process

» ASI/Project monitor their new ADA processes to determine if effective and can address all ADA defects prior to

SIT. Not Started
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IV&V Findings and Recommendations H
Testing

n Key Findings C;talfizlgy

Issue — Gaps in test coverage and slower-than-expected progress in testing may result in
schedule delays if subsequent test phases uncover a higher volume of defects and user feedback
than initially anticipated. y

The ASI continues to update the System Integration Testing (SIT) process and test cases. Until this is
completed by the ASI, DHS cannot verify that the SIT test cases are comprehensive and fully test all BES
functionality (including integrations, interfaces, and converted data).

83

Recommendations Progress

* Monitor INT/SIT closely for both breadth and depth of testing to ensure the system is adequately tested. In process
» The project team reviews the SIT exit criteria and revises them as needed to ensure UAT/FAT begins with the
. In process
best system possible.
» ASI should determine the root cause of the failure to identify simple defects in INT and SIT and implement In process

effective improvement processes to confirm early testing is adequate before entering UAT/FAT

HI Systems Modernization Independent Verification & Validation Monthly Report: October 2023



IV&V Findings and Recommendations H
Security and Privacy

. Criticality

Risk — The lack of technical documentation may lead to incorrect implementation statements or
delay the System Security Plan (SSP).

Throughout the month of October, both the ASI and DHS Security SMEs have focused on the design of the

secure enclave (to store federal tax information and other sensitive data). A significant amount of work

remains for both the System Security Plan and the development of required artifacts for the secure enclave

that are planned to be completed by the end of November 2023. Much of this work requires a logical
approach in that certain activities must be completed prior to the start of follow-up activities. (M)

82
» The secure enclave is in the design phase.
» The Security SMEs are writing over twenty (20) policies and procedures that will be artifacts to the
System Security Plan (SSP), planned to be completed by the end of November 2023.
* There are over twelve (12) additional documents, including documented plans to support the SSP and
required submissions to federal regulators, most of these documents are planned to be completed by the
end of November 2023.
The ESI and ASI have stated they are confident the work can be completed on time.

Recommendations Progress

» Determine when the infrastructure design baseline will be completed. In process

» Determine when documentation will be created, updated, and available for the SSP authors. In process

» Collaborate and communicate with SSP authors about when reliable and correct documentation will be In process
available.

» Perform a full review of all SSP controls for content and accuracy that have been written as drafts prior to
December 15th, 2023. This will allow the SSP authors to update controls with changes from Design through
Implementation.

Not Started
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IV&V Status




V&YV Engagement Status L)

IV&V Engagement Area Aug Oct Comments

V&V Budget

IV&V Schedule

PCG submitted the final September V&V Monthly

IV&V Deliverables Status Report.

IV&V Staffing

(7]
(1)

IV&V Scope

Engagement Status Legend

The engagement area poses a

The.engagement areais The engageme'nt area is significant risk to the V&V
within acceptable somewhat outside acceptable . : .

project quality and requires
parameters. parameters.

immediate attention.
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V&V Activities

« V&V activities in the October reporting period:

Completed — September Monthly Status Report
Ongoing — Review the BES Project Artifacts and Deliverables
Ongoing — Attend BES Project meetings, (see Additional Inputs pages for details)

Reviewed available ASI contracts and contract amendments documentation

» Planned IV&V activities for the November reporting period:

Ongoing — Observe BES Design and Development sessions as scheduled
Ongoing — Observe Bi-Weekly Project Status meetings

Ongoing — Observe Weekly Architecture meetings

Ongoing — Observe Weekly Security meetings

Ongoing — Monthly IV&V findings meetings with the ASI

Ongoing — Monthly IV&V Draft Report Review with DHS, ETS and ASI
Ongoing — Participate in Bi-Weekly DHS and IV&V Touch Base meetings

Ongoing — Review BES artifacts and deliverables
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Deliverables Reviewed

. Deliverable .
Deliverable Name Version
Date
. . 10/11/2023
BI-5 Project Schedule - BES 2023 Primary 10/25/2023 N/A
BI-5 Project Schedule - BES 2023 DDI 10/11/2023 N/A
10/25/2023
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Additional Inputs — Artifacts

Artifact Name Artifact Date Version
BES 2023 Design Kanban board N/A N/A
FNS Handbook 901 01/2020 V2.4
NIST Special Publication 800-53 Security and Privacy Controls for Information Systems and Organizations 12/20/2020 Rev.5
SNAP_System_Integrity Review_Tool Sept 2022 N/A
Interface Dashboard — Confluence page N/A N/A
BES 2023 Implementation Planning — Confluence page N/A N/A
R0O.12 Epic Assignment N/A N/A
UAT Testing Dashboard N/A N/A
R0.12 Epic and Sprint Demo Recordings N/A N/A
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Additional Inputs

Meetings and/or Sessions Attended/Observed:

1.

LN UL A WN

I S
N = o

13.
14.
15.
16.
17.
18.
19.
20.

IV&V Team Meeting— 10/2/2023, 10/5/2023, 10/10/2023, 10/12/2023, 10/16/2023, 10/19/2023, 10/23/2023,
10/26/2023, 10/30/2023

IV&V September 2023 Pre-Draft MSR Findings Review — 10/11/2023

HI DHS BES September Draft IV&V Report Review —10/16/2023

Bi-Weekly DHS and IV&V Touch Base — 10/3/2023, 10/31/2023

Weekly BES Infrastructure meeting— 10/6/2023, 10/13/2023, 10/20/2023, 10/27/2023
DHS/IV&YV Check-in —10/12/2023, 10/26/2023

Bi-Weekly Client BES 2023 Project Status Meeting — 10/4/2023, 10/18/2023

Security Touchpoint-10/4/2023, 10/11/2023, 10/18/2023

BI-10 Template/BI-12 Architecture Chapters Response Review —10/6/2023, 10/16/2023
Weekly Data Conversion Workgroup —10/12/2023

Sprint Demo Epic 219 (State Prisoner Interface - DPS and HYCF) — 10/19/2023

PMO End of Day Huddle —10/3/2023, 10/5/2023, 10/10/2023, 10/12/2023, 10/13/2023, 10/17/2023, 10/19/2023,

10/24/2023, 10/26/2023, 10/31/2023

(External) Weekly Interfaces Touchpoint—10/2/2023, 10/16/2023, 10/23/2023, 10/30/2023
(External) BES High Priority List Review — 10/23/2023

(External) Ul Standards Monthly Review - 10/4/2023

(External) Readiness - Working Group Meeting—10/3/2023, 10/17/2023, 10/24/2023
(External) Bi-Weekly Client BES 2023 Schedule Review/Status —10/11/2023, 10/25/2023
(External) BES System Security Plan — Controls - 10/10/2023, 10/17/2023, 10/31/2023
(External) Bi-weekly BES CCB Meeting —10/11/2023

Sprint Demo Epic 211 Disability and Good Cause — 10/20/2023
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Appendices




(1)
Appendix A — V&V Criticality Ratings

Criticality | 61 ition
Rating

- A high rating is assigned if there is a possibility of substantial impact to product quality, scope, cost, or
\9 schedule. A major disruption is likely, and the consequences would be unacceptable. A different
approach is required. Mitigation strategies should be evaluated and acted upon immediately.

A medium rating is assigned if there is a possibility of moderate impact to product quality, scope, cost,
f:‘u_'\/[j or schedule. Some disruption is likely, and a different approach may be required. Mitigation strategies
: should be evaluated and implemented as soon as feasible.

A low rating is assigned if there is a possibility of slight impact to product quality, scope, cost, or
@ schedule. Minimal disruption is likely, and some oversight is most likely needed to ensure that the risk
remains low. Mitigation strategies should be considered for implementation when possible.
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Appendix B — Findings Log

« The complete Findings Log for the BES Project is provided in a separate file.
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Appendix C — Acronyms and Glossary

Acronym
APD
ASI
BES
CCWIS
CM
CMMI
CMS
CR
DDI
DED
DHS
DLV
E&E
EA
ECM
ESI
ETS
FIPS
HIPAA
IDM
IEEE
IES
ITIL

Definition

Advance Planning Document

Application System Integrator

Benefits Eligibility Solution

Comprehensive Child Welfare Information System
Configuration Management

Capability Maturity Model Integration

Center for Medicare and Medicaid Services

Change Request

Design, Development and Implementation

Deliverable Expectation Document

Hawaii Department of Human Services

Deliverable

Eligibility and Enrollment

Enterprise Architecture

Enterprise Content Management (FileNet and DataCap)
Enterprise System Integrator (Platform Vendor)

State of Hawaii Office of Enterprise Technology Services
Federal Information Processing Standard

Health Information Portability and Accountability Act of 1996
Identity and Access Management (from KOLEA to State Hub)
Institute of Electrical and Electronics Engineers
Integrated Eligibility Solution

Information Technology Infrastructure Library
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4\
Appendix C — Acronyms and Glossary N

Acronym Definition

V&V Independent Verification and Validation

KOLEA Kauhale On-Line Eligibility Assistance

M&O Maintenance & Operations

MEELC Medicaid Eligibility and Enrollment Life Cycle
MEET Medicaid Eligibility and Enrollment Toolkit
MOuU Memorandum of Understanding

MQD Hawaii Department of Human Services MedQuest Division
NIST National Institute of Standards and Technology
OE Operating Environment

oIT Department of Human Services Office of Information Technology
PIP Performance/Process Improvement Plan
PMBOK® Project Management Body of Knowledge

PMI Project Management Institute

PMO Project/Program Management Office

PMP Project Management Plan

QA Quality Assurance

QM Quality Management

RFP Request for Proposal

ROM Rough Order of Magnitude

RMP Requirements Management Plan

RTM Requirements Traceability Matrix

SEI Software Engineering Institute

SLA Service-Level Agreement

SME Subject Matter Expert
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Appendix C — Acronyms and Glossary N

Acronym Definition

SOA Service Oriented Architecture

SOW Statement of Work, Scope of Work

VVP Software Verification and Validation Plan
XLC Expedited Life Cycle
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Systems Modernization Project
The DHS Enterprise Program Roadmap includes contracting with three separate vendors with the following high-level scope:

» ESI or Platform Vendor — responsible for the shared technology and services required for multiple Application vendors to
implement and support functionality that leverages the DHS Enterprise Platform.

» ASI or ASI Vendor — responsible for the DDI of the Benefits Eligibility Solution (BES Project) enhancing the currently
implemented Medicaid E&E Solution (KOLEA) and providing support for the combined Solutions.

*  CCWIS Vendor —responsible for the DDI of the CCWIS Solution to meet the needs of child welfare services and adult
protective services (CCWIS Project) and providing support for the Solution.
Systems Modernization IV&V Project

IV&V performs objective assessments of the design, development/configuration and implementation (DDI) of DHS’ System
Modernization Projects. DHS has identified three high-risk areas where IV&V services are required:

* Transition of M&O from DHS’ incumbent vendor to the ESI and ASI vendors
« BES DDI
« CCWIS DDI

On the BES DDI Project, IV&V is responsible for:

+ Evaluating efforts performed by the Project (processes, methods, activities) for consistency with federal requirements
and industry best practices and standards

* Reviewing or validating the work effort performed and deliverables produced by the ASI vendor as well as that of
DHS to ensure alignment with project requirements

* Anticipating project risks, monitoring project issues and risks, and recommending potential risk mitigation strategies
and issue resolutions throughout the Project’s life cycle

« Developing and providing independent project oversight reports to DHS, ASI vendors, State of Hawaii Office of
Enterprise Technology Services (ETS) and DHS’ Federal partners
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What is Independent Verification and Validation (IV&V)?

+ Oversight by an independent third party that assesses the Project against industry standards to provide an unbiased view to
stakeholders

» The goal of IV&V is to help the State get the solution they want based on requirements and have it built according to best
practices

» V&V helps improve design visibility and traceability and identifies (potential) problems early
+ IV&V objectively identifies risks and communicates to project leadership for risk management

PCG’s Eclipse IV&V® Technical Assessment Methodology
+ Consists of a 4-part process made up of the following areas:

1. Discovery — Discovery consists of reviewing documentation, work products and deliverables, interviewing project team
members, and determining applicable standards, best practices and tools.

Research and Analysis — Research and analysis is conducted in order to form an objective opinion.

Clarification — Clarification from project team members is sought to ensure agreement and concurrence of facts
between the State, the Vendor, and PCG.

4. Delivery of Findings — Findings, observations, and risk assessments are documented in this monthly report and the
accompanying Findings and Recommendations log. These documents are then shared with project leadership on both
the State and Vendor side for them to consider and take appropriate action on.

IV&V Assessment Categories for the BES Project
. Project Management ® Security and Privacy
+ Requirements Analysis & Management * Testing
» System Design * OCM and Knowledge Transfer

» Configuration and Development Pilot Test Deployment

* Integration and Interface Management « Deployment

HI Systems Modernization Independent Verification & Validation Monthly Report: October 2023
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Findi dentified Analyst Finding
1D Tite Reporter Type Date Category Observation significance Recommendation Event Horizon Impact _ Probability Priorty _ Status _ Status Update Client Comments Vendor Comments
87 The departure of the BESSD lead project  Molina, Brad Concern  10/31/2023  Project with a level of work that Now 3Med  Open
manager may increase risk o the project Management i por £ing all DHS by DHS. tes i
dueto the bandwidth :h:llenses for the i
remaining project ma
86 Uimited collaboration between the ASIand  Molina, Bred Finding - #/1/2023 System Design  During the UAT 1 Now 2 Med  Open notes 10/11/2023 This is one of
the design process could lead to B&S ssue t e providing theitems
usabiliy issues and functionality gaps in the P Perform Sprint and Epic demos in alignment with development sprint requested Sprint demo process updates 1o ensire that DHS staff who feedbackmeans desgnis k. 1ecdsnemalckfrom o . hatY - 101/2003-
applications and not meeting critcal d Based on , and overall  completion (demo functionalit/requirements as they are developed) to get P The As! - Comversato
business needs for DHS and State clients. defects are St PO st
ignerrors”. ! 1 ga expectations, lackof tat live demos. Wil keep
confidence in the solution providing the accurate information needed to  added/updated, allowing DHS to provide early feedback on possible Y as recorded demos,
attributable to functionalty developed for Release 11 it d respectily requests that DHS and the ASI re-evaluate the Sprint Demo butwe ad
et functionality. - AS! and DHS re-evaluate the efectiveness of the recorded process as part of the overall evaluation of communication. 9/31/2023 - JF- open comments
and the state Sprint review pr Vic- after demo &
complee, feedback
concern that the new process will reduce collaboration to confirm that and
designs are n alignment with DHS expectations. IVV added acknowledgement
recommendation that the ASI and DHS re-valuate the efectiveness of tis
new process. 8/31/2023 - The AS! will no longer conductin-person Sprint Vic- for the next
Instead, ing period. We
DHS with time to review. The amount o time for DHS to review the demas wantto keep the
and the feedback process back o the AS! is undetermined. This decision to feedbacktothe SVE
Policy and Functional
enable timely feedbackand contradicts Agle methodology. IV encourages s,
AS! and DHS to consider this finding's recommendations to reduce miss- Weare getting off-he-
way comments,
Nicole s finding
‘comments from staff
thatwere not incived
in detal 10/11/2023
Please reference
80 The current approach to Final Acceptance  Tan,Ryan  Concern 6/29/2023 Testing e thereis Acceptance Testing (FAT) At Tiow  Opn heduled
Testing (FAT) may not be complete, whict theProjct appears unprepare for Release 11 UAT.For xample, new  a potential ik f missing UAT imelines. However, the R11 AT phase does  planing - besi i 2023 and 11/17/2023-
increases th likelihood of missed deadlines. Teams Issue Track i the cit ject, and i COMPLETED - Conduct | " The complete scope of
d While ; al dures, roles H BES functionalityis
fons ab o ved R11 UAT may FAT being tracked in
remain undefined. be imited, AT d (o/31/2023) Ths lira/Confluence. Pleas
processes during UAT. regarding project qualty, capacity, and resource retention. answered. e provide more details
8 pri The As! on the request made
i by DHS that s yet to
This testing is beanswered
y
a user perspective. 9/30/2023 - 1 UAT, 10/31/2023 - lan to
however,some AT processes il have not been weldefned. For have a Release 12
G s planning meetings
, efect
aupnum The Project developed a lessons:earned report and identifed
the ASIefforts
toward the recommendations of this finding. 8/31/2023 - The project is
pplying Release 11 UAT i
Test (FAT). Team
the
training and test development timelines for FAT were adjusted. This includes
securing DHS FAT resources early to conduct training and support test
IV will continue to
8. 7/31/2023 - Release 11 UAT was
T ad hoc testing, Throughout Release 11 UAT, the Project made
83 Gaps in testcoverage and slower-than-  Tan,Ran  Finding - 6/2/2023 Testing 3 1A Dashboards, R11 Traceabity opeN uar S o 10512050 Thelcontiesto sodate th Syt e stion Tesing
expected progress in testing may result in ssue Dashboards, and the fthere  simple defects in INT and SIT and implement effective improvement
schedule delays if subsequent test phases progress of testing might be lagging. Concerning testing coverage, it appears is slow progress or incomplete testing in the early stages, it can resultin  processes testing - ey e o T et e re comprehenie and byl o8 10/31/2023 -
uncover a higher volume of defects and user o more defects DHs and testingto g integrations, data), Vic -For R12, DHS will
feedback than initaly anticipated s ing effor siower -~ The Project team reviews the SIT 9/31/20: be able to evaluate ST
st and ot e have ol o as needed begins with the veen e suffciently) i the Unit, Integration (INT), and System test scripts inira
comi ing (SIT). mplete extensions defects Integration Testing (ST) phases continue to resuit in numerous defects FAT planning meeting
(o INT ot caers b une 16, o St 2wecks fer S b inal 12, the st when Trisha i back.
Final Acceptance Testing (FAT). \mplzmzmmg peer review processes to review test cases before tests are SiTentrance criteriaas
® 8 progress wellin these meetings.
more sccuratly r-orgoized th st eam 0 have dodicaed Funconl Vic - overlap of INT
and Non-Functional test leads; and updating the test repository to andSi. Testing
sl sl with thetest counts forechuse cae. Adtonaly DS Willbetesting
plan monitor that to ing that was
aring ST aichnclades OHS rviwingand pproving e A5t proposd previouslydone in
SIT test cases. 8/31/2023 - The Unit, Integration (INT), and System priorreleases.
Integration Testing (ST) testing phases are not comprehensive, meaning
Rama -Sai i putting
found in User Aucepance Testig (UAT nole st v ot together automated
testing. Wi
v W nces by e et e identied nth Unit, NT, meeting to show DHS
an Furthermore, and V&Y. 770 test
toenhance ST et conerag, such s oh\ammxapprmal from the DHS for casesin
entering the SIT phas automation 10/11/20
remain unemma 20, YheProyec\ et Relae 11 ety it )
e ASI's INT and SIT sed easily
wdentmahle e e s i bseaent s phases ot
instance, defects ike UAT-503, 340, 343, 347, 350, and 353 were discovered Weako
82 The lack o technical documentation may _ Heath, DusinFinding-  4/27/2023 Security and n April, o thessp il be completed. - In_ December 15th, 3 Ml Open  10/26/2023— Throughout the month of October, both the AS and DHS
lead o incorrectimplementation statements R priacy Currently, Afull draft dated, and i i 10/31/2023 - Vic-
or delay the System Security Plan ilable, outdated, During Apri, s 2023, -in d other data). A Expectto getBl-13t0
decisions ‘ P ptember 15, 2023, The be DHS IV&V COB next
available. - In Progress - pprovalp Fricay.
perspectiy i i sharing with the end of November 2023. And much of this work requires a ogical Weeklynfrastructure
instead i 15th, 2023 approach nthat crtan activies must be complted priortothestart of eeting- Secure
from Design through Implementation - Not Started follow-on actviies. « The secure enclave is i the design p The workload. INGCP
datal logging,etc. project.

(55P), plann by
the end of November 2023. = There are over twelve (12) additional
a i required
tof Janned to
2023,
‘September,
The bulk of
the month
i tor , suchas.
Federal

design and implementation of BES, including the secure enclave, to get
Atthis point,

Rama - CIS data.
1075. better than
Fedramp. Comes with
completesssP.
Ty
resolve Dat

headaches.

DH - Why send the BI-

13 out for review If it

is not done?

David - Willtake more.

time to pull the data
er

DH - Needs to be.
ready for Third-party.

David- By the end of
January or early
ebruary.
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Vendor Comments

10/31/2023 - Vic -

M - improve the
desi

ien
communications.
Rama-1am tying to
understand what
development delays,
two months left in
oo

Vic- we wil evaluate
thedraft

11/17/2023 -
As mentioned in our

P
significant revisions.

refinementof training
dates. 1 also mention
dates wil continue to
evolveas we progress.
further intothe
project phases. Please
consider "softening”
Your status verbiage.

10/31/2023
Vic-Sigrificant
revisions, what are

u concerned about?

11/17/2023 -
‘Again, why s DR being
referenced here? Per
the current project
schedule, the DR plan
is scheduled to be
submitted at the end
of the year. Reminder:
Pilot Go-Live s April
2020,

10/31/2023 -
Vic - we still do not
understand why this

remains,
10/11/2023

Please reference your
updates on finding #82
Securityand Privacy
whichdocuments the
‘work being done for
the Secure Enclave.

Finding Identiied Avalyst Finding
D Tie Reporter Type Date  Category Observation sinicance Recommendation Event Hovon Impoct__ Probobiity _Priorty _Status__ Status Update
80 Development dlays could negativelyimpact Fors, Michael  Finding:  6/30/2022 AS1 had p i OPEN « DHS request immedate 3 M Omn  10/25/23-The ASI has noted gaps in communication (design
the project schedule and delay go-lve. sk pment pect lest misunderstandings) between ASI BAs and DHS SMES; DHS project
Previousl, resources may asl address
with accurately estimating development task leve of effort (ie, story  lead thatis lstc. Previously, DHS  development, " : s The DHS SMEs have suggested tha desigh decisions/commurications
points)and the pro project  had ndicate that resources. = Request s
The (potentially via the weeky DDI status meeting) with an accurate vlocity demos. f these communication challenges continue, it could lead to
pec (eg, While the ASI
manner. clarificationfrom the ASI BA/SA team. DHS and IVV observed intances « Astprovide defect
where ASI oHs
DHS (who may lack software or Ul design expertise) o improve, which has (demos) oHs A appears in o
Wremains - asl story points e
unclear if scope creep has contributed to these delays.
burn-down chart 1o track the progress. COMPLETE CLOSED » ASIreviews back on some important design refinements. They have noted that the
the development process and dentifes and mitigates the chaenges naving.
hinder Slow the desig
schedule. (9/29/23 - AStwill not b doin ths, with DHS approval) Toop.
Hfecyel
in Alternativel, if
system tha falsshort of users expectations, user buyin may prove to be a
challenge. The ASI continues to dentify functionaity and scope tht they
would like to defer to post g-Ive. Itremains unclear i ths is due to
the realizat more
o The A has
the portal o post go-ive. 8/31/23 -
development effort made it apparent more time would be needed to
complete development, DHS SMEs have reported concerns that the AS|
continues to remove scope to meet planned milestones. IV remains
7 naccurate Molina, Bad  Finding = 1172972021 Proect Wiseanleadio OPEN Moo ST edite TV O e BES prok s to ave Sglfcant
estimations diminishes effective planning Issve Management improvement. stucture, L i g re-baselned, ( task
and resource management, which could Theuse 1 provid w
esult in late delverabls, cost increases, n details on y
and s latego-lve. introduce ik i meeting ey milestones of the project. 9/31/2023- The AS1
resource management and citcal path anaysi,a of which were ASIagree 0 arevised schedule against which project delverables can be:
addressedand closed. managed. (2/28/2023 - complete) AS! host a weekly meeting with DHS and adding OHS and
. s that the pr
Project. s th
n Portalfunctios e implementation, V&V remains
el concerned other requirements may also be delayed. This may cause
co i downstream impacts on UAT planning and execution, Trainin,
any required workarounds and manual processes. 8/31/2023 -The 8-week
and burn down charts o adjust development tasks estimates I needed.
Release
Release 1.
i 713112023 -
i i eforts i the schedule for Release 12.a requested by DHS and IW.
duration ofthe Project (1/31/2023 - new AS1 - Not Started) Develop. euizmly, Lo e «
v
atriskof b the AS.
ieh incuc i C 6/30/2023-
lidate and 2 AS! updates to the schedule that resulted in a reduction of the baseline
i i Acaly, two
" " (2 month
B A R A Lesting prints (15 months intotal duration) were removed. vet,a
73 The planned BES infrastructure s complex  Fors, Michael Finding - 10/28/2021 System Design " thetrs Next several 2low  Omn  10/30/23- TheASIcontinues tohave productiv discussions with OHS
which could bedifcut toimplement and sk by the S, the testonce months e o
lead to schedule/costimpacts Further, the roject Delays in lied. » The project (OR). The loud
s, risks over simpify some
and implement the planned complex environment remain unclear and lead to further delays « AStallt time in of elements of DR. However, it remains unclear fthe comlex nfrastructure
the  concepts “asi «
e, of  maintain a detailed for Devops avoid 9/28/23-
“moving parts) and toresolve Enterprise Architect postion; this does not appear to have had a material
Further, impact on the overal infrastructure build. The ASIcontinues to make
totheir For progr
i automation they've implemented will implify many maintenance tasks
Cloud faled Given that,
Nexus). Google i The ASth
(Amazon Microsoft & thesystem
Aaure). | that achieving the SUAS willbe possibe. W remains concerned that some
be diffcult o resolve and lead toproject disruption. f DS intends to architected, documented, and/or conceptually tested via proof of concept
8/31/23-The
loyees, ast Chronide, ogeing
fomiliar with ina complex nfrastructure emvironment ool
d the ASIrepor
for AS1 progress n addressing the recommendations. 7/31/23 - The project
recently onboarded a new AS) Enteprise Architect. As this s a key role on
the Asi by
DHS.6/30/23 - The AS! has made progress with key nfrastructure
i related tothel
Delphix) oflegacy datainto the UAT environment. These components lay a
e Fors, Michael Findi = 872372021 i > 7w o ~The ASIprovi information o the configuration
could lead to development confusion and sk Development  Configuration , however, T
educe the effectiveness of defet resolution s nfiguration » review. The ASI has deprioritized some configuration management
MDB), The ~DHSand actvites, which it intends to erform in preparation for Maintenance and
e e —— " .
i X items. However, COMPLETED the thatwil
velies on Github for tracking of some configuratios. are included in c i i I requested the lis ast month and s waltng on the ASIto respond,
items, i 30/23-No
e " = material update. 5/31/2023 - The ASI contintes to make progress with s
131202 utilzation o the SericeNow Configuration Management (CM) tool. They

P
Ongoing support and main. Dont’ think stil a isk, IV to discuss.
4/30/202

3-

for the project. 3/31/2023 - The ASI i currently evaluating which Service
going

forward. Detalls of exactly how they'll be using SN and the level of
configuration management they intend to perform has yet to be
determined. i

Details of exactly
ide of modules and capabilties remain unclear.

using SN and its mul

tasks, and IVV willreassess this finding once related project actvity has.
begun. 12/31/2022 - No material update in the reporting period as the

v
will reassess this inding and our associated recommendations once more s
known. 11/30/2022 - No material update in the reporting period as

10/31/2023 -
Vic - We provided a
listing, working on a

“This wil become more:
importantand we
work'to get ahead of
theM&0 plan.
10/11/203

IVBY  requested the
list last month and is
waiting on the ASIto.
espond - Please
see the following lst
of configuration
management tems
which  are/wil be
managedin
SenvceN

Incident Response
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67 The Americans With Disabilities Act (ADA)  Tan, Ryan Finding - 7/12/2021 Testing. While R0.3 and R0.4 reported that Section 508 compliance had been Thereis. be ADA - The Asl bl 3 3 Med Open 10/31/2023 - The ADA compliance tool was installed in August 2023 and
Section 508 compliance too has not timely sk ADA test execution. (Complete) - The ASI and prior to final !
been installed for the Project, which may ll The AD/ ‘solution the end of October. number of 10/31/2023 -
causesignificant rework. performed. This risk h: AS| over (eg, acceptance. defects and minimal time remaining for development work, the ASI Rama - Trip to India.
months, results to-date. (Complete) - e I setup a dedicated
Partof how (complete) measures. A aresult the ASIplans to use the Usablenet browser extension ADAteam. Dev
top tool for ADA compliance as an interim solution. IVV has not received I Jat \d Standard: tofind ADA defects in real time during development. The AS! will address extension for
Technology these defects during development to minimize the number of ADA defects developers to use to
for al ADA compliance tems released nto subsequent testing environments. Additonally, the AS!will checkcode. Team
Act, broughtin bugs,
- d exanined everyscreen
" 2 3 5 developers and
parts of Section 508 of the Americans with Disabilities Act (ADA), scrum master. New
b addressing issues the tool s identifying, The ASIcreated and shred a high- branch of updates, il
NS level ADA bring nto build
Handbe after the pipefine.
the Section 508 compliance guidelines (https;//section508.gov/) there may New developers are
be asignificant amount of rewark to the solution. project timelines or resources. 8/30/2023 - ADA testing started August 1, validating as-built, old
2023, 2,2020. User developers re using
" ) plugeinto checktheir
code when submiting
dress ADY a In addition,
W recommendations. 7/30/2023 - According to the AS), the automated v-Tis week' tatus
ool butit reporthad process
User . improvements.
hose Rama - We are
confident thatwecan
value. The ASI plans to commence formal ADA testing in October 2023. They fxallof the dfecs
Reynolds, Finding - 172172021 Integration and DDI project often underestimate the time needed to effectively manage all OPEN ls. 6. Q32023 4 Med Open 10-26-2023 - Two out of 23 MOA/MOU are outstanding; the ASI s reporting.
withinterface partners may resutin ek sk Interface he tasks and Adlearly 7 of concept DLIR and y forsignature;
schedule delays. Management : ir 10/31/2023 - Good
e i the ASIand DHS. The Functional Design of all 23 Iterfaces was complated andaccurate asof the
Inaddit s FoDs and approved by DHS. Nine of the twenty-three Interface Control endof October.
coordination, design, and testing actvitis (Unit Test, SIT, UAT).-nterface COMPLETE 1. Esablsh a jewes, . 09-29.2023- Metwith DOTAX (Cory)
jies, inclucir i i of the BES toget appendix
0 production. DD activites. COMPLETED 10/29 2. Identify and document all interface (MOAs and 7 0f 28 MOAs, details. Sentto Scott
partners’ 3 Inter ' M.tofinalize updates,
rdinati provide a target date for resolving the expiring MOAs and MOUs. IVV will then send to AG.
4. i M items. Asl STAX is one of the
aing interfaces that il
and alntefaces. " dthe ASL overlap SIT. They
i D) are busy n thetax season.
progress, with 4 of 25 1CDs outstanding, The progress o the CDs and
Interface Epics will continue to be monitored by IVV. 08/31/2023 - The ASI Vic - Rama has
updates. Pushback
expired or il expre,therefore, al MOAS and MOUs ae being reviewed from OIT about
and re-verified by DHS. Tis process s not expected to create any. samplefile.
T Rama- set upa batch
team for end-to-end
¥ coverage. We met
with Ryan 5. and OIT
o Wi aboutsample files. We
asked for masked
4 PRODfilesfor ease of
are necessary. 07/24/2023 - The ASI and DHS are working to complete the. “wg;:;d:m!
4 DoTAX)
29 Uncertainy and/or alackof commurication Fors,Michael  Finding - 5/28/2018 Project The current project architecture and desgn should be 35 representative and  OPEN - a0 2 2low  Opmn  10/26/23- TheASl completed another iteration of the BI-12 System 06/30/2020 - Combined appiication s still planned. App st not finalized by
around long-term architecture decisions Issue Management inclusive of all any ! oS, 1/17/2023 -
couldimpact the project budget, schedule, For example, theASland  avalzbl. finalized ot have been fully described. For example, detil of of the portal
system design, and planning decisions. should gt d and the disaster Pl sharing. , this would
instances onefor KOLEA, one for broadly. . require a R nfrastructureare

the project
decision or the plan.

For example, if
. gov for these tools, and important

decision log. Further, the detail
tegrating

communicated.

on
‘COMPLETE - DHS should

evelopment planning has completed.

‘Complete 3/31 CLOSED - Maintain current communication processes to
ensurereg:
of

Project. CLOSED 11/30/2022

existing

thoroughly vetted
9/28/23 - The ASl updated and delivered four chapters of the BI-12 System
e

the BES

Live,
he planned for P

benefits). The four chapters currently under review are BI-12 Audit System
Chapter 8I-12 BES Shared Services Chapter BI-12 Self-Service Portal Chapter
BI-L2 Physical 8/31/23-

the t ., with chapt
Funct it System, and Physical

DHS and
receive these chapters for review in the month of September. 7/31/23 - The

Inspire.

stakeholders. The Project is making progress in carifying key architecture
decisions. 6/30/2023 - The project is making progress in clarifying key

works i progress.

progress work? Where
do you draw the fine?

10/11/23Vic - erour
discussion with Joe,
Rama mentioned there.
willnot be a need to
make changes to the
architecture
documentationas a
result of the BES-SSP.
deferral 4/23/21rap-
AS! and DHs
continue to refine the
final plan for the two.
portalvision. We
expectthat final
decisions willlkely be
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