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Executive Summary (1)

July was a busy month for the BES Project. The BES 1.0 release Final Acceptance Test (FAT) is fully underway, the ASl is
providing active defect correction and technical environment support, and the team continues to design and develop the
functionality planned to be implemented post-pilot.

» ASI development resources needed to support FAT defect correction has pulled focus away from planned development,
resulting in delays in developing required functionality. The ASI is adding additional resources to address this problem.

» Time Travel is a testing process in which a separate testing environment is moved forward to specific future dates to verify
eligibility and ensure date-driven scenarios behave correctly. During FAT, DHS raised several time travel concerns that
the ASI addressed or is addressing.

+ The ASI delay in providing the required post-conversion report was caused by corrective actions in FAT data conversion.
IV&V is collaborating with DHS and ASI to review ASl's pre-FAT data conversion testing and identify improvements for
better Pilot preparation.

While the project team focuses heavily on FAT, readiness for Pilot is a key activity. Pilot users start training in August, and it
will be critical that the training materials accurately reflect the BES 1.0 application functionality deployed for Pilot. The ASlI is
developing documented workarounds to address defects that will not be corrected prior to Pilot, and workarounds for
requirements tied to deferred functionality not included in the Pilot release. DHS has requested both types of workarounds be
documented with enough time to have the training materials and job aids accurate along with a consistent and timely
communication plan to the Pilot users and DHS team.

May | Jun | Jul | Category |IV&V Observations

The ASI is experiencing challenges with addressing the level of defects found in FAT.
Coupled with the development of BES 1.1 functionality and completing the outstanding BES
1.0 development, the ASl is planning to add additional resources to the development team to
avoid material delays. IV&V is closely monitoring the project management efforts to stay on
schedule and enter Pilot as planned on September 16, 2024.

@ )| J )| r Project
Management
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Executive Summary

(1)

May| Jun | Jul |Category | IV&V Observations

PN System : , : , o ,
™M @ @ Design IV&V continues to monitor the Project design activities included in the BES 1.1 release.

Configuration | DHS has not found the Burndown Chart provided by ASI to be valuable and has requested
N Y A ini i

M| (M (m) | and a report that clearly shows both the remaining outstanding work and the development

g - Development | velocity.
. | . | Integration Physical and Technical testing of the BES 1.0 release interfaces continued throughout the
M M/]“ ™ and Interface | month of July. IV&V is concerned that progress slowed in July as ASI resources focused on
o | Management | supporting FAT.
IV&V is concerned with the volume of defects being found in FAT and the amount of ASI
y ¢ y y Testing effort needed to resolve the issues. Data conversion defects discovered in FAT have led
IV&V to examining the robustness of ASI data conversion testing prior to FAT.

The Independent Security Assessment team began penetration testing of BES 1.0 in the
production environment once the ASI made the environment available at the beginning of
y ( y y Security and July. Missing and incomplete supporting documents referenced in the System Security Plan

Privacy (SSP) remain an IV&V concern. The Social Security Administration (SSA) conducted a

separate one-day security assessment on July 8, 2024. DHS and the ASI are working to
provide responses to SSA requests.

Requirements
Analysis &
Management

The BI-21 Requirements Traceability Matrix (RTM) was not ready for DHS deliverable
review and approval by the end of July. IV&V is concerned that delays in finalizing the RTM
may lead to requirements tracing issues, testing gaps, and project delays.
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V&V Findings and Recommendations

(1)

(

Of the 11 open findings, 4 are High, 4 are Medium, and 3 are Low.

(¥

As of the July 2024 reporting period, PCG is tracking 11 open findings (5 risks, 6 issues) and has retired a total of 75 findings.

Open Risks & Issues

Security and Privacy
]
Integration and Interface Management
Testing
|
Open - Med
System Design I E———
H Open - Low
H Open - High
Requirements Analysis & Management
Project Management
]
Configuration and Development _ “»
0 1 2 3 .

Open Risks & Issues by Category

B Configuration and Development

= Project Management
Requirements Analysis & Management
System Design

= Testing

= Integration and Interface Management

B SecurityandPrivacy
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V&V Findings and Recommendations 7))

The following figure provides a breakdown of the 88 IV&V findings (positive, risks, issues, concerns) by status (open, retired).

All Findings

Finding - Positive

Finding - Risk —

M Retired

Finding - Issue ® Open

Concern

o
(€]
=
o
[any
(€]
N
o

25 30
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IV&V Findings and Recommendations D
Findings Retired During the Reporting Period

I

None
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V&V Findings and Recommendations 7))

Preliminary Concerns Investigated During the Reporting
Period

_# | Finging | Catgoy |

Insufficient coordination and management of time travel test execution and the time travel
environment could lead to rework and schedule delays.

Observation: IV&V is concerned with the time travel test environment which may cause delays in the
testing schedule. Time Travel is a testing process in which a separate testing environment is moved
forward to specific future dates to verify eligibility and ensure date-driven scenarios behave correctly.
The current configuration has the system date manually advanced after work hours for a single date
97 change. FAT testers must wait for their specific date advancement requests to be applied before they Testing
can proceed with and/or complete their test cases.

Significance: A lack of clarity around this complex effort of time travel testing and data refreshes has
resulted in some testers needing to re-execute test set-up steps. With FAT the final test phase
immediately prior to Pilot, test quality can suffer as testers are under pressure to complete their
testing on time. Rework increases testers' workloads and increases the chance that FAT cannot be
completed as scheduled.

Delays in providing the required deliverables to FNS could extend the review time needed and
delay FNS's concurrence to start the pilot.

Observation: Not all the documents that FNS is required to review have been provided. In the
weekly Readiness meeting on 7/23, it was mentioned that FNS is at its year-end, so its workload is

98 backing up, which might require its document review to take the full 60 days. The longer DHS delays
getting deliverables to FNS, the closer it gets to the planned start for Pilot.

Project
Management

Significance: The BES pilot cannot start without FNS's concurrence. Therefore, it is critical the
project team deliver the required deliverables to FNS as soon as possible so FNS has the necessary
time to review and give the go-ahead to start Pilot.
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IV&V Findings and Recommendations D
Findings Opened During the Reporting Period

1

None
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IV&V Findings and Recommendations
Project Management

. . Criticality

Issue — A BES Project schedule based on inaccurate estimations diminishes effective planning and
resource management, which could result in late deliverables, cost increases, and a late go-live.

74 The ASl is actively working on defect resolution and new development work for BES 1.1. A few key
documents/deliverables, including the Disaster Recover Plan, Data Conversion results, and Requirements 3
Traceability, are behind schedule. The ASI is hiring additional resources; however, it is not known if these
resources will have a positive impact on the work remaining as defined in the schedule.

Recommendations Progress

* Monitor, evaluate and revise scheduling estimates for accuracy based on the project teams past performance In Process
and resources available to do the remaining work.
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IV&V Findings and Recommendations
Project Management

. Criticality

Risk — Implementing a Core Solution for go-live carries inherent risks that may impact overall
Project success and reduce user adoption.

gg DHS and the ASI continue to document and develop workarounds in preparation for Pilot. There are now ‘™M
two workaround areas: 1) known gaps in functionality and 2) defects discovered during testing that will not
be addressed prior to Pilot. Additionally, planning is ongoing for incorporating these workarounds into the
training process.

Recommendations Progress

* Increase OCM efforts to effectively manage user, general public, and legislative expectations for the BES In Drocess
version at go-live. P

* Prioritize feedback from users and FNS to ensure the solution meets their core needs and so users are clear

on what features they are, and are not, getting. In process

» Actively monitor, assess, and address potential challenges throughout the development process including code
quality, cutting scope to meet development milestones, insufficient user validation of demonstrated In process
functionality, and fully defined workarounds to accommodate for the missing functionality.

» Actively monitor FAT and Pilot feedback and track users’ biggest pain points. Pain points can then be
prioritized based on negative impact and project leadership can decide if fixing or changing poor designs can In process
be implemented prior to go-live.
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IV&V Findings and Recommendations ()

System Design

. Criticality

Issue — Limited collaboration between the ASI and DHS in the design process could lead to BES
usability issues and functionality gaps in the application and not meeting critical business needs for

g6 DHS and State clients. @

IV&V observed positive progress this month with the ASI providing specific actions to address DHS
concerns regarding the Mass Change Functionality (Epic 208).

Recommendations Progress

» Perform Sprint and Epic demos in alignment with development Sprint completion (demo In Process
functionality/requirements as they are developed) to get early feedback on work products.
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IV&V Findings and Recommendations ()
System Design

. Criticality

Risk — The planned BES infrastructure is complex which could be difficult to implement and
73 Mmaintain and could lead to schedule/cost impacts. @

No material update for this reporting period.

Recommendations Progress

» ASI develop a process to closely monitor cloud and other product changes (software updates/new releases),

manage changes, and regression test once updates are applied. [ jpregzse

» The project team work to establish strong governance over the utilization and maintenance of various In Drocess
tools/components. P

» ASI allot time in the schedule to conduct proof of concepts to assure infrastructure components work as In Drocess
expected. P

* ASI maintain a detailed schedule for DevOps implementation tasks to avoid unexpected delays that could delay In process

project milestones and the critical path.
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IV&V Findings and Recommendations ()
Configuration and Development

. Criticality

Risk - Insufficient configuration management could lead to development confusion and reduce the
70 effectiveness of defect resolution. @

No material update for this reporting period.

Recommendations Progress

» ASI adhere to plans for configuration management as documented in BI-6 DDI Plan, Section 5.2 and clarify I
. : n process
details and/or any changes with DHS.

» ASI validate plans for configuration management with DHS and agree on a meaningful set of configuration
. . . In process
items or settings they will track.

» DHS and ASI work to clarify/solidify plans for the potential use of configuration management tools and DHS In Drocess
work to fund and procure a CM tool, as required, to avoid any negative impacts to the Project. P
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IV&V Findings and Recommendations

Configuration and Development

n Key Findings Cgta::i?::y

Issue — Development delays have negatively impacted the project schedule and delayed go-live.

The ASI has recently reported additional development delays that could put go-live milestones at risk. The
ASI plans to mitigate this risk by acquiring additional resources to compensate for recent delays. Burndown

go charts typically provide project stakeholders and executive leadership visibility into the overall productivity
of system development efforts. However, DHS has stated the ASI-provided burndown charts currently
provide little to no value to project stakeholders. IV&V recommends DHS request burndown charts (or
other reports) that give visibility into development velocity and whether the Project will be able to meet
Statewide go-live milestones.

Recommendations Progress

» ASI effectively track and regularly provide DHS (potentially via the weekly DDI status meeting) with an accurate
velocity (e.g., story points per day/week/month) and assure that the current velocity is accurately and In process
consistently reflected in the project schedule.

» The ASI should provide DHS with the time needed to effectively evaluate the software demonstrations (demos)

and elicit productive design discussions with DHS attendees during each demo. [ [ProEEEs
» ASI regularly reports estimated story points for the total remaining project work to reach go-live and presents a
; In process
dynamic burn-down chart to track the progress.
» The ASI should consider enhancing the depth of developer unit testing. In process
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IV&V Findings and Recommendations H
Integration and Interface Management

n Key Findings C;g::i':gty

Risk — Due to the lack of physical and technical (Transport Layer) testing of the interfaces and data
transfer failure, conditions may exist with data format, boundaries, and dependencies. These
93 failures may result in intermittent and hard-to-isolate problems or errors. ‘M

Approximately 85% of the planned testing activities for the interfaces in the BES 1.0 (Pilot) release have
been completed. BES 1.0 interface testing is expected to conclude by mid-August.

Recommendations Progress

» APl interfaces should be tested for failure conditions during connection and transfer operations. In Process

» FTP and file interfaces should be tested for data and file integrity. In Process

+ Test data fields for system impacts resulting from data that is poorly formatted, out of range, or other

. In Process
unexpected data transmission errors.
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IV&V Findings and Recommendations
Testing

. Criticality

Issue — Gaps in test coverage and slower-than-expected progress in testing may result in schedule
delays if subsequent test phases uncover a higher volume of defects and user feedback than
initially anticipated.

DHS Testers have logged 453 defects (excluding duplicates or those determined not to be defects, such
g3 asuser error) in the first 5 weeks of FAT with the following severities (High = 84, Medium = 201, Low = \y

168). Open/unresolved defects total 230 (50%) with the following severities (High = 36, Medium =112,

Low = 82). Seven high-severity defects have been in unresolved status for 5 days or more, with one defect

remaining open since 6/28/2024. IV&V is concerned that the test execution schedule will be compromised

if testers continue to wait for fixes to be delivered before they can complete their planned tests and the risk

that testers will discover new downstream defects that must also be fixed prior to Pilot.

Recommendations Progress

» Monitor INT/SIT closely for both breadth and depth of testing to ensure the system is adequately tested. In Process

» ASI should determine the root cause of the failure to identify simple defects in INT and SIT and implement

effective improvement processes to confirm early testing is adequate before entering UAT/FAT. 1 e




(1)

IV&V Findings and Recommendations
Testing

. Criticality

Issue—The current mitigation approach to completing the development of the remaining Epics is
condensed and aggressive, which may increase the likelihood of schedule delays, quality issues,
and a higher volume of testing defects.

In July, the ASI delayed the delivery of several reporting functions planned to be phased into FAT. Some

of these reports are financial and provide key operational metrics that are complex and take time to

validate for accuracy and completeness. -
89 &

The 2-week delay for Epics 286b and 208 and the 5-week delay for Epics 203 and 244 is resulting in the
overlap of SIT, FAT testing support, and BES 1.1 (statewide) development efforts.

IV&V is concerned that the further delays and concurrent activities will lead to increased complexity due
to the difficulty of managing and coordinating multiple tasks at the same time. This may impact the
project team's ability to complete testing and other required activities to meet pilot and statewide go-live

dates.
» Develop Contingency Plans if the mitigation plan continues to see slippage affecting INT and SIT. In process

» The ASI provides comprehensive INT results and SIT scenarios for incomplete Epics to DHS for

review/approval ahead of SIT execution. [ [prEesss

» The ASI validates that development and testing resources have sufficient bandwidth to complete overlapping

. oo In process
assigned responsibilities P
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IV&V Findings and Recommendations ()
Security and Privacy

n Key Findings C;:;zgty

Issue — The lack of technical documentation may lead to incorrect implementation statements or
delay the System Security Plan (SSP).

The ASI stood up the production environment on July 8th, allowing the BES Independent Security
Assessment penetration testing team to gain access and start the four-week period of testing the BES
system. The ASI participated in interviews with the BES Independent Security Assessment assessors.
Additional interviews will continue into August.

The ASl is internally reviewing the Disaster Recovery (DR) plan before delivering it to DHS. However, this y
82 DR plan is unavailable for the current security assessment and should be available and tested prior to
another assessment, such as the IRS.

The completion of the Secure Enclave design now allows for significant updates to “Planned” responses to
be made to Appendix A, which contains IRS security controls in the SSP. The Social Security
Administration (SSA) also performed its security assessment in July, and the ASI/DHS Security Team is
providing additional information and evidence prior to the SSA report and POAMs (Plans of Action and
Milestones) being issued for remediation. It is too early to determine the impact of remediation activities
and if there are any impacts on the BES Pilot schedule.

Recommendations Progress

» Determine when documentation will be created, updated, and available for the SSP authors. In process
» Collaborate and communicate with SSP authors about when reliable and correct documentation will be In process
available.

- Perform a full review of all draft SSP controls for content and accuracy prior to the start of the Independent
Security Controls Assessment of BES and submission of the SSP package to federal regulators. This will allow In process
the SSP authors to update controls with changes from Design through Implementation.
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IV&V Findings and Recommendations
Requirements Analysis & Management

. Criticality

Risk - The lack of an effective way to validate BES requirements could lead to project delays and
unfulfilled user needs if DHS later identifies unmet contractual requirements.

Discussions were held throughout July regarding the format and structure of the Requirements Traceability M
94 Matrix (RTM). However, the ASI has not distributed a reformatted Bl-21 Requirements Traceability Matrix
deliverable for DHS review and approval. IV&V remains concerned that the delay in finalizing the RTM may
lead to requirements tracing issues, missing required Pilot functionality in BES, testing gaps, and project
delays.

Recommendations Progress

» Develop a document that provides DHS with a feasible and effective way to map contract requirements to
passed test cases, and, per the BI-19 (Complete and Final Test Plan),”"Maps the implementation, functional In Process
and technical requirements to the test cases and test scripts”.

» Ensure test scripts thoroughly and comprehensively test the system to assure each requirement has been fully
met.

In Process
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V&V Engagement Status 1)

IV&V Engagement Area Apr May Jun Comments

V&V Budget

IV&V Schedule

IV&V Deliverables PCG submitted the final June IV&V Monthly Status Report.

IV&V Staffing

IV&V Scope

Engagement Status Legend

The engagement area poses a

The.engagement areais The engageme.nt area is significant risk to the V&Y
within acceptable somewhat outside acceptable . : :

project quality and requires
parameters. parameters.

immediate attention.
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V&V Activities A

« V&V activities in the July reporting period:

« Completed — June Monthly Status Report
* Ongoing — Review the BES Project Artifacts and Deliverables
* Ongoing — Attend BES Project meetings, (see Additional Inputs pages for details)

« Ongoing — Review available ASI contracts and contract amendment documentation
* Planned IV&YV activities for the August reporting period:

» Ongoing — Observe BES Design and Development sessions as scheduled

» Ongoing — Observe Bi-Weekly Project Status meetings

* Ongoing — Observe Weekly M&O Project Status meetings

« Ongoing — Observe Weekly Architecture meetings

* Ongoing — Observe Weekly Security meetings

* Ongoing — Monthly IV&V findings meetings with the ASI

« Ongoing — Monthly IV&V Draft Report Review with DHS, ETS and ASI

+ Ongoing — Participate in Bi-Weekly DHS and IV&V Touch Base meetings

+ Ongoing — Review BES artifacts and deliverables
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Deliverables Reviewed

(0

. Deliverable .
Deliverable Name Version
Date
07/06/2024,
. . 07/13/2024,
BI-5 Project Schedule - BES 2023 Primary 07/20/2024, N/A
07/27/2024
07/06/2024, N/A
BI-5 Project Schedule - BES 2023 DD 07/13/2024,
07/20/2024,
07/27/2024
BES M&O Project Schedule 07/01/2024 N/A
BI-22 Release 0.12 System Test Report 07/02/2024 V1.0
BI-20 Release 0.12 BES Test Scenarios, Cases, and Scripts 07/05/2024 Vi1
BI-35 Verified Technology Environments 07/15/2024 V1.0
BM-11 Completed BES Migration Checklist DED 07/25/2024 V1.0
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Additional Inputs — Artifacts

Artifact Name Artifact Date Version
BES 2023 Design Kanban board N/A N/A
FNS Handbook 901 01/2020 V2.4
NIST Special Publication 800-53 Security and Privacy Controls for Information Systems and Organizations 12/20/2020 Rev.5
SNAP_System_Integrity_Review_Tool Sept 2022 N/A
Interface Dashboard — Confluence page N/A N/A
BES 2023 Implementation Planning — Confluence page N/A N/A
RO.12 Epic Assignment N/A N/A
RO.12 Epic and Sprint Demo Recordings N/A N/A
ADA dashboard N/A N/A
Jira Requirements Details N/A N/A
Jira Testing Lists N/A N/A
FAT Testing Dashboard N/A N/A
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Additional Inputs (1)

Meetings and/or Sessions Attended/Observed:

1. IV&V Team Meeting— 7/3/2024, 7/8/2024,7/11/2024, 7/15/2024,7/18/2024,7/22/2024, 7/25/2024,7/29/2024
2. HI DHS BES January Draft IV&V Report Review — 7/15/2024

3. Bi-Weekly DHS and IV&V Touch Base — 7/09/2024, 7/18/2024

4. Weekly BES Infrastructure meeting — 7/5/2024, 7/12/2024,7/19/2024, 7/26/2024

5. Weekly Client BES 2023 Project Status Meeting — 7/3/2024, 7/10/2024, 7/17/2024, 7/24/2024, 7/31/2024

6. Security Touchpoint—7/3/2024, 7/10/2024, 7/17/2024, 7/31/2024

7. (Externa(l) Weekly Interfaces Touchpoint—7/1/2024, 7/8/2024, 7/15/2024, 7/23/2024

8. (External) Readiness - Working Group Meeting—7/2/2024,7/9/2024, 7/16/2024, 7/23/2024

9. (External) Bi-Weekly Client BES 2023 Schedule Review/Status —7/3/2024, 7/17/2024, 7/31/2024

10. (External) Bi-weekly BES CCB Meeting — 7/10/2024

11. FAT Testing Site Visits — 07/16/2024, 07/17/2024

12. (External) BES: FNS Connect — 7/18/2024

13. (External) C!A Current Weekly Checkpoint—7/2/2024,7/9/2024, 7/16/2024

14. eWorld/IV&V Mid-Month Check-in—7/29/2024

15. (External) BES M&O Project Status Meeting — 7/1/2024, 7/8/2024,7/15/2024,7/22/2024, 7/29/2024

16. (External) BES Snow Touchpoint—7/3/2024,7/10/2024,7/17/2024, 7/24/2024, 7/31/2024

17. (External) BES FAT Daily Touchpoint—7/1/2024,7/2/2024, 7/3/2024, 7/5/2024, 7/8/2024, 7/9/2024, 7/10/2024, 7/11/2024,

7/12/2024,7/15/2024,7/16/2024,7/17/2024, 7/18/2024, 7/19/2024, 7/22/2024, 7/23/2023, 7/24/2024, 7/25/2024, 7/26/2024,
7/29/2024,7/30/2024, 7/31/2024

18. (External) BES FAT Daily Defect Status Meeting—7/1/2024,7/2/2024, 7/3/2024, 7/5/2024, 7/8/2024, 7/9/2024, 7/10/2024,
7/11/2024,7/12/2024,7/15/2024,7/16/2024,7/17/2024, 7/18/2024, 7/19/2024, 7/22/2024, 7/23/2024, 7/24/2024, 7/25/2024,
7/26/2024,7/29/2024,7/30/2024, 7/31/2024

19. (External) M&O Schedule Update / DCF Review— 7/2/2024

20. (External) BES M&O Schedule Update —7/9/2024

21. (External) BI-22a BES 1.0 SIRT Comment Response Review Meeting - cont'd—7/11/2024, 7/15/2024,7/22/2024, 7/25/2024

22. (External) BES 1.0 ADA Test Results Review Meeting — 7/19/2024

23. (External-Epic Demo) Epic 208 Mass Change — 7/24/2024
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A
Appendix A — V&V Criticality Ratings

Crltlc.allty Definition
Rating

A high rating is assigned if there is a possibility of substantial impact to product quality, scope, cost, or
. schedule. A major disruption is likely, and the consequences would be unacceptable. A different
approach is required. Mitigation strategies should be evaluated and acted upon immediately.

A medium rating is assigned if there is a possibility of moderate impact to product quality, scope, cost,
-:II;\_MJ} or schedule. Some disruption is likely, and a different approach may be required. Mitigation strategies
should be evaluated and implemented as soon as feasible.

@ A low rating is assigned if there is a possibility of slight impact to product quality, scope, cost, or
schedule. Minimal disruption is likely, and some oversight is most likely needed to ensure that the risk
remains low. Mitigation strategies should be considered for implementation when possible.
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Appendix B — Findings Log

« The complete Findings Log for the BES Project is provided in a separate file.
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Appendix C — Acronyms and Glossary D

Acronym Definition

APD Advance Planning Document

ASI Application System Integrator

BES Benefits Eligibility Solution

CCWIS Comprehensive Child Welfare Information System

CM Configuration Management

CMMI Capability Maturity Model Integration

CMS Center for Medicare and Medicaid Services

CR Change Request

DDI Design, Development and Implementation

DED Deliverable Expectation Document

DHS Hawaii Department of Human Services

DLV Deliverable

E&E Eligibility and Enroliment

EA Enterprise Architecture

ECM Enterprise Content Management (FileNet and DataCap)
ESI Enterprise System Integrator (Platform Vendor)

ETS State of Hawaii Office of Enterprise Technology Services
FIPS Federal Information Processing Standard

HIPAA Health Information Portability and Accountability Act of 1996
IDM Identity and Access Management (from KOLEA to State Hub)
IEEE Institute of Electrical and Electronics Engineers

IES Integrated Eligibility Solution

ITIL Information Technology Infrastructure Library
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Appendix C — Acronyms and Glossary f

Acronym Definition

V&V Independent Verification and Validation

KOLEA Kauhale On-Line Eligibility Assistance

M&O Maintenance & Operations

MEELC Medicaid Eligibility and Enrollment Life Cycle
MEET Medicaid Eligibility and Enrollment Toolkit
MOU Memorandum of Understanding

MQD Hawaii Department of Human Services MedQuest Division
NIST National Institute of Standards and Technology
OE Operating Environment

oIT Department of Human Services Office of Information Technology
PIP Performance/Process Improvement Plan
PMBOK® Project Management Body of Knowledge

PMI Project Management Institute

PMO Project/Program Management Office

PMP Project Management Plan

QA Quality Assurance

QM Quality Management

RFP Request for Proposal

ROM Rough Order of Magnitude

RMP Requirements Management Plan

RTM Requirements Traceability Matrix

SEI Software Engineering Institute

SLA Service-Level Agreement

SME Subject Matter Expert

HI Systems Modernization Independent Verification & Validation Monthly Report: July 2024
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Appendix C — Acronyms and Glossary f

Acronym Definition

SOA Service Oriented Architecture

SOW Statement of Work, Scope of Work

VVP Software Verification and Validation Plan
XLC Expedited Life Cycle

HI Systems Modernization Independent Verification & Validation Monthly Report: July 2024
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Appendix D — Background Information fn

Systems Modernization Project
The DHS Enterprise Program Roadmap includes contracting with three separate vendors with the following high-level scope:

« ESI or Platform Vendor — responsible for the shared technology and services required for multiple Application vendors to
implement and support functionality that leverages the DHS Enterprise Platform.

» ASI or ASI Vendor — responsible for the DDI of the Benefits Eligibility Solution (BES Project) enhancing the currently
implemented Medicaid E&E Solution (KOLEA) and providing support for the combined Solutions.

+ CCWIS Vendor —responsible for the DDI of the CCWIS Solution to meet the needs of child welfare services and adult
protective services (CCWIS Project) and providing support for the Solution.
Systems Modernization IV&V Project

IV&V performs objective assessments of the design, development/configuration and implementation (DDI) of DHS’ System
Modernization Projects. DHS has identified three high-risk areas where IV&V services are required:

* Transition of M&O from DHS’ incumbent vendor to the ESI and ASI vendors
+ BES DDI
« CCWIS DDI

On the BES DDI Project, IV&V is responsible for:

» Evaluating efforts performed by the Project (processes, methods, activities) for consistency with federal requirements
and industry best practices and standards

* Reviewing or validating the work effort performed and deliverables produced by the ASI vendor as well as that of
DHS to ensure alignment with project requirements

* Anticipating project risks, monitoring project issues and risks, and recommending potential risk mitigation strategies
and issue resolutions throughout the Project’s life cycle

» Developing and providing independent project oversight reports to DHS, ASI vendors, State of Hawaii Office of
Enterprise Technology Services (ETS) and DHS’ Federal partners

HI Systems Modernization Independent Verification & Validation Monthly Report: July 2024
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Appendix D — Background Information fn

What is Independent Verification and Validation (IV&V)?

+ Oversight by an independent third party that assesses the Project against industry standards to provide an unbiased view to
stakeholders

« The goal of IV&V is to help the State get the solution they want based on requirements and have it built according to best
practices

* V&V helps improve design visibility and traceability and identifies (potential) problems early
+ IV&V objectively identifies risks and communicates to project leadership for risk management

PCG’s Eclipse IV&V® Technical Assessment Methodology

+ Consists of a 4-part process made up of the following areas:

1. Discovery — Discovery consists of reviewing documentation, work products and deliverables, interviewing project team
members, and determining applicable standards, best practices and tools.

Research and Analysis — Research and analysis is conducted in order to form an objective opinion.

Clarification — Clarification from project team members is sought to ensure agreement and concurrence of facts
between the State, the Vendor, and PCG.

4. Delivery of Findings — Findings, observations, and risk assessments are documented in this monthly report and the
accompanying Findings and Recommendations log. These documents are then shared with project leadership on both
the State and Vendor side for them to consider and take appropriate action on.

IV&V Assessment Categories for the BES Project

 Project Management » Security and Privacy

* Requirements Analysis & Management * Testing

+ System Design + OCM and Knowledge Transfer
» Configuration and Development + Pilot Test Deployment

* Integration and Interface Management + Deployment

» Data Management and Conversion

HI Systems Modernization Independent Verification & Validation Monthly Report: July 2024
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HIDHS Monthiy IV

Oraft- uly 204
Finding  dentified Analyst ng
D Tie Reporter Type Date Category Observation Signficance Recommendation Event Horizon _Impact Doy Sttt Status pdte Client Comments Vendor Comments
98 Delays i providing the required deliverables Molina, Brad Concern  7/24/2024. Project provided. In_The BES pilot cannot start without FNS's concurrence. Therefore,i's critcal now o na
10 FNS could extend the review time needed Management i 23, i i i
and delay FNS's concurrence to start e year-end, is backi
pilo The longer
FNS, the closer it gets to the planned start for Pt
97 Insufficient coordination and management Kals, Neetu  Concern  7/23/2024  Testing w e time travel A ime travel a I andfor 0 o ona
of time travel tes execution and the time delaysin Time a refreshes has resulted
travel environment could lead to rework and steps. With FAT test qualiy
schedule delays The n time.
after work  Rework :
hours for FAT testers specific date hedued.
completether test case.
94 Thelack of an effective way tovalidate BES  Molina,Bad Finding- 4/25/2024. Requirements Itis unclear to DHS and DHS witha feasibleand  5/10/2024 3 3 Med 7/31/2024 - Discussions were held throughout uly regarding the format
requirements could lead to project delays Rik Analysis& SIT completion. v i i exit d, per Traceability H 121202
and unfulfilled user needs if DHS later Management passed H the criter Test Plan), AS1 has not distributed a reformatted BI-21 Reuirements Traceability
fentifies unmet contractual requirements approved proj , which  then realizing. I [ ] . i i fmnotsur
del g the RTM may lead worth noting but
Tool 1126, 2024, but withd assure each requirement has been fully met. missing required Pilotfunctionality in BES, testing gaps, and prc,e:tdelavs ‘eWordes did defiver
p an"Interim" B1-21
validate requirements. RTMto satisfy the
RTM'sstructure to simplify the tracing of requirements, use cases, epis, requirement criteria
i i it for entering nto BES.
to v LoFaT
6/21/2024 per the schedule nor by the end of this reporting period. Until 06/14/2024.
3 The BI-21 RV
5/31/2024 - the AS! deliverable has been
Reguirements viewed
oef entry). h ussed multiple
time. ing provi times at the bi-weeky
DHS' request, DHS now faces reviewing 2 major project delverables (8121 CCB meeting. Draft
ay. fthe reportsof the B1-21
revised schedule does not allow enough time for DHS to review these havealso been
£ e OO e TR Sl S I
ared eviewed. Pl
this concern about the review overlap with the ASI on May 31 and o e
ety esponded that eyl adress sbes.atiassian net/wik
Jspaces/PNIO/pages/B
96370108/CCBHMecti
93 Due tothe lack of physical and techical  Reynolds,  Finding-  4/29/2024 Integration and testing,speciic  This I Process 1 2024 2nd 3 2 Med the
testing o the nterfaces and data tranfer  Merk Rik Interface: e b the system operations. 3 be 1 06/1/204
failure, conditions may exist with data Management may have a fault or exception. Since the Project has not established and tested for data and file integity. 4. Tt data felds for system impacts interface testing i expected to conclude by mid-August. 06/28/2024 - The
format,boundaries, and dependencies por tof range,or aher o Asmentioned at the
These failures may resultin intermittent and Removed 2. [n/a, release. This first round of test scripts reside n the lira tool and are being May pre-meet, a
hard-to-isolate problems or errors Techn technical nterface
(O) vill berequired to provide special casefle alterations. 05/23/2024 - team plan does exist
. length,or Technical toaddress PCG
luding th i recommendations for
discussed in lun. this fining s/11/2024
Asmentioned at the
meet, a techrical
Iterface team pan
does exist to address
is
recommendations for
this indin.
89 The current approach to completing the  Kalsi, Neetu 12/21/2023 Testing, Ten o will ot . OPEN- 0 i [ Now 4 5 Hgh 7/31/2024 - In July, the AS! delayed the delivery of several reporting
development of the remaining epic is be ready. To avold SIT delays, the current approach s to begin SIT without  Insuffcient INT i i qualiy issues. This i it i financial 06/14/2026.
condensed and agaressive, which may the Adai v h mitigation and
increase the Iikelinood of schedule delays, affecting INT andSIT. - The AS! provides comprehensive INT results and ST validate for accuracy and. cumplelens T A B Why s thisstill ed?
quality issies, and a higher volume of been extended for another ten business days. and This should be in
testing defects execution. CLOSED - The plan to complete BES implementation does not cvelapof ST, FAT testing support, and o (slalewld!) development Yellow for monitorin
. e et efforts. W after discussionsin
ging and April(March report)
been tested Theas! This naddition, heitems
events,including development completion, INT start, and SIT startfor each 2 listedshould be done.
epic covered in the mitigation plan. (closed 06/01/2024) CANCELED - AISIT tests have been
Develop a Risk Mitigation Plan to address challenges of managing multple ‘development, and Syst reviewedand
Integration approved by DH.
Reeases, There s no retesting
of siT needed based onthe
However, epics being phased
reports and includ and FAT
Mass Change
(Group a) i on, wllh ES e SOl R
e P26 followed the same IT
completion of 7/19/1024) I s cocar Yt sl o i BED
e umentedin the Bl-
19 for BES 1.0. There
quality. 5/31/2024 -The risk of  schedule delay was realized when the AS| DRI
) tothe BI-19 needed
asaresultof the "go"
Ere ¢ decision. An excestion
e e was made by DHS for
88 Implementing a Core Solution for go-fve ~ Molina,Brad  Finding - 11/30/2023 Project oPEN . general public,and Now 3 3 Med 7/31/2024- DHS and the ASI continue to document and develop
carries inherent riks that may impact Rik Mansgement  stated timeline. This version is generallyreferred to in Agil software in. .
overall project success and reduce user development as a Minimum Viable Product (MVP), which s asimplified  limited user adoption, user dissatisfaction, and X their core needs and so tha
adoption. 1 delivery of users are clear on what features they are, and are not, getting, » Actively Pilot. Additionalh o4/10/2024 -
users, godive, and3) proj A the quality of - monitor, assess, and address potential challenges throughout the incorporating these workarounds into the training process. €/20/24 - Per "Some required BES
get real- users designs, user dlead X DHS's request, the ASI is currently developing a ls of workarounds to functionalitywillbe:
Furth ity implemented post-
™ 4/30/2024 - No material update. 03/30/24 - The ASI's Go to Green plan and Pilot." What does this
bodies like FNS, which could find certain non-compliant . mean? | think | know
and delay users” then be prioriized based on reaured S urtoalty wil be mplemerted st Tis oy crste theintent and perhaps
stakeholder fing or changing poor unplanned workarounds and rework as the full impact of this appr updateas such?
designs can prior to go-ive. COMPLETE CLOSED » DHS becomes known through esting and training. 02/29/24 - e raatets
profect fundig requests. mplementing  hited ore Soluon yeally the ‘Go-to-Green plan that includes an October 2024 Go-Live date, with several er the G0 to Green
Teire th cussomer 12 mlement molipe werkarouncs uni utometed  advatsge fging e with e tht provides e comprehenave features to be released after Pilo. Implementing the functionality of acore plan, the AS1 plans to
features can be builtinto the system. Users could functionality, reat . and increases

features are further delayed when bug fixes and other features take.
precedence. Others may lose confidence that the features o system
Going lve:

) the ASI and DHS.
Sakenotdrs eselons . sy with mied onctonity.

andbuy-in. (06/30/2024)

solution not tested in a real-world Pilot environment may lead to

pec
will not be fully met as
01/23/23-
the ocm ocm
reducing the risk associated with implementing the Core Solution and
. public, he AS! has
have noted

o
of the secure enclave are causing milestones to be missed. IVV remains
concerned about potential quality impacts due to the need to accelerate.
efforts to compensate for missed milestones. Delays in some planned
activites (e, epic demos, the

implement required
functionalityin
multple releases

23 Above already
addressed by DHS/Joe.
Campos Ensure
recommendations.
refect"In Progress" or




HIDHS Monthiy IV

Oraft- uly 204
Finding  Identified Analyst Finding
D Tte Reporter Type Date  Category Observation Signficance Recommendation Event Horizon Probabilty Priorty  Status_ Status Update Client Comments Vendor Comments
86 Limited collaboration between the AS|and  Molina,Brad  Finding - 8/1/2023 System Design  During the AT pr 11, there has been 2 high lovel of oPEN - Now 2 tow Open  7/31/2024-IVV observed positive progress this month with the AS| 10/11/2023 Jessica - Our SMES are providing their feedback. This i one of
DHS in the design process could lead to BES ssue i i 2 2
usabilityissues and functionaltygapsin the user nterface, rovide. y is ok Irecd loeF. that V&Y 06/14/2024
applications, not meeting critcal busin dern appl Basedon  and overall the reviewer to validate this.
needs for DHS and Statecllents. jori (closed Why i this in Not.
related to “design errors". Although the Release 11 UAT expectations, DHS staff h 05/30/2024 = The AS! plans to continue live Sprint Demos for the remaining. Started? We hada ive
i igni i i needed to usabily.(closed i ith DHS. The
attributable to functionalitydeveloped for Release 11 bilty for review. Waterfall methodol
during Epic demos, i
andhe state. pic 209, These
always had live Epic
demos.
Regarcing ssP
address all the feedback. Changes raised late in the design process could following the
i ing Wateral
o methodology - DHS
and has approved all the
designs, except one.
G i Weare collaborating
A5 focused on developing 2 Go-to-Green Plan for the Project, DHS also with DHS to obtain
i i i desig their approval on the
outstanding design.
—ma et Design sessions il be
01/31/2024 - DHS viewed Sprint demos for Epics 247 and 284 on January 9, scheduled as part
2024, this process. There
e are20+ people invited
tothe design sessions.
04/10/2024 -
agreements), that the ASI s not considering atthis time. As of the end of
p n-Kall Neetw  Finding- 023 Testing RI1 Traceablity AT g Open 172024 DFS Tester e fects (excluding duplicates or
expected progress in testing may resultin ssue Dashboards, and in the Hthere o phases (Unit,INT) that those determined not to be defects, such as user eror) i the first 5 wees
schedule delays f subsequent test phases progress of testing c e itappears prog o gin s, it can resultin rolled into SIT CLOSED - The AS! should determine the root cause of the of FAT with the following severites (High = 84, Medium = 201, Low = 168). 1272028
uncover a higher volume of defects and user h d us R11 orare E
feedback than niilly anticpated. testing Interms of effort slower =36, Medium = 112, Low = 82). Seven high-severiy defects have been in Asmentioned
unexecuted, and not alldefects have been resolved as the project tisk  UAT/FAT (Closed COMPLETED - reviews for 5 days or more, since previously, eWorldes
Testing S complete defects  theSIT as needed begins 6/28/2024. WV is concerned that the test execution schedule will be delivered a simpified
the INT exi riteia by June 16, 2023, about 2 weeks after ST begins. final tesing st with possible. (3/31/2024) IN PROGRESS - DHS and ASI RTM 1o DHS to enter
Final Acceptance Testing (FAT) monitor INT/SIT closely for bt breadth and depth of testing to ensur the o and the new into FAT Inorder to
system is adequately tested downstream defects that must also be fxed prior o Piot. 6/30/2024 - meet the requirements
GoFAT riteria. In
concern of ould terms of the SIRT, this
delay SIT exit. The AS!exited the IT phase as scheduled on 6/21/2024 with is delverable s not a
91 o criterafor entering
t0352 h May and with intoFAT.Please
0 unresolved critical and high-priority/severity defects, Howevr, IV is confirm with DHS,
0s/14/2024
of the T
Review Tool (SIRT) deliverables. While the SIRTis not a critrion fo entering Whyis thisstilred? It
FAT, both the RTM and SIRT dellverables demonstrate that the BES system is very clear that we
Risk may have fullcoverage of
allthe funcionallty
Pilot o resultin the ned for workarounds that can compromise system and that we are going
usability o user saistacton. IV will monitor testng results and trends as tomakeltto FAT. This
jgh FAT execution. ,43% shouldbein yellow for
(352 out o B18) of the defects identifed during SIT were unresolved. Of monitor
those, there were 2 crtical severity defects and 19 high severity defects. By 04/10/2024 -
Alftestscripts for
82 The lack of technical documentationmay  Heath, Dustin Findng-  4/27/2023  Securityand in April th o thesse  OPEN- dated, 5 tieh Open  7/25/2024 The ASIstood up the production environment on Jly 8th,
lead o incorrectimplementation statements e Privacy. I Atulldraft thethird-party 06/14/2024
or delay the System Security Plan supporting the SSP is unavailable, outdated, or i a draftform. During Aprl August 15th, 2023 - assessment The
P ) ptember 15, 2023. The Feedbackalready
tothe ot assessors. Additional interviews will continue into August. The ASlis provided by David
of per i submission regulators. i jew v iveri Rollaat May pre-meet.
instead of the control been met. DHS. However, this DR plan s unavalable for the current securlty “My concern with the
compL g Security & Privac
dataf Togging,etc. baseline will be completed. (06/30/2024) such as the RS, The completion of the Secure Enclave design now allows for siidels thattheres no
i a i contextprovd
regarding th
(55A)also performed its security assessment in Juy, and the ASI/DHS responsibltyfor the
Security Team informati i tothe majorityof the
A (Plans of Action and focuments. As we
ediati ine thei u
previously, DHS has
T thus far been unable
June2024. toproduce th
in plan (55P), has been p B s
would not be avident
G othe reader without
b 6 additonal context.™
e el T bl e
" Feadbackalready
UAT werein One reason Gt
; Rollaat pre-meet.
testing. The AS! reports the production environment willbe available for UEEERIITD
Fave negatively Fors, Michael Finding- 6/30] AST i previously reported development activies have been slowed oPEN mmedate e Open 07/26/24~ The AST has ecently reported additional development delays tiat
impactedthe project schedule and delayed ssue Development  they have been unable to achieve andor maintain ther expected lest ‘weeky DDI status meeting) with an accurate velocity (e.2, story points per The AS! plans 05/11/204
o previoush accurately and Burndown
h clevel of effort (e, st lead thatis listc. Previously, DHS in The AS! should provide DHS o exec As discussed at pre-
points) and ted with 2 tyof meet, the
The & However, DHS has stated the AS! provided burndown charts currently development team has
peci each demo. P DHS been primrly focused
manner carification from the AS| BA/SA team. DHS and burndown on fixing BES 1.0
o chart . enhancing the depth beableto defects. DDI work for
prove, which has s 8. COMPLETE CLOSED » DHS request the ASI 06/30/24.- The ASI adjusted how they BES11and 12are
contributed eremains Iy ad resources calculate velocityto provide greater transparency on the leve of rogress forthcoming,

unclear if scope creep has contributed to these delays.

velocity. Note that adding additional junior resources may not be as
Jysis, and ot

! .

them

h taking
steps to increase code qualty,including enhancing the depth of developer
unit testing, tracking and proactively preventing leakage, and enforcing.
effective coding standards and good governance.

The AS!is creating burndown charts to provide greater visibility/clarty into
their progress. tobe

delay go-live. 05/31/24 - The AS! adjusted how they calculate velocity to
the level of progr making. The

8
achievable. While this approach may benefit the development team, it
better at

estimating (a w
their estimates , avoiding
continual re-baselining of schedule and providing stability in dates for DHS.
tasks. The ASI may wish to consider whether they keep their developer
“stretch”

w asi
enhance their executive reporting by providing a clear perspective on their
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Oraft- uly 204
Finding  dentifed Analyst  Finding,
D Tile Reporter Type Date Category Observation Signficance Recommendation Event Horizon __Impact __Probabilty _Priorty __Status __Status Update Client Comments Vendor Comments
74 ABES Projectschedule based oninaccurate  Molina,Brod Finding-  11/29/2021 Project DHS and the ASI have tried i . evaluate and v Immedate 3 4 tigh Open  07/31/2024- The ASI s actively working on defect resolution and new
estimations diminishes effective planning Issue Mansgement jelded improvement. i , 3 A ud
and resource management, which could Theuse.  Data Conversi i 121202
resultn late deliverables, costincreases, h w i ject conti i Traceabiliy,are behind schedule. The AS! is hiring additional resources;
anda late go-live. delays. - h The update for this
lysi, all of which the work remaining as defined in the schedule.06/31/2024 - The Project's finding does not
addressed and closed. i jsed BE As1 reflect current satus
NoT d of the Primary/0DI
% w i 3 i project schedules).
6/14/204

schedule against which project deliverables can be managed. (2/28/2023 - , with
ing wit year. The original Pllot start was. An eml stating the.
concern regarding the.

introduced in March and May of
01/02/:

2020,
publihed o une 2, 2024, Pt starts on 09/16/2024,ad the itewide deliverable timing was.
in i isions. (12/31/2023
No done) 3 1
the end of this reportin period.  The revised schecule hasthree key responded within the
i i i i RV i hour statng we il
Review Tool (SIRT), and Vz look at adjust the
T sy dates atthe schecule
burn down W shared : review meeting, which
if needed. ASl responded ly Y oGl DT
using June 5, 2024. the project this should be
i team's ability to meet this schedule and fo any new o re-ntroduced risks identifedin May's
/3072021 port. Mectings were.
with reports dlyd ot scheclesome i, doa B e silunderwayto
o e adjustthe updated
(1/31/2023 - new AS| - Not Started) Develop mitigation and commse ey SiTon ADr\I 15, was in development :l the end of the month. IV&V is e
Fors, Michael Finding- 10/28/2021 Sysem Design e+ Al devop  ocess o cosely mniorloud andtrr ot rnges Nt sl e material pdatefor ths reporting per Mo
‘which could be difficult to implement and Risk and staffed by the AS|, the mamm\ updam for this reporting. ptned 5/31/24 - It remains unclur how 11/17/2023 -
lead to schedule/cost impacts. Further, the Project’ Delays in d: lied. o stablish pac 4/30/24 - Again, why is DR being
test,  finliing thisrisks over the ut d hevarion e this 51/24 referencedhere? per
unclear, delays, “asi a afor-cost the urrent project
the  concepts “asi tothe design of " schedule, the DR plan
stem tasks to avoid oles). Inthe CCB, it was clear that DHS and the AS| were notn agreement isscheduled to be
“moving parts") and to resolve ‘submitted at the end
Further, in the reporting period. 1/23/24 - No material update in the reporting ofthe year. Reminder:
for period. IV continues to moritor ths fincing. 12/31/23 - No materal PilotGo-Live s Aprl
y updateinthe reporting priod. W continues to monitor thi ining, 2008
a
Nexus). GoogleCloud I be finalized and tesed, it emains unclear how or i the ade complexty 10/31/2023-
aton Microsft willimpact projec schedules and budgets going forward. The AS! has Vic - westil do
haure) tofall ) eported they are close to finalzing the Secure Enclave nfastructure to notunderstand why
points in House T dta. The AS! ppears to be makig progress on DR plans and tisremains
be difficult to resolve and lead to project disruption. If DHS intends to designs. 10/30/23 - The ASI continues to have productive discussions with 10/11/2023
8 e
employees, (OR). The
familsr withina complexinfrastucture environment Please  reference
Some elements of OR. However, it remains unclearf the complex yourupdates on
wil finding 482 Security
impact their ability to test and perform DR. 9/28/23 - The ASI has and Privacy which
mover of their does not documents the work
opear Jimpact on the overall being done for the
Securenclave.
ntthey wil beable
70 insuficient confguration management Fors, Vichael Fndng-  6/23/2021 Thedi Configuration processes and AsAP 2 2 low G 7738724 - No marerit updte o s regating . 62024 o
could ead to development confusion an ik pment  Configuration Management lan, howevr, it remains sufficint i i i 816 0DI Pla, Secti iy deta
reduce the effectiveness of defact resolution level i . led, 10/31/2023 -
lecting CM tools (e.g., CMDB), ir i The i items tings they .  DHS and 4/30/14' IVV has yet to receive a detailed, comprehensive Vic - We provided a
n potentil use of confi listng, working on &
. items. However, it it ? COMPLETED » identfy PO for the e panto mplement
relies on Github fortracking o some configrations are included in Configuration updting the i - rod categories
items, i i controls). The AS s resuming this scope of work at a time when is Vic-we are working
are being followed, are effe o on the details now.
7/31/2022 ‘This will become more
portng p the reporting importantand we
12/31/23 - il util ‘work to get ahead of
theM&O plan.
{CMP). The scope of work that the DHS contractor is responsible for 10/11/2023

RN D TSI T
V&Y requestedthe

50 that the level of detal is clear. m/zs/zz The ASI provided broad lst last month and is
waiting on the AS to
o detalled conuration e or W reviw The A b respond - Please
see the following st
perform in preparation for Maintenance and Operation (M and O). 9/28/23 of configuration
~The ASI gained DHS' approval on the items that will be tracked and managementitems
i i s which are/will be
managedin
31/2023 - ServiceNow:
Incident Response
Configuration Management (CM) tool. They have recently performed an Change/Configuration
el Management
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Oraft- uly 204
Finding  dentified Analyst ng
D Tie Reporter Type Date Category Observation Signficance Recommendation Event Horizon _Impact Doy Sttt Status pdte Client Comments Vendor Comments
98 Delays i providing the required deliverables Molina, Brad Concern  7/24/2024. Project provided. In_The BES pilot cannot start without FNS's concurrence. Therefore,i's critcal now o na
10 FNS could extend the review time needed Management i 23, i i i
and delay FNS's concurrence to start e year-end, is backi
pilo The longer
FNS, the closer it gets to the planned start for Pt
97 Insufficient coordination and management Kals, Neetu Concern  7/23/2024  Testing w e time travel A ime travel a I andfor 0 o ona
of time travel tes execution and the time delaysin Time a refreshes has resulted
travel environment could lead to rework and steps. With FAT test qualiy
schedule delays The n time.
after work  Rework :
hours for FAT testers specific date hedued.
completether test case.
94 Thelack of an effective way tovalidate BES  Molina,Bad Finding- 4/25/2024. Requirements Itis unclear to DHS and DHS witha feasibleand  5/10/2024 3 3 Med 7/31/2024 - Discussions were held throughout uly regarding the format
requirements could lead to project delays Rik Analysis& SIT completion. v i i exit d, per Traceability H 121202
and unfulfilled user needs if DHS later Management passed H the criter Test Plan), AS1 has not distributed a reformatted BI-21 Reuirements Traceability
fentifies unmet contractual requirements approved proj , which  then realizing. I [ ] . i i fmnotsur
del g the RTM may lead worth noting but
Tool 1126, 2024, but withd assure each requirement has been fully met. missing required Pilotfunctionality in BES, testing gaps, and prc,e:tdelavs ‘eWordes did defiver
p an"Interim" B1-21
validate requirements. RTMto satisfy the
RTM'sstructure to simplify the tracing of requirements, use cases, epis, requirement criteria
i i it for entering nto BES.
to v LoFaT
6/21/2024 per the schedule nor by the end of this reporting period. Until 06/14/2024.
3 The BI-21 RV
5/31/2024 - the AS! deliverable has been
Reguirements viewed
oef entry). h ussed multiple
time. ing provi times at the bi-weeky
DHS' request, DHS now faces reviewing 2 major project delverables (8121 CCB meeting. Draft
ay. fthe reportsof the B1-21
revised schedule does not allow enough time for DHS to review these havealso been
£ e OO e TR Sl 2 I
ared eviewed. Pl
this concern about the review overlap with the ASI on May 31 and o e
ety esponded that eyl adress sbes.atiassian net/wik
Jspaces/PNIO/pages/B
96370108/CCBHMecti
93 Due tothe lack of physical and techical  Reynolds,  Finding-  4/29/2024 Integration and testing,speciic  This I Process 1 2024 2nd 3 2 Med the
testing o the nterfaces and data tranfer  Merk Rik Interface: e b the system operations. 3 be 1 06/1/204
failure, conditions may exist with data Management may have a fault or exception. Since the Project has not established and tested for data and file integity. 4. Tt data felds for system impacts interface testing i expected to conclude by mid-August. 06/28/2024 - The
format,boundaries, and dependencies por tof range,or aher o Asmentioned at the
These failures may resultin intermittent and Removed 2. [n/a, release. This first round of test scripts reside n the lira tool and are being May pre-meet, a
hard-to-isolate problems or errors Techn technical nterface
(O) vill berequired to provide special casefle alterations. 05/23/2024 - team plan does exist
. length,or Technical toaddress PCG
luding th i recommendations for
discussed in lun. this fining s/11/2024
Asmentioned at the
meet, a techrical
Iterface team pan
does exist to address
is
recommendations for
this indin.
89 The current approach to completing the  Kalsi, Neetu 12/21/2023 Testing, Ten o will ot . OPEN- 0 i [ Now 4 5 Hgh 7/31/2024 - In July, the AS! delayed the delivery of several reporting
development of the remaining epic is be ready. To avold SIT delays, the current approach s to begin SIT without  Insuffcient INT i i qualiy issues. This i it i financial 06/14/2026.
condensed and agaressive, which may the Adai v h mitigation and
increase the Iikelinood of schedule delays, affecting INT andSIT. - The AS! provides comprehensive INT results and ST validate for accuracy and. cumplelens e Why s thisstill ed?
quality issies, and a higher volume of been extended for another ten business days. and This should be in
testing defects execution. CLOSED - The plan to complete BES implementation does not cvelapof ST, FAT testing support, and A [smewnd!) development. Yellow for monitorin
. e et efforts. W after discussionsin
ging and April(March report)
been tested Theas! This naddition, heitems
events,including development completion, INT start,and SIT startfor each 2 listedshould be done.
epic covered in the mitigation plan. (closed 06/01/2024) CANCELED - AISIT tests have been
Develop a Risk Mitigation Plan to address challenges of managing multple ‘development, and Syst reviewedand
Integration approved by DH.
Reeases, There s no retesting
of siT needed based onthe
However, epics being phased
reports and includ and FAT
Mass Change
(Group a) i on, wllh ES e SOl R
e P26 followed the same IT
completion of 7/19/1024) I s cocar Yt sl o i BED
e umentedin the Bl-
19 for BES 1.0. There
quality. 5/31/2024 -The risk of a schedule delay was realized when the AS| DRI
) tothe BI-19 needed
asaresultof the "go"
Ere ¢ decision. An excestion
e was made by DHS for
88 Implementing a Core Solution for go-fve ~ Molina,Brad  Finding - 11/30/2023 Project oPEN . general public,and Now 3 3 Med 7/31/2024- DHS and the ASI continue to document and develop
carries inherent riks that may impact Rik Mansgement  stated timeline. This version is generallyreferred to in Agil software in. .
overall project success and reduce user development as a Minimum Viable Product (VP), which s asimplified  limited user adoption, user dissatisfaction, and X their core needs and so tha
adoption. 1 delivery of users are clear on what features they are, and are not, getting, » Actively Pilot. Additionalh o4/10/2024 -
users, godive, and3) proj A the quality of - monitor, assess, and address potential challenges throughout the incorporating these workarounds into the training process. €/20/24 - Per "Some required BES
get real- users designs, user dlead X DHS's request, the ASI is currently developing a lst of workarounds to functionalitywillbe:
Furth ity implemented post-
™ 4/30/2024 - No material update. 03/30/24 - The ASI's Go to Green plan and Pilot." What does this
bodies like FNS, which could find certain non-compliant . mean? | think | know
and delay users” then be prioriized based on reaured S urtoalty wil be mplemerted st Tis oy crste theintent and perhaps
stakeholder fing or changing poor unplanned workarounds and rework as the full impact of this appr updateas such?
designs can prior to go-ive. COMPLETE CLOSED » DHS becomes known through esting and training. 02/29/24 - e aatets
profect fundig requests. mplementing  hited ore Soluon yeally the Go-to-Green plan that includes an October 2024 Go-Live date, with several er the G0 to Green
Teire th cussomer 12 mlement molipe werkarouncs uni utometed  advatsge fging e with e tht provides e comprehenave features to be released after Pilo. Implementing the functionality of acore plan, the AS1 plans to
features can be builtinto the system. Users could functionality, reat . and increases

features are further delayed when bug fixes and other features take.
precedence. Others may lose confidence that the features o system
Going lve:

) the ASI and DHS.
Sakenotdrs eselons . sy with mied onctonity.

andbuy-in. (06/30/2024)

solution not tested in a real-world Pilot environment may lead to

pec
will not be fully met as
01/23/23-
the ocm ocm
reducing the risk associated with implementing the Core Solution and
. public, he AS! has
have noted

o
of the secure enclave are causing milestones to be missed. IVV remains
concerned about potential quality impacts due to the need to accelerate.
efforts to compensate for missed milestones. Delays in some planned
activites (e, epic demos, the

implement required
functionalityin
multple releases

23 Above already
addressed by DHS/Joe.
Campos Ensure
recommendations.
refect"In Progress" or
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86 Limited collaboration between the AS|and  Molina,Brad  Finding - 8/1/2023 System Design  During the AT pr 11, there has been 2 high lovel of oPEN - Now 2 tow Open  7/31/2024-IVV observed positive progress this month with the AS| 10/11/2023 Jessica - Our SMES are providing their feedback. This i one of
DHS in the design process could lead to BES ssue i i 2 2
usabilityissues and functionaltygapsin the user nterface, rovide. y is ok Irecd loeF. that V&Y 06/14/2024
applications, not meeting critcal busin dern appl Basedon  and overall the reviewer to validate this.
needs for DHS and Statecllents. jori (closed Why i this in Not.
related to “design errors". Although the Release 11 UAT expectations, DHS staff h 05/30/2024 = The AS! plans to continue live Sprint Demos for the remaining. Started? We hada ive
i igni i i needed to usabilty.(closed i ith DHS. The
attributable to functionality developed for Release 11 bilty for review Waterfall methodol
during Epic demos, i
andhe state. pic 209, These
always had live Epic
demos.
Regarcing ssP
address all the feedback. Changes raised late in the design process could following the
i ing Wateral
o methodology - DHS
and has approved all the
designs, except one.
G i Weare collaborating
A5 focused on developing 2 Go-to-Green Plan for the Project, DHS also with DHS to obtain
i i i desig their approval on the
outstanding design.
—ma et Design sessions il be
01/31/2024 - DHS viewed Sprint demos for Epics 247 and 284 on January 9, scheduled as part
2024, this process. There
e are20+ people invited
tothe design sessions.
04/10/2024 -
agreements), that the ASI s not considering atthis time. As of the end of
p n-Kall Neetw  Finding- 023 Testing RI1 Traceablity AT g Open 172024 DFS Tester e fects (excluding duplicates or
expected progress in testing may resultin ssue Dashboards, and in the Hthere o phases (Unit,INT) that those determined not to be defects, such as user eror) i the first 5 wees
schedule delays f subsequent test phases progress of testing c e itappears prog o gin s, it can resultin rolled into SIT CLOSED - The AS! should determine the root cause of the of FAT with the following severites (High = 84, Medium = 201, Low = 168). 1272028
uncover a higher volume of defects and user h d us R11 orare E
feedback than niilly anticpated. testing Interms of effort slower =36, Medium = 112, Low = 82). Seven high-severiy defects have been in Asmentioned
unexecuted, and not alldefects have been resolved as the project tisk  UAT/FAT (Closed COMPLETED - reviews for 5 days or more, since previously, eWorldes
Testing S complete defects  the SIT as needed begins 6/28/2024. WV is concerned that the test execution schedule will be delivered a simpified
the INT exi riteia by June 16, 2023, about 2 weeks after ST begins. final tesing st with possible. (3/31/2024) IN PROGRESS - DHS and ASI RTM 1o DHS to enter
Final Acceptance Testing (FAT) monitor INT/SIT closely for bt breadth and depth of testing to ensurthe o and the new into FAT Inorder to
system is adequately tested downstream defects that must also be fxed prior o Piot. 6/30/2024 - meet the requirements
GoFAT riteria. In
concern of ould terms of the SIRT, this
delay SIT exit. The AS!exited the IT phase as scheduled on 6/21/2024 with is delverable s not a
91 o criterafor entering
t0352 h May and with intoFAT.Please
o unresolved critical and high-priority/severity defects, Howevr, IV is confirm with DHS,
0s/14/2024
of the AT
Review Tool (SIRT)deliverables. While the SIRTis not a critrion fo entering Whyis thisstilred? It
FAT, both the RTM and SIRT deliverables demonstrate that the BES system is very clear that we
Risk may have fullcoverage of
allthe funcionallty
Pilot o resultn the ned for workarounds that can compromise system and that we are going
usability or user saisfaction. IV will monitor testng results and trends as tomakeltto FAT. This
jgh FAT execution. ,43% shouldbein yellow for
(352 out o B18) of the defects identifed during SIT were unresolved. Of monitor
those, there were 2 crtical severity defects and 19 high severity defects. By 04/10/2024 -
Alftestscripts for
82 The lack of technical documentationmay  Heath, Dustin Findng-  4/27/2023  Securityand in April th o thesse  OPEN- dated, 5 tieh Open  7/25/2024 The ASIstood up the production environment on Jly 8th,
lead o incorrectimplementation statements e Privacy. I Atulldraft thethird-party 06/14/2024
or delay the System Security Plan supporting the SSP is unavailable, outdated, or i a draftform. During Aprl August 15th, 2023 - assessment The
P ) ptember 15, 2023. The Feedbackalready
tothe ot assessors. Additional interviews will continue into August. The ASlis provided by David
of per i submission regulators. i jew v iveri Rollaat May pre-meet.
instead of the control been met. DHS. However, this DR plan s unavalable for the current securlty “My concern with the
compL g Security & Privac
dataf Togging,etc. baseline will be completed. (06/30/2024) such as the RS, The completion of the Secure Enclave design now allows for siidels thattheres no
i a i contextprovd
regarding th
(55A)also performed its security assessment n Juy, and the ASI/DHS responsibltyfor the
Security Team informati i tothe majorityof the
A (Plans of Action and focuments. As we
ediati ine thei u
previously, DHS has
T thus far been unable
June2024. toproduce th
in plan (55P), has been p B s
would not be avident
G othe reader without
b 6 additonal context.™
e el T bl e
" Feadbackalready
UAT werein One reason Gt
; Rollaat pre-meet.
testing. The AS! reports the production environment willbe available for UEEERIITD
Fave negatively Fors, Michael Finding- 6/30] AST i previously reported development activies have been slowed oPEN mmedate e Open 07/26/24~ The AST has recently reported additional development delays tiat
impactedthe project schedule and delayed ssue Development  they have been unable to achieve andor maintain ther expected lest ‘weeky DDI status meeting) with an accurate velocity (e.2, story points per The AS! plans 05/11/204
o previoush accurately and Burndown
h clevel of effort (e, st lead thatis listc. Previously, DHS in The AS! should provide DHS o exec As discussed at pre-
points) and ted with 2 tyof meet, the
The & However, DHS has stated the AS! provided burndown charts currently development team has
peci each demo. P DHS been primrly focused
manner carification from the AS| BA/SA team. DHS and burndown on fixing BES 1.0
o chart . enhancing the depth beableto defects. DDI work for
prove, which has s 8. COMPLETE CLOSED » DHS request the ASI 06/30/24.- The ASI adjusted how they BES11and 12are
contributed eremains Iy ad resources calculate velocityto provide greater transparency on the leve of progress forthcoming,

unclear if scope creep has contributed to these delays.

velocity. Note that adding additional junior resources may not be as
Jysis, and ot

! .

them

h taking
steps to increase code qualty,including enhancing the depth of developer
unit testing, tracking and proactively preventing leakage, and enforcing.
effective coding standards and good governance.

The AS! i creating burndown charts to provide greater visibility/clarty into
their progress. tobe

delay go-live. 05/31/24 - The AS! adjusted how they calculate velocity to
the level of progr making. The

8
achievable. While this approach may benefit the development team, it
better at

estimating (a w
their estimates , avoiding
continual re-baselining of schedule and providing stability in dates for DHS.
tasks. The ASI may wish to consider whether they keep their developer
“stretch”

w asi
enhance their executive reporting by providing a clear perspective on their
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74 ABES Projectschedule based oninaccurate  Molina,Brod Finding-  11/29/2021 Project DHS and the ASI have tried i . evaluate and v Immedate 3 4 tigh Open  07/31/2024- The ASI s actively working on defect resolution and new
estimations diminishes effective planning Issue Mansgement jelded improvement. i , 3 A ud
and resource management, which could Theuse. . 121202
resultn late deliverables, costincreases, h w i ject conti i Traceabiliy,are behind schedule. The AS! is iring additional resources;
anda late go-live. delays. - h The update for this
lysi, all of which the work remaining as defined in the schedule. 06/31/2024 - The Project's finding does not
addressed and closed. p jsed BE as1 reflect current satus
NoT d of the Primary/0DI
% w i 3 i project schedules).
6/14/204
schedule against which project deliverables can be managed. (2/28/2023 - , ith
ing wi vear. The original Pilt start was An emall stating the

introduced in March and May of
01/02/ concern regarding the

2020,
publihed o une 2, 2024, Pt starts on 09/16/2024,and the itewide deliverable timing was.
in i isions. (12/31/2023
No done) 3 1
the end of this reportin period.  The revised schecule hasthree key responded within the
i i i i RV i hour statng we il
Review Tool (SIRT), and Vz look at adjust the
T sy dates atthe schecule
burn down W shared : review meeting, which
if needed. ASl responded ly Y oGl DT
using June 5, 2024. the project this should be
i team's ability to meet this schedule and fo any new o re-introduced risks identifedin May's
/3072021 port. Mectings were.
with reports dlyd ot scheclesome i, doa B e silunderwayto
o e adjustthe updated
(1/31/2023 - new AS| - Not Started) Develop mitigation and commse ey SiTon ADr\I 15, was in development :l the end of the month. IV&V is e
Fors, Michael Finding- 10/28/2021 Sysem Design e+ Al devop  ocess o closely mniorloud andtrr ot rnges Nt sl e material pdatefor ths reporting per Mo
‘which could be difficult to implement and Risk and staffed by the AS|, the mamm\ updam for this reporting. ptned 5/31/24 - It remains unclur how 11/17/2023 -
lead to schedule/cost impacts. Further, the Project’ Delays in d: lied. o stablish pac 4/30/24 - Again, why is DR being
test,  finliing thisrisks over the ut d hevarion e this 51/24 referencedhere? per
unclear, delays, “asi a afor-cost the urrent project
the  concepts “asi tothe design of " schedule, the DR plan
stem tasks to avoid oles). Inthe CCB, it was clear that DHS and the AS| were notn agreement isscheduled to be
“moving parts") and to resolve ‘submitted at the end
Further, in the reporting period. 1/23/24 - No material update in the reporting ofthe year. Reminder:
for period. IV continues to moritor ths fincing. 12/31/23 - No materal PilotGo-Live s Aprl
y updateinthe reporting priod. W continues to monitor thi ining, 2008
a
Nexus). GoogleCloud I be finalized and tesed, it emains unclear how or i the ade complexty 10/31/2023-
aton Microsot willimpact projec schedules and budgets going forward. The AS! has Vic - westil do
haure) tofall ) eported they are close to finalzing the Secure Enclave nfastructure to notunderstand why
points in House T dta. The AS! ppears to be makig progress on DR plans and tisremains
be difficult to resolve and lead to project disruption. If DHS intends to designs. 10/30/23 - The ASI continues to have productive discussions with 10/11/2023
8 e
employees, (OR). The
familsr withina complexinfrastructure environment Please  reference
Some elements of OR. However, it remains unclearf the complex yourupdates on
wil finding 482 Security
impact their ability to test and perform DR. 9/28/23 - The ASI has and Privacy which
mover of their does not documents the work
opear Jimpact on the overall being done for the
Securenclave.
ntthey wil beable
70 insuficient confguration management Fors, Vichael Fndng-  6/23/2021 Thedi Configuration processes and AsAP 2 2 low G 7738724 - No marerit updte o s regating . 62024 o
could ead to development confusion an ik pment  Configuration Management lan, howevr, it remains sufficint i i i 816 0DI Pla, Secti ifydeta
reduce the effectiveness of defact resolution level i . led, 10/31/2023 -
lecting CM tools (e.g., CMDB), ir i The ic items tings they .  DHS and 4/30/14' IVV has yet to receive a detailed, comprehensive Vic - We provided a
n potentil use of confi listng, working on &
. items. However, it it ? COMPLETED » identfy PO for the e panto mplement
relies on Github fortracking o some configrations are included in Configuration updting the i - rod categories
items, i i controls). The AS s resuming this scope of work at a time when is Vic-we are working
are being followed, are effe o on the details now.
7/31/2022 ‘This will become more
portng p the reporting importantand we
12/31/23 - il util ‘work to get ahead of
theM&O plan.
{(CMP). The scope of work that the DHS contractor is responsible for 10/11/2023

RN D TSI T
V&Y requestedthe

50 that the level of detal isclear. m/zs/zz The ASI provided broad lst last month and is
waiting on the AS to
o detalled conuration e or W reviw, The A b respond - Please
see the following st
perform in preparation for Maintenance and Operation (M and O). 9/28/23 of configuration
~The ASI gained DHS' approval on the items that will be tracked and managementitems
i i s which are/will be
managedin
31/2023 - ServiceNow:
Incident Response
Configuration Management (CM) tool. They have recently performed an Change/Configuration
el Management
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