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Executive Summary 1)

In addition to the 8-week delay of the BES Implementation reported last month, the ASI is proposing to remove the BES
Self-Service Portal requirements and functionality from the Pilot implementation release and complete the development and
testing after Go-Live. This is intended to allow the Project team to focus on developing the core BES functionality while
Hawaii citizens can continue to use the current PAIS portal in production to complete an application for BES benefits. It is
not yet determined how PAIS data will be integrated into BES during the Pilot and after Go-Live.

IV&YV areas of focus include:

* The new process of the ASI delivering Sprint Demo recordings for DHS review has generated minimal feedback. It is
unclear to IV&YV if the lack of DHS feedback will have an impact on the BES solution, but DHS is adding more review staff
to ensure that timely feedback is provided to the ASI.

» The ASI has an open action item to provide detailed list of functionality in Release 12 versus what will be deferred after
Go-Live. This information is needed for OCM, Training, and implementation planning. The ASI plans to assign the
Business Analysts to this activity when the Release 12 design phase is complete.

» Project testing remains a high-criticality area, with the ASI implementing improvements based on lessons learned. DHS
and V&V await the ASI’s plan for how they intend to complete a full system test of all BES functionality prior to the start of
Final Acceptance Testing.

In addition to the above, other aspects of the BES implementation include Service Level Management, Disaster Recovery,
and Data Conversion as key areas that are in various stages of completion. Any further delays of functionality or key
aspects may result in schedule impacts or changes to the planned business operations as the system is implemented.

Jul ‘ Aug ‘ Sep ‘ Category IV&V Observations

The DHS contract Project Manager left the project as of the September month-end. DHS is
working to provide the Assistant Project Manager with temporary assistance while project
management positions are filled, but the date this will occur is unknown.

Project
Management
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Executive Summary ')

The DHS Subject Matter Experts (SMEs) have raised concerns regarding the ASI “pushing
ol w2 | System back” on suggested design changes. V&V recognizes the need to control scope, but if it is
| W | Design determined the changes are needed for the core system this could lead to rework later in the
development process.

e aCr?Sflguratlon With DHS approving items to be tracked by configuration management, IV&V awaits the
final list of configuration items to review for comprehensiveness.
Development
| Integration A key decision on the DoTAX interface was made by the Project to focus on designing a
{; M {; M ;} {; M and Interface | new interface rather than pursuing the legacy interface as a backup plan. DHS’s concerns

Management | regarding ASI updates to Functional Design Documents were also addressed.

- P P The ASI's formal ADA testing started ahead of schedule (August 1!). To address DHS’
y y y Testing numerous testing concerns, the ASI is implementing several improvements to the testing
process.

The primary focus for the Security and Privacy team shifted from finalizing the System
Security and Security Plan (SSP) to completing the design for the Secure Enclave, which is needed for
Privacy storing and handling regulated data (including Federal Tax Information, or FTI). Having this
design in place is needed to finalize the SSP.
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IV&V Findings and Recommendatic[ns




V&V Findings and Recommendations )

(

As of the September 2023 reporting period, PCG is tracking 10 open findings (6 risks, 4 issues) and has retired a total of 68
findings. Of the 10 open findings, 1 are High, 6 are Medium, and 3 are Low.

(¥

Open Risks & Issues

Security and Privacy

Integration and Interface Management

Testing
_ Open - Med
B Open - Low
System Design [ B Open - High
Project Management | Open Risks & Issues by Category
B Configuration and Development
Configuration and Development
= Project Management
0 1 2 3 System Design

Testing

= |ntegration and Interface Management

B Security and Privacy
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IV&V Findings and Recommendations )

[ The following figure provides a breakdown of the 79 IV&V findings (positive, risks, issues, concerns) by status (open, retired). }

All Findings
Finding - Positive .
Finding - Risk —
M Retired
Finding - Issue — ® Open
Concern —
0 5 10 15 20 25 30
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IV&V Findings and Recommendations D
Findings Retired During the Reporting Period

I L

None
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IV&V Findings and Recommendations 7))

Preliminary Concerns Investigated During the Reporting
Period

1

Preliminary Concern — The current approach to UAT may not be complete, which increases
the likelihood of missing deadlines.

The Project completed R11.1 UAT, however, some UAT processes still have not been well-defined.
g4 Forexample, there was confusion if UAT testers need to review existing defects, including INT/SIT Testing
defects, before creating a new defect to avoid duplicates. The Project developed a lessons-learned
report and identified key areas to improve such as how to manage defects and how to communicate
scope effectively. IV&V will continue to monitor the ASI efforts toward the recommendations of this

finding.
» Conduct comprehensive Final User Acceptance Testing (FAT)planning Not Started

» Conduct lessons learned session to incorporate into FAT, including updates of all processes, procedures, roles

and responsibilities gl
» Train testing resources early before FAT begins and walk through end-to-end scenarios. Not Started
» Develop contingency plans if Release 11.1 UAT does not proceed as planned. Completed
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IV&V Findings and Recommendations D
Findings Opened During the Reporting Period

1 )

None
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IV&V Findings and Recommendations L)
Project Management

. Criticality

Issue — Uncertainty and/or a lack of communication around long-term architecture decisions could
impact the project budget, schedule, system design, and planning decisions.

The ASI updated and delivered four chapters of the BI-12 System Architecture Deliverable, currently under
DHS/IV&V review. If DHS agrees to postpone implementation of the BES Portal functionality until after Go
Live, further changes may be necessary to the overall architecture to include the planned architecture for
the interfaces and PAIS application (PAIS is the current solution for Hawaii citizens to complete an @

29 application for BES benefits). The four chapters currently under review are:

BI-12 Audit System Chapter

Bl-12 BES Shared Services Chapter

Bl-12 Self-Service Portal Chapter

BI-12 Physical Architecture Chapter

Recommendations Progress

» The ASI should continue to update the Bl-12 System Architecture Deliverable with additional details as they

become available and with any finalized architectural changes. ) OSSR

» DHS should continue to ask the ASI to perform due diligence in any recommendation for foundational
architecture change decisions and continue to review with appropriate DHS stakeholders (e.g., KOLEA) to In process
assure a common understanding of the implications of these decisions.

* The Project should continue to ensure communication between development leads and architecture leads to

. : . . . . . In process
assure optimal collaboration on possible architecture changes that could impact decisions in each area. P
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IV&V Findings and Recommendations H
Project Management

n Key Findings C;t;::iiléty

Issue — A BES Project schedule based on inaccurate estimations diminishes effective planning and
resource management, which could result in late deliverables, cost increases, and a late go-live.

The ASI re-baselined both the Primary and DDI BES Implementation schedules, adding 8 weeks to release
74 0.12 and addressing DHS and IV&V's concerns that the prior schedules were underestimating the effort .;:’"M"“:;

required to complete the remainder of the Project. As the ASI requested to shift the Portal functionality after o

statewide implementation, IV&V remains concerned other requirements may also be delayed. This may

cause downstream impacts on UAT planning and execution, Training, Organizational Change Management,

and Operational readiness to plan for any required workarounds and manual processes.

Recommendations Progress

* Monitor, evaluate and revise scheduling estimates for accuracy. In Process
» ASI plan and execute Epic development so that Epic demos can occur earlier in the release schedule and Not Started
allow time for possible revisions.

» ASI hosts a weekly meeting with DHS and IV&V to review all changes to the project schedules (Primary and
DDI).

» ASI provide details on how Velocity measures were used to develop estimations for development effort in new
version of DDI schedule

In Process

In Process
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IV&V Findings and Recommendations L)
Integration and Interface Management

. Criticality

Risk — The lack of early planning and coordination with interface partners may result in schedule
delays.

The Memorandums of Agreement and the Memorandums of Understanding (MOAs and MOUSs) are being

reviewed. Seven of twenty-eight MOAs, including the DLIR interface, have expired or will expire by the end

of 2024. DHS/ASI has yet to provide a target date for resolving the expiring MOAs and MOUs. IV&V will o
63 continue to monitor MOA and MOU items. (™)

The DHS concern that the ASI was changing Functional Design Documents (FDDs) without DHS

knowledge has been reviewed and resolved through meetings with DHS and the ASI.

The review and completion of the Interface Control Documents (ICDs) are in progress, with 4 of 25 ICDs
outstanding. The progress of the ICDs and Interface Epics will continue to be monitored by IV&V.

Recommendations Progress

» Complete all MOAs and obtain approval. In process
» Confirm testing dates with interface partners in writing. In process
» Complete early proof of concept interfaces to avoid unexpected delays due to external organization Not started

miscommunications or their own internal delays in assisting the BES project.
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IV&V Findings and Recommendations H
Configuration and Development

. Criticality

Risk - Insufficient configuration management could lead to development confusion and reduce the
effectiveness of defect resolution.

70
The ASI gained DHS' approval on the items that will be tracked and monitored as part of configuration @
management. V&V requested the list last month and is waiting on the ASI to respond.

Recommendations Progress

» ASI adhere to plans for configuration management as documented in Bl-6 DDI Plan, Section 5.2 and clarify

details and/or any changes with DHS. i [BOEESE
+ ASI validate plans for configuration management with DHS and agree on a meaningful set of configuration
X . , In process
items or settings they will track.
» DHS and ASI work to clarify/solidify plans for the potential use of configuration management tools and DHS In process

work to fund and procure a CM tool, as required, to avoid any negative impacts to the project.
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IV&V Findings and Recommendations H
Configuration and Development

. Criticality

Risk — Development delays could negatively impact the project schedule and delay go-live.

Though the Project has decided to focus on core functionality for Go-Live, DHS SMEs remain concerned
that the ASI is pushing back on some important design refinements. They have noted that the ASI decision

go torecord demos instead of having live collaboration sessions with SMEs could hinder good design and
slow their design feedback. If critical refinements are discovered late into the development lifecycle, it may
necessitate last-minute development and could potentially result in schedule delays. Alternatively, if the
project elects to go live with a system that falls short of user expectations, user buy-in may prove to be a
challenge.

Recommendations Progress

» DHS request the ASI strategically add the right project team resources to effectively increase velocity. Note that
adding additional junior resources may not be as effective as staffing additional expert-level development, In process
analysis, and other resources that can lead and mentor junior resources.

+ ASI effectively track and regularly provide DHS (potentially via the weekly DDI status meeting) with an accurate
velocity (e.g., story points per day/week/month) and assure that the current velocity is accurately and In process
consistently reflected in the project schedule.

* The ASI should provide DHS with the time needed to effectively evaluate the software demonstrations (demos)

and elicit productive design discussions with DHS attendees during each demo. ) OSSR

» ASI regularly reports estimated story points for the total remaining project work to reach go-live and presents a

dynamic burn-down chart to track the progress. NeBEEEe
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IV&V Findings and Recommendations H
System Design

n Key Findings C;g::iiléty

Risk — The planned BES infrastructure is complex which could be difficult to implement and
maintain and could lead to schedule/cost impacts.

The ASI has experienced turnover of their Enterprise Architect position; this does not appear to have had a
material impact on the overall infrastructure build. The ASI continues to make progress in the build-out of
73 theirinfrastructure and is confident that the automation they've implemented will simplify many maintenance
tasks given that, they remain confident they will be able to meet infrastructure milestones without hindering @
development. The ASI has also stated that maintaining the system post-go-live will not require excessive
effort and that achieving the SLAs will be possible. IV&V remains concerned that some planned elements of
the infrastructure have yet to be thoroughly architected, documented, and/or conceptually tested via proof of
concept (e.g., the secure enclave and disaster recovery environment).

Recommendations Progress

» ASI develop a process to closely monitor cloud and other product changes (software updates/new releases),

manage changes, and regression test once updates are applied. ) OSSR

» The project team work to establish strong governance over the utilization and maintenance of various In Brocess
tools/components. P

» ASI allot time in the schedule to conduct proof of concepts to assure infrastructure components work as I Drocess
expected. P

+ ASI maintain a detailed schedule for DevOps implementation tasks to avoid unexpected delays that could delay In process

project milestones and the critical path.
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IV&V Findings and Recommendations H

System Design

n Key Findings C;g::iiléty

Issue — Limited collaboration between the ASI and DHS in the design process could lead to BES and
BES-SSP usability issues and functionality gaps in the applications, and not meeting critical
business needs for DHS and State clients.

86 The DHS PMO reported that DHS SMEs have provided minimal feedback to the ASI on the four recorded LMy
Sprint demos this month. This supports IV&V’s concern that the new process will reduce collaboration to
confirm that designs are in alignment with DHS expectations. V&V added a recommendation that the ASI
and DHS re-evaluate the effectiveness of this new process.

Recommendations Progress

* Include a wide enough audience in all design and demo sessions to validate FNS and DHS functional and

technical requirements and system usability. I [Freeess

» Perform Sprint and Epic demos in alignment with development sprint completion (demo Not
functionality/requirements as they are developed) to get early feedback on work products. Started

» Perform comprehensive (demo all requirements) review during Epic demos, not just the items that were Not
added/updated, allowing DHS to provide early feedback on possible issues/gaps that might not be apparent Started
when focusing on specific functionality.

+ ASI and DHS re-evaluate the effectiveness of the recorded Sprint review process to ensure that designs align Not
with DHS expectations. Started
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IV&V Findings and Recommendations H
Testing

n Key Findings C;g::izlgy

Risk - The Americans With Disabilities Act (ADA) Section 508 compliance tool has not been
installed for the Project, which may cause significant rework.

Formal ADA testing began ahead of schedule. The ASI reports continued use of UsableNet and is

67 addressing issues the tool is identifying. The ASI created and shared a high-level ADA testing approach (M)
and implemented the process. It is too early to determine if adopting and using the tool after a significant
portion of the system was developed will reveal numerous ADA defects that will impact project timelines or

resources.
» The ADA tool meets contractual and project requirements. In process
* The ASI communicates a plan for ADA test execution. In process
* The ASI communicates how the tool will be used to report compliance and non-compliance and how non- In process

compliance will be addressed/corrected

» The ASI provides DHS/IV&YV reports from the ADA tool execution and explain how to interpret the results. LISl
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IV&V Findings and Recommendations

(1)

Testing

n Key Findings C;talfi':l‘lgllty

Issue — Gaps in test coverage and slower-than-expected progress in testing may result in
schedule delays if subsequent test phases uncover a higher volume of defects and user feedback
than initially anticipated.

Gaps (business requirements/functionality that may not have been tested sufficiently) in the Unit,
Integration (INT), and System Integration Testing (SIT) phases continue to result in numerous defects

83  found during UAT Release 11.1. To improve testing for Release 12, the ASI is implementing peer review
processes to review test cases before tests are executed; is updating their testing dashboard to monitor
testing progress more accurately; re-organized the test team to have dedicated Functional and Non-
Functional test leads; and updating the test repository to accurately align with the test counts for each
use case. Additionally, DHS plans to closely monitor that the ASI is meeting SIT entry criteria prior to
starting SIT, which includes DHS reviewing and approving the ASI proposed SIT test cases.

Recommendations Progress

» Monitor INT/SIT closely for both breadth and depth of testing to ensure the system is adequately tested.

» The project team reviews the SIT exit criteria and revises them as needed to ensure UAT/FAT begins with the
best system possible.

» ASI should determine the root cause of the failure to identify simple defects in INT and SIT and implement
effective improvement processes to confirm early testing is adequate before entering UAT/FAT

In process

In process

In process
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IV&V Findings and Recommendations H
Security and Privacy

. Criticality

Risk — The lack of technical documentation may lead to incorrect implementation statements or
delay the System Security Plan (SSP).

At the beginning of September, the DHS Security SME completed draft implementation statements for all

IRS-specific controls, and the base list of draft control implementation statements was also completed.

The bulk of the month focused on designing the Secure Enclave. The Secure Enclave is an environment

used to receive, store, and access regulated data, such as Federal Tax Information (FTI). The ASI has
presented a draft diagram of the Secure Enclave. (v

82

The ASI and DHS had various workshops with Google near the end of the month and allowed the team to
present their thoughts on the design and implementation of BES, including the secure enclave, to get
feedback from Google SMEs. At this point, the Secure Enclave is a higher priority than the System
Security Plan, as the design and implementation of the Secure Enclave will impact the implementation
statements in the SSP.

Recommendations Progress

» Determine when the infrastructure design baseline will be completed. In process

+ Determine when documentation will be created, updated, and available for the SSP authors. In process

* Collaborate and communicate with SSP authors about when reliable and correct documentation will be In process
available.

» Perform a full review of all SSP controls for content and accuracy that have been written as drafts prior to
December 15th, 2023. This will allow the SSP authors to update controls with changes from Design through
Implementation.

Not Started
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IV&V Status




V&YV Engagement Status L)

IV&V Engagement Area Jul Comments

V&V Budget

IV&V Schedule

IV&V Deliverables PCG submitted the final August IV&V Monthly Status Report.

IV&V Staffing

>
c
Q
»
o
o

IV&V Scope

Engagement Status Legend

The engagement area poses a

The.engagement areais The engageme'nt area is significant risk to the V&V
within acceptable somewhat outside acceptable . : .

project quality and requires
parameters. parameters.

immediate attention.

HI Systems Modernization Independent Verification & Validation Monthly Report: September 2023




V&V Activities

« V&V activities in the September reporting period:

Completed — August Monthly Status Report
Ongoing — Review the BES Project Artifacts and Deliverables

Ongoing — Attend BES Project meetings, (see Additional Inputs pages for details)

Reviewed available ASI contracts and contract amendments documentation

* Planned IV&YV activities for the October reporting period:

Ongoing — Observe BES Design and Development sessions as scheduled
Ongoing — Observe Bi-Weekly Project Status meetings

Ongoing — Observe Weekly Architecture meetings

Ongoing — Observe Weekly Security meetings

Ongoing — Monthly IV&V findings meetings with the ASI

Ongoing — Monthly IV&V Draft Report Review with DHS, ETS and ASI
Ongoing — Participate in Bi-Weekly DHS and IV&V Touch Base meetings

Ongoing — Review BES artifacts and deliverables
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Deliverables Reviewed

Deliverable

Deliverable Name Date Version
BI-5 Project Schedule - BES 2023 Primary ggggggi N/A
BI-5 Project Schedule - BES 2023 DDI 82; ;% ;8;3 N/A
BI-10 Functional and System Design Document Template Updates 9/21/2023 N/A
BI-12 Audit System Chapter 9/25/2023 N/A
BI-12 BES Shared Services Chapter 9/25/2023 N/A
BI-12 Self-Service Portal Chapter 9/25/2023 N/A
BI-12 Physical Architecture Chapter 9/25/2023 N/A
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Additional Inputs — Artifacts

Artifact Name Artifact Date Version
BES 2023 Design Kanban board N/A N/A
R0.11 Epic Assignment N/A N/A
FNS Handbook 901 01/2020 V2.4
NIST Special Publication 800-53 Security and Privacy Controls for Information Systems and Organizations 12/20/2020 Rev.5
SNAP_System_Integrity_Review_Tool Sept 2022 N/A
Interface Dashboard — Confluence page N/A N/A
BES 2023 Implementation Planning — Confluence page N/A N/A
RO.12 Epic Assighment N/A N/A
UAT Testing Dashboard N/A N/A
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Additional Inputs

Meetings and/or Sessions Attended/Observed:

1. IV&V Team Meeting— 9/5/2023,9/7/2023,9/11/2023,9/14/2023, 9/18/2023, 9/25/2023, 9/28/2023

2.  IV&V September 2023 Pre-Draft MSR Findings Review —9/6/2023

3. HI DHS BES August Draft IV&V Report Review — 9/15/2023

4. Bi-Weekly DHS and IV&V Touch Base —9/5/2023,9/18/2023

5.  Weekly BES Infrastructure meeting — 9/8/2023, 9/15/2023, 9/22/2023

6. DHS/IV&YV Check-in —9/14/2023, 9/28/2023

7.  Bi-Weekly Client BES 2023 Project Status Meeting —9/6/2023, 9/20/2023

8. Security Touchpoint—9/6/2023, 9/13/2023, 9/20/2023, 9/27/2023

9. R0.11.1 Go/No Go (SIT exit criteria) — 9/5/2023

10. RO0.11.1 UAT Huddle-9/6/2023,9/7/2023, 9/8/2023, 9/18/2023, 9/19/2023, 9/20/2023, 9/21/2023, 9/22/2023
11. RO.11.1 UAT Triage —9/5/2023, 9/6/2023,9/7/2-23,9/8/2023,9/18/2023,9/19/2023, 9/20/2023, 9/21/2023
12. R0.11.1 UAT Readiness Checkpoint—9/15/2023

13. PMO End of Day Huddle-9/12/2023, 9/14/2023, 9/26/2023, 9/28/2023

14. (External) Weekly Interfaces Touchpoint—9/11/2023

15. (External Pre-design) CMM Interface FDD Cont'd discussion—9/8/2023,9/15/2023, 9/22/2023, 9/28/2023
16. (External) Ul Standards Monthly Review - 9/6/2023

17. (External) Readiness - Working Group Meeting—9/12/2023, 9/19/2023, 9/26/2023

18. (External) Bi-Weekly Client BES 2023 Schedule Review/Status —9/13/2023, 9/27/2023

19. (External) BES System Security Plan — Controls - 9/5/2023, 9/12/2023

20. (External) Bi-weekly BES CCB Meeting—9/13/2023, 9/27/2023

21. Pre-design EPIC 237: Federal Collection Activity (Fed Tax Offset - revisit) —9/19/2023

22. (External - Client Design) Epic 208 Mass Change - Design Session —9/21/2023
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(1)
Appendix A — V&V Criticality Ratings

Criticality | 61 ition
Rating

- A high rating is assigned if there is a possibility of substantial impact to product quality, scope, cost, or
\9 schedule. A major disruption is likely, and the consequences would be unacceptable. A different
approach is required. Mitigation strategies should be evaluated and acted upon immediately.

A medium rating is assigned if there is a possibility of moderate impact to product quality, scope, cost,
f:‘u_'\/[j or schedule. Some disruption is likely, and a different approach may be required. Mitigation strategies
: should be evaluated and implemented as soon as feasible.

A low rating is assigned if there is a possibility of slight impact to product quality, scope, cost, or
@ schedule. Minimal disruption is likely, and some oversight is most likely needed to ensure that the risk
remains low. Mitigation strategies should be considered for implementation when possible.
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Appendix B — Findings Log

« The complete Findings Log for the BES Project is provided in a separate file.
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Appendix C — Acronyms and Glossary

Acronym
APD
ASI
BES
CCWIS
CM
CMMI
CMS
CR
DDI
DED
DHS
DLV
E&E
EA
ECM
ESI
ETS
FIPS
HIPAA
IDM
IEEE
IES
ITIL

Definition

Advance Planning Document

Application System Integrator

Benefits Eligibility Solution

Comprehensive Child Welfare Information System
Configuration Management

Capability Maturity Model Integration

Center for Medicare and Medicaid Services

Change Request

Design, Development and Implementation

Deliverable Expectation Document

Hawaii Department of Human Services

Deliverable

Eligibility and Enrollment

Enterprise Architecture

Enterprise Content Management (FileNet and DataCap)
Enterprise System Integrator (Platform Vendor)

State of Hawaii Office of Enterprise Technology Services
Federal Information Processing Standard

Health Information Portability and Accountability Act of 1996
Identity and Access Management (from KOLEA to State Hub)
Institute of Electrical and Electronics Engineers
Integrated Eligibility Solution

Information Technology Infrastructure Library
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Appendix C — Acronyms and Glossary N

Acronym Definition

V&V Independent Verification and Validation

KOLEA Kauhale On-Line Eligibility Assistance

M&O Maintenance & Operations

MEELC Medicaid Eligibility and Enrollment Life Cycle
MEET Medicaid Eligibility and Enrollment Toolkit
MOuU Memorandum of Understanding

MQD Hawaii Department of Human Services MedQuest Division
NIST National Institute of Standards and Technology
OE Operating Environment

oIT Department of Human Services Office of Information Technology
PIP Performance/Process Improvement Plan
PMBOK® Project Management Body of Knowledge

PMI Project Management Institute

PMO Project/Program Management Office

PMP Project Management Plan

QA Quality Assurance

QM Quality Management

RFP Request for Proposal

ROM Rough Order of Magnitude

RMP Requirements Management Plan

RTM Requirements Traceability Matrix

SEI Software Engineering Institute

SLA Service-Level Agreement

SME Subject Matter Expert
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Appendix C — Acronyms and Glossary N

Acronym Definition

SOA Service Oriented Architecture

SOW Statement of Work, Scope of Work

VVP Software Verification and Validation Plan
XLC Expedited Life Cycle
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Systems Modernization Project
The DHS Enterprise Program Roadmap includes contracting with three separate vendors with the following high-level scope:

» ESI or Platform Vendor — responsible for the shared technology and services required for multiple Application vendors to
implement and support functionality that leverages the DHS Enterprise Platform.

» ASI or ASI Vendor — responsible for the DDI of the Benefits Eligibility Solution (BES Project) enhancing the currently
implemented Medicaid E&E Solution (KOLEA) and providing support for the combined Solutions.

*  CCWIS Vendor —responsible for the DDI of the CCWIS Solution to meet the needs of child welfare services and adult
protective services (CCWIS Project) and providing support for the Solution.
Systems Modernization IV&V Project

IV&V performs objective assessments of the design, development/configuration and implementation (DDI) of DHS’ System
Modernization Projects. DHS has identified three high-risk areas where IV&V services are required:

* Transition of M&O from DHS’ incumbent vendor to the ESI and ASI vendors
« BES DDI
« CCWIS DDI

On the BES DDI Project, IV&V is responsible for:

+ Evaluating efforts performed by the Project (processes, methods, activities) for consistency with federal requirements
and industry best practices and standards

* Reviewing or validating the work effort performed and deliverables produced by the ASI vendor as well as that of
DHS to ensure alignment with project requirements

* Anticipating project risks, monitoring project issues and risks, and recommending potential risk mitigation strategies
and issue resolutions throughout the Project’s life cycle

« Developing and providing independent project oversight reports to DHS, ASI vendors, State of Hawaii Office of
Enterprise Technology Services (ETS) and DHS’ Federal partners

HI Systems Modernization Independent Verification & Validation Monthly Report: September 2023
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What is Independent Verification and Validation (IV&V)?

+ Oversight by an independent third party that assesses the Project against industry standards to provide an unbiased view to
stakeholders

» The goal of IV&V is to help the State get the solution they want based on requirements and have it built according to best
practices

» V&V helps improve design visibility and traceability and identifies (potential) problems early
+ IV&V objectively identifies risks and communicates to project leadership for risk management

PCG’s Eclipse IV&V® Technical Assessment Methodology
+ Consists of a 4-part process made up of the following areas:

1. Discovery — Discovery consists of reviewing documentation, work products and deliverables, interviewing project team
members, and determining applicable standards, best practices and tools.

Research and Analysis — Research and analysis is conducted in order to form an objective opinion.

Clarification — Clarification from project team members is sought to ensure agreement and concurrence of facts
between the State, the Vendor, and PCG.

4. Delivery of Findings — Findings, observations, and risk assessments are documented in this monthly report and the
accompanying Findings and Recommendations log. These documents are then shared with project leadership on both
the State and Vendor side for them to consider and take appropriate action on.

IV&V Assessment Categories for the BES Project
. Project Management ® Security and Privacy
+ Requirements Analysis & Management * Testing
» System Design * OCM and Knowledge Transfer

» Configuration and Development Pilot Test Deployment

* Integration and Interface Management « Deployment

HI Systems Modernization Independent Verification & Validation Monthly Report: September 2023
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Findi dentified Analyst
D Tite Reporter Type Dae  Category Observation Signficance Recommendation Event Horizon Impact _ Probabiity _ Priority Status Update Client Comments Vendor Comments
86 Limited collaboration between the ASland  Moling, Brad Finding - 8/1/2023 System Design  During the UAT pr 11, there has been a high level of Now 2 Med  Oen  9/31/2023- 10/11/2023 Jessica - Our SMES are providing their feedback. Thisis one of
DHSinthe design process could ead t0 BES ssue is i usabilty. - This i 2 i
and BES-SSP usability isues and user interface, provide. is ok Irecd loeF. that V&Y 10/11/2023
functionalit gaps n the applications, and Based on d overall V&V addeda reviewer to validate this
notmeeting criical business needs for DHS jori def Please reference
andstate clients. related to “design errors". Although the Release 11 UAT ption; lack of eauiremens) review during Epic demas, nm‘usllhummszhalwem new process. 8/31/2023 -The ASIwill no longer conduct n-person Sprint Jessica Kim's response
i igni i needed to ossible tead, ons wil i abovere. Sprint Demo
attributable to functionality developed for Release 11 bilty for S
sam functionaliy. determined. Recor
andhe state. o P
be changed to "In
Progress”.
testing, 08/10/2023
As mentioned, Release
11 was just a partial
Cxmyenits
ystem as we.
e ot
application with
2. There werea
number of
issues/defects that
were not partof RO.11
butareincluded in
84 The current UAT approach maynotbe  Tan,Ran  Concern 6/29/2023 Testing Although veloped UAT Acceptance Testing (FAT) At 1w Open 9/30/2023 - The Project completed R11.1 UAT, however, some UAT
complete, which increases the likelihood of the Project appears unpreparediorkelease 11UAT.For example,new apmen\lalnska!mwssmsuﬂ\lmelmes However, the R11 UAthasedaes plan begi processes sl have not been welldefined. For example, there was
missing deadlines. Teams Issue Tracker, not fall within end-to-end scenarios. o
While al dures, roles defects, before creating a new defect to avoid duplicates. The Project
1 UAT may
remain undefined ese be limited UAT does (9/3102023 as and how %%
processes during UAT. regarding project quality, capacity, and resource retention. this
finding. 8/31/2023 - The project s applying Release 11 UAT Lessons
Learned to plan for the inal Acceptance Test (FAT). Aspecific examle s 25
he et Team updtes the projct schede o sccommate he -wesk
FAT were adjusted. This o securing DHS FAT resources early to
the ASI efforts toward the recommendations of this finding. 7/31/2023 -
Release 11 UAT was completed, and curently, the Project is conducting
informal Release 11.1 UAT ad hoc testing. Throughout Release 11 UAT, the
UaT 3
discontinue the use of a separate Ms Teams lssue Tracker as it failed to
While UAT and
defect
ty s, and retest
tests t i,
complate theirtests timely. Ifthe Project does not learn from the UAT
be tested, WV
and neffciencies
85 Gapsin testcoverage and siower-than  Tan,yan _ Finding- 6/2/2023 Testing After examining the Project’s R11 GA Dashboards, R11 Traceability open AT 4 Hen Open
expected progress in testing may resultin e Dashboards, ant fthere  simple cefects in INT and SIT and implement efective improvement been e U d
schedule delays if subsequent test phases progress. itappears is siow progs , it can resultin i = Integration Testing (SIT) phases continue to result in numerous defects 10/11/203
uncoverahgher volumeofdefcts and user use R11 orare def phases, d testingto i i T
feedback than Initial nterms of -
ed, et Wealso
Testing (SIT). i ter re-org Functional communicatedto you
the INT exit criteria by June 16, 2023, about begins final a and allthatwe have re-
Final Acceptance Testing (FAT). accurately align withthe test counts for each use case. Addtionally, DHS. organi
starting SIT, which h i ]
SIT test cases. s/amozz The Unit, Integration (INT), and System and Non-Functional
Integration Testing ( i TestLeads.
08/10/2083
found ptance Testing (UAT) not Nomentioned or
e i referencetothe go
saved. It is unclear why these defects were not identifed i the Unit,INT, decision for RO.11
Furthe tes desg received by DHS
despite the defects
s ey being referenced.
7/31/2023- tryand exit
crteri. However, the ASI's INT and SIT processes and effortsmissed easlly
inst i 340,343, 347,350,
'8 UAT and should have been caught during INT o SIT using basic
testing. In UAT-350, the UAT tester was unable to edita date field that
should have been editable. In UAT-340, the UAT tester selected and saved
some options, but the options were not isplayed or saved properly. I
iy Heath, Dusin Findng - 4/27/2023 Securly and i Aprl, Once e syt sl nd s v b completed the 57 ~Tn December 15, 3 Med  Open  9/28/2023-Atthebeginning of September, the DHS Securlty SVE
leadto incorrectimplamentation statements R Prvacy tements. Currently,the authors may need to cdit Afull drafe ), updated, and d
or delay the System Security Plan upponing e S5 s smvalable, auki, o s dat v, g Ao, of August 15th 2023, - 55P s scheduled the base lst of draft control implementation statements was also
decisions on what tools support the SSP controls are stil being decided on. (ready for federal partner review) s scheduled for September 15, 2023. The be I complte:
sspis available. - I Progress - Perform a fullreview of all SSP controls for  approval prior to tore, and
of how the system should be designe from the SSP author's perspective _eny s, and each one requires an statement of how sharing with lated dat
instead of how the syste s actually designed. The SSP authors need to  the control or enhancement has been met 15th, 2023, various
know and use documentation such as System Architecture and Design, from esign through Implementation - Not tarted »
I BES, incuding

e scure enclve, toget feedback rom Google Es. At this pin, the
Secure Enclaveis a igher priority than the System Security Plan, as the
design and implementation of the Secure Enclave wil impact the
\mplzm:nuuon statements in the SSP. 08/31/2023 - At the end of August
2023, controls from

While under design, only
statements he time of
this report. Given that, IVV remains concerned that the Security team may

07/28/2023 -
‘The 55P Authors have almost completed the initialset of controls for the
base system security plan. While this activity appears slightly behind

The As!

e
s that may need additional information
before submission to DHS and Federal regulators. This month, the AS!

the development of technical documentation. There are less than two
months remaining to complete the SSP for submission to DHS for approval
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80 Development delays could negatively impact Fors, Michael Finding-  6/30/2022 it oPEN - Inmedate 3 3 Mad Open  9/28/23- DHS SME:
the project schedule and delay go-| Rik Development y P lestor 0 i i
Previousl resources may
effort lead toa d unrealitic. Previously, DHS  devel i i creep, SMEs remain concerned that the AS! s pushing back on some
had indicated, and IVV agreed, resources. i i
The o y record demos instead of having live collaboration sessions with SMEs could
(e, hinder good design and slow the design feedback loop. If crtical
manner. clarifcation from the AS| BA/SA team. DHS and « ASlprovide e itmay.
dleftitto
which has [ oHS delays. Al dy,if
. tremains. sl i user buy-in The
ar if like to
o s G CLE oS o defer to post gorlive. It remains unclear fthis is due to development delays
identifies and or
expected. P
schedule. (9/29/23 - AS! will not be doing thi, with DHS approval) to post gorlive. 8/31/23- The pilt go-live date has been extended by 2
months.
meet planned milestones. IV remains concerned that DHS and ASI
cause further delays and a reduction inscope. The Project decision to have
DHS to gather real-time feedback may lead to delayed feedback, increased
DHS questions, and ultimately result n delaying development rather than
7131723
forward withthelr planned Relezse 111 incremental AT testig and
74 B85 Projc schedule bosed o inscurte Ml rad g 11/25/200 DHS and the. o OPEN Monit foraccuracy. ASI  Immediate 4 2 wed Open S/32023- The S re-baselined bt the priaryand DD €5
estimations diminishes effective pl Management  results that have not yilded improvement. Concerns with the structure, needed,  plan earlier in 012 and add)
and resource management, which could Theuse llow time for 1 provid 10/11/203
resultinlate deliverables, cost increases, of multp a P hanges, and budget issues. details on o eauird to complet the remainder of the Prject. s th AS
and a ate go-lv. requested Limited estimating
resource management and critcal path analysis, allof which were AS! agree to arevised schedule against which project delivrables can be This may andactual
addressed and closed. managed. (2/28/2023 - complete AS! host a weekly meeting with DHS and cause downstream impacts on UAT planning and execution, Training, performance data-
plan for Our Epic tracked in
any required workarounds and manual processes. 8/31/2023 - The 8-week siraare  supported
h 3 prog P by estimates. Velocity
towards completion of Epic. (9/29/23 ASIsays that they will not do tis. develop and test the planned Release 12 functionality, including work that reportingis provided
< that a delay wit Release 11 inour Client ~ Status
risk /3172023 - Reports. Project
charts The s schedues are updated
i down charts to adjust development tasks estimates if needed ffort in the schedul for Release 122 requcsted by DHS and WV toreflect actualtatus
{4130/2023 - AShusin e Ui h el ool reviow he currnt Additionally, W is concerned about AS! delays in providing a BES project informaton.
estimates to complete each activity compared to past actual hours schedule to DHS that reflects major revisions to Release 12 as repcmzd by &Y remains
(1/31/2023 - new AS1 - Not tarted) Updiate as necessary and provide the the AS!. to monitor the schedule for concernedother
613012023 requirements may also
DHS/ASI resource needs along with over/under allocations of staf for the ASI updates to the schedule that resulted in a reduction of the baseline be delayed - Any
duration of the Project (1/31/2023 - new ASI - Not Started) Develop i specific  concerns?
(1 monthin total 2nd Recommer
all tasks that are behind schedule or ae at isk of being behind schedule 5 Yet,a 1 bele
‘which includes resource management. (1/28/2023 - new ASI)Discuss, significant amount of the scope of work was moved from Release 11 to mentioned previously,
i Release 12, and work was moved out of Release 12 to post-Go-Live. DHS hisrecommendation
may cause the project delays other than inaccurate estimates such as over how s'In
reliance on PO, slow design sprints, and cadence of development teams. Release 1. ed amount of cspopaons
(2/28/2023 - neiw ASI) The new ASI resents adraftschedule for DHS DHS and IV might
73 The planned BES infrastructure s complex  Fors, Michael  Finding  10/28/2021 System Design  Current AS infrastructure plans include a significant number of If the level of theses  + Nextseveral 2 2 low Opn  9/28/23- i
which could be dificult to implement an Rik infrastructure. | the months position; 10/13/208
Teadto schedule/cost impacts. Further, i Delays in i
over Please  reference
and and ys. Compl of h
hold the oast y finding #82 Security
maintain avoid and Privacy which
& pa ocumentsthe work
bugs. Further, be possible. IV remains concerned that some planned elements of the being done for the
remain n an immature state compared tothelr legacy counterparts. For infrastructure have yet o be thoroughly architected, documented, and/or Secure Enclave.
eample, prually proof of concept (e 8.,
Cloud 8/31/23-
Nexus). Google the bulld out of Chronicle, their event logging tool. The weekly
Microsoft
Azure). VRV remains concerned that this could lead to failures at critcal BES
s in Infrastructure. W willco montor thi finding and look for ASI
be diffcult to resolve and ead to project disruption. f DHS intends to ogress in addressing the recommendations. 7/31/23 - The project
recently onboarded a new AS| Enterprise Architect. As this s  key role on
employees, @ dby
famillr with ina complex nfrastructure environment. DHS.  6/30/23 -The ASI has made progress with key Infrastructure
phix) environment.
ASFsabilityto create and maintain the BES environments. 5/31/2023 - The
participating i the weeky project Architecture meetings. Therefore, IVV
management Fors, Michal  Finding - 372021 i oPEN [y Tow e 9/28/23 - The S| ained DHS”approval on the temsthat will b racked
could lead to development confusion and Rik Development e ensures the BES is The BES solution
reduce the effectiveness of defect resolution utomation 2 . last month and is waiting on the ASI to respond. §/31/23 - No material 10/11/2023
& (e:5. CMDB), The and should provide setting; «DHS and update. 7/31/23 - No material update. 6/30/23 - No material update. V&YV requested the
has yet to th o 8 5/31/2023 - The ASI continues to make progress with ts utization of the lst last month and is
items. H t stof items that COMPLETED » Identify the DHS POC for the i M) tool waiting on the AS| to

relies on Github for tracking of some configurations,

are included in the configuration plan along with the details regarding the

are being followed, are effective, and are achieving DHS objectives for CM.

7311202

ServiceNow Configuration Management Database. *** Continued work.
Setup in ServiceNow, will be bulding up instances. Ongoing support and
main. Dont’ think sill a isk, W to discuss. 4/30/2023 - The ASI finalized
the ServiceNow (SN) modules they will utlze for the project. 3/31/2023 -

bestfit for th

for DHS going forward.

perform has yet to be determined. 2/28/2023 - The new AS! intends to

) e
Details of exactly how they'l be using SN and its multitude of modules and
capabilities remain unclear. 1/31/2023 - Activty n the reporting period

begt the

restart planning. IVV will reassess this finding and our associated
It

st
conducts restart planning. 10/31/22 - No work has been performed

egarding 3
the new ASL. IVV wil reassess our recommendations for this finding once
known. 09/29/22 -

see the following lst
of configuration
management tems
which  arefwilbe
managedin
ServiceNow:

Incident Response
Change/Configuration
Management

Access
Requests/resource
tracking

Asset
Management/CMDB
9/3/2021 - RAP: We
lookforward to
receiving specific
inquiries from the
V& team on

management and
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Finding  Identified Analyst  Finding.
1D Tite Reporter Type Date Category Observation significance Recommendation Event Horizon _Impact __Probabilty _Pririty __ Status__ Status Update Client Comments Vendor Comments
67 The Americans With Disabilities Act (ADA)  Tan,Ryon  Finding- 7/12/2021 Testing il Thereis be ADA - ~The Ast 3 3 Med Open 9/30/2023 - Formal ADAtesting began ahead of schedule. The ASI reports
Section 508 compliance tool has not been Rk i i & icates a plan for AD/ fon. - and prior to final isidentifying.
installed for the Project, which may cause tool installed and e the tool will be used to report compliance and non-comliance and how non solution 10/11/23
sgnficant rework performed. Thi (ce, g 5 DHS/VA) acceptance. Request
months, i results to-date. i s ing disabilt y that i ) execut the tool ater a significant portion of the system was developed will reveal Istrecommendation
e, numerous ADA defects that willimpact project timelines or resources. be closed s previously
top tool for i interi w o " icies, | Jations, and Standards i a 2023, i mentioned based on
Technology February 2, 2024, The AS! developed 6 User Journeys and executed 3 tests the feedbackprovided
for all ADA compliance items. iltati using the Usablenet tool, which successfully produced reports and results. o Ryan
Act, in Requestlast
q ies wi ddition, the AS i 7/30/2023 - recommendation
d 2 > the d status be changed to
parts of Section 508 of the Americans with Disabiltes Act (ADA), itis "Inprocess’
2 defined. he ASI' f 9/9/21- RAP: The AS1
i s identifying 28 defects runs hasinvited thelVV to
Handbook, make contact with the
the Secti ance gui there may oA . development team to
be a sgnificant amount of rework to the solution. earler stage to address any issues before formal testing begins. Unilthen, review the results of
the AS! willincorporate accessibiiy guidelines into their the desk-top tool to
design/development actiities and conduct manual testing. 6/30/2023-The gain insight. To date,
) conducted i in June and the IV& has not
identified 28 defects. However, DHS and the AS! decided to conduct ADA contactedthe
i i 1110 developmentlead to
Release 12 in the schedule) and the ASI stated that publishing the resuls of have further
¢ ime. be discussions on this
i ADA testing, topic
withhold publihing the ADA tool's results. Enhanced transparency would
provide stakeholders with a better understanding of the ADA testng
63 Thelackof early planning andcoordination  Reynolds,  Finding - 12112021 The following. items ool OPEN 5. Complete all MOAs and obain formal 6. Confirmtesting Q32023 4 2 Med Open 09202023
with interface partners may result in ark Interface: and documented by the ASI.- Connectiity is planne to utlize a presently  the tasks and sharing. A dlearly in writing. 7. proof of concept Understanding (MOAS and MOUS) are being reviewed. 7 of 28 MOAs,
schedule delays. Management plan and ,  interfaces to avoid including the DLR interface, have expired or will expre by the end of 2024. 7/20/21 RaP -The AS1
been determined or documented in this regard.- i their g team requests that thel
active and sufficient communication with interface partners for therisk Inaddit 8451 MoUs. V&V reassess the
coordination, design, an Test, ST, e knowiedge. COMPLETE 1. Establish a severity of thisrisk in
3 to tested fan for for the duration of the BES knowledge has light of the following
partners, o deploying the. 2 DI activites. COMPLETED 10/29 2. Identify and document al interface the AS!. the Interface reasons: a) the ATC
partners' contacts. COMPLETED3/31/2022 3. Definea release schedule for 1CDs) are in progress, with 4 of 25 ICDs outstanding. The progress of the schedule extension
dination, and d 08/31/2023 has made the urgency
share with 4 for tackling these tasks
have expired or will expire,therefore, all MOAS and MOUs are being. less than t was before
and reviewed and re-verified by DHS. This process s not expected to create any thatstarted lessening
roadblocks th oy the schedule risk,b)
to resolve the MOA/MOU statuses.  During the August 1dth interfaces theincrease from
meeting, the DHS raised concern that the nterface Functional Design Medium to High in
Documents (FDDs) have changed and no longer reflct designs made during May was based on a
0 misunderstanding of
oH the current state of
the MOA's and contact|
are necessary.  07/24/2023 - The AS| and DHS are working to complete the metrics,c) substantial
remaining (DUIR and DoTAX). progress has made
o review and update al 22 Iterface Control Documents (CDs). None of against each of the In
these interfaces have been full reviewed and updated. Furthermore, none Progress
W wil recommendations,
continue to monitor the ASI fforts toward addressing our and it continues to
Release 1 5,2023; there trend n the right
isltle time left to complete the outstanding work. IV has raised the direction. nregards o
29 Uncertainty and/or a lack of commurication ~Fors, Michael ~ Findig - 5/28/2019 Project The current project archi d design should be as representative and  OPEN - i s 2 2w open 92823 prers of
around long-term architecture d sue Management isic i inclusive of all i i it i i with any i iew. g DHS. F TR
couldimpact the project budget, schedule, For example, theAStand _ availabl. to the y - of iscussion with I
system design, and planning decisions. should shly d ligenceir i Uive, igi 8 , this would
, one for the planned architecture for the nterfaces and PAIS application (PAISis the _require a CR wil not be a need to
e i it " cati : i i jon for BES. make changes to the
decision lg. Furth o For examle, i The Project should continue to ensure communication between benefits). The d rfitecture
roadly these tools, and important. d Chapter documentationas a
communicated. ible archit 8112 Physical Archi hapter 8/31/23- resultof the BES-S5P
COMPLETE - DHS. [ deferral.4/23/2Lrap-
detail  project teams Functl it it System, and Physical The ASI and DHS
development planning has completed. Complete 3/31 CLOSED - Maintain current communication processes to review. DHS pected to continue to refine the
5 i i 7131/23-The final plan for the two
of portalvision. We
Project CLOSED 11/30/2022 0o v i

n
decisions willikely be

stakeholders. The Project s making progress in clarifying key architecture. made during this
decisions. 6/30/2023 - The project is making progress in clarfying key

project.The ASirefers

itin the earlier pi the IV&V to our
s is February update
ity KOLEA regarding

BES). Recommendation 3.

From our perspective.

Bt allnecessary actions

(BESSD) collaboration efforts. 4/30/23 - No material update in the reporting. are complete. If the
period. 3/31/2023 - inues to reevaluate previous ifrastructure



http://www.hawaii.edu/access/uh-guidelines-for-accessibility/)%2CFNS

	OFFICE OF ENTERPRISE TECHNOLOGY SERVICES
	Hawaii Department of Human Services Systems Modernization Project
	Overview

	Executive Summary
	IV&V Findings and Recommendations
	Open Risks & Issues
	Open Risks & Issues by Category
	All Findings

	IV&V Status
	Appendices
	Appendix A – IV&V Criticality Ratings
	Systems Modernization Project
	Systems Modernization IV&V Project
	What is Independent Verification and Validation (IV&V)?
	PCG’s Eclipse IV&V® Technical Assessment Methodology
	IV&V Assessment Categories for the BES Project





