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Executive Summary

In June, IV&V notes positive progress by the ASI providing 21 demonstrations of BES functionality developed and tested.
Although this is good news, DHS and IV&V remain concerned that ASI will demonstrate the Release 12 BES functionality at
the end of the development phase based on what occurred with Release 11, instead of incrementally as the functionality is
developed and tested. Two possible outcomes may occur: 1) The DHS project team may not be forthcoming regarding
design concerns for fear of impacting the schedule, or 2) the issues raised during the demonstrations will require significant
rework — meaning resource reallocations may be necessary and may have either a schedule or scope of work impact prior
to Pilot.

Other key events in this reporting period included:

* IV&V continued to assess the testing of Release 11, including the ongoing identification of possible gaps in testing
coverage as introduced in the IV&V May 2023 report, as well as a new concern included in this month’s IV&V report
focused on the adequacy of preparation for Release 11 UAT scheduled to start in July 2023.

» DHS and the ASI agreed to push ADA compliance testing to Release 12. Although the ASI has ADA test results, they
have not been shared with DHS or IV&V. It is unclear why the ADA test results have not been shared especially since the
ASl is reporting they are addressing the ADA test outcomes in the development process.

As the Pilot start date is right around the corner, the level of urgency and pace of the project is expected to increase in line
with the demands of the project and project team. The project resources (ASI and DHS) are spread across a large increase
in design work (and related demonstrations) for Release 12 while Release 11.1 development is underway and User
Acceptance Testing for Release 11 (and eventually 11.1) kicks off. IV&V will continue assessment work across all the open
findings impacted by this critical stage of the project, reporting potential risks and suggesting mitigation activities for the
BES project.

Apr ‘ May ‘ Jun ‘ Category IV&V Observations

DHS and IV&YV discovered changes to the Release 12 schedule that reduced the time to
complete Release 12 work. The ASI has been asked for details regarding the information
used to make these schedule changes.

Project
Management
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Executive Summary 1)

Apr | May | Jun  Category IV&V Observations

(ol @ @ System The ASI continues to make progress in its approach to building and maintaining the BES
¥V Design infrastructure.
@ @ @ gr?élﬁguratlon The ASI hired additional developers, system analysts, and business analysts to meet the
demands of completing the scope of release 12.
Development
Integration
@ @ @ and Interface | IV&V continues to monitor the progress of the BES project interfaces.
Management
Testin The Release 11 System Integration testing moved towards completion. The ASI and DHS
N M M 9 decided to postpone ADA validation testing to Release 12.
@ Security and A delay in completing system technical documentation is impacting the completion of
M M Privacy security and privacy implementation statements and could also result in rework.
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V&V Findings and Recommendations )

(

As of the June 2023 reporting period, PCG is tracking 9 open findings (7 risks, 2 issues) and has retired a total of 68 findings.
Of the 9 open findings, 4 are Medium, and 5 are Low.

(¥

Open Risks & Issues

Security and Privacy

Integration and Interface Management

Testing
H Open-Med

. M Open - Low
System Design

Open Risks & Issues by Category

Project Management

) . B Configuration and Development
Configuration and Development igurati velop

|II|II

= Project Management

o
=
N

= System Design

| .
2
Testing
_ = Integration and Interface Management

B Security and Privacy
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IV&V Findings and Recommendations )

[ The following figure provides a breakdown of the 78 IV&V findings (positive, risks, issues, concerns) by status (open, retired). }

All Findings
Finding - Positive .
Finding - Risk —
M Retired
Finding - Issue — ® Open
Concern —
0 5 10 15 20 25 30
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IV&V Findings and Recommendations D
Findings Retired During the Reporting Period

I

None
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IV&V Findings and Recommendations 7))

Preliminary Concerns Investigated During the Reporting
Period

I

Preliminary Concern — The current UAT approach and planning may not be complete,
which increases the likelihood of missing UAT timelines.

Observation; Although there is an approved UAT plan and an experienced testing team, the
Project appears unprepared for Release 11 UAT. For example, new testing processes, including
a Teams Issue Tracker, are not fully developed. While basic workflow understanding exists, test
team members raised many questions about testing processes, and some scenarios and defect
84 flows remain undefined. The Project team reported they will refine these processes during UAT. Testing

Significance: Without a defined and developed UAT approach and resource plan, there is a
potential risk of missing UAT timelines. However, the R11 UAT phase does not fall within the
critical path of the project, and a delayed completion or incomplete UAT does not directly impact
the overall project schedule. While the immediate schedule implications of incomplete or
delayed R11 UAT may be limited, it is important to consider the potential long-term
consequences regarding project quality, capacity, and resource retention.
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IV&V Findings and Recommendations D
Findings Opened During the Reporting Period

I e

None
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IV&V Findings and Recommendations L)
Project Management

. Criticality

Issue — Uncertainty and/or a lack of communication around long-term architecture decisions could
impact the project budget, schedule, system design, and planning decisions.

29 The project is making progress in clarifying key architecture decisions. One notable decision that has been @
announced and approved by DHS is the implementation of the two-portal strategy as part of the statewide
rollout, rather than including it in the earlier pilot release.

Recommendations Progress

» The ASI should continue to update the Bl-12 System Architecture Deliverable with additional details as they

become available and with any finalized architectural changes. [ [PrOEEE

» DHS should continue to ask the ASI to perform due diligence in any recommendation for foundational
architecture change decisions and continue to review with appropriate DHS stakeholders (e.g., KOLEA) to In process
assure a common understanding of the implications of these decisions.

* The Project should continue to ensure communication between development leads and architecture leads to

. : ) . . . . In process
assure optimal collaboration on possible architecture changes that could impact decisions in each area. P
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IV&V Findings and Recommendations H
Project Management

n Key Findings Cgta::i?::y

Issue — A BES Project schedule based on inaccurate estimations diminishes effective planning and
resource management, which could result in late deliverables, cost increases, and a late go-live.

ASI updates to the schedule that resulted in a reduction of the baseline estimates were applied without DHS

awareness. Specifically, two development sprints (1 month in total duration) and three integration testing -
74  sprints (1.5 months in total duration) were removed. Yet, a significant amount of the scope of work was 'V'

moved from Release 11 to Release 12, and work was moved out of Release 12 to post-Go-Live. DHS and

IV&V are uncertain how the ASI determined that they would complete Release 12 scope with the reduced

amount of time and have asked the ASI for details about these changes. DHS and IV&V are concerned this

might exceed the capacity of the development teams, potentially pushing out key milestones on the critical

path.

Recommendations Progress

» Monitor, evaluate and revise scheduling estimates for accuracy. In process
* Add key milestones to the project schedule, such as sprint and epic demos, to show key progress towards
. . Not Started
completion of Epics.
» ASI plan and execute Epic development so that Epic Demos can occur earlier in the release schedule and I process

allow time for possible revisions.
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IV&V Findings and Recommendations L)
Integration and Interface Management

. Criticality

Risk — The lack of early planning and coordination with interface partners may result in schedule
delays.

The ASI continues to ramp up interface activities, with most of the effort occurring in Release 12. The two
remaining agreements to be completed are:

DoTax (Department of Taxation)
DLIR (Department of Labor and Industrial Relations) @

The ASl is creating the Interface Control Documents (ICD), which includes six in initial draft status, with the
remaining ICDs either in process or submitted. IV&V will continue to monitor the ASI efforts toward
addressing our recommendations. As previously reported, Release 12 development ends on October 5,
2023, and there is little time left to complete the agreements and gain partner input/confirmation on testing
and implementation dates.

Recommendations Progress

» Complete all MOAs and obtain approval. In process

63

» Confirm testing dates with interface partners in writing. In process

» Complete early proof of concept interfaces to avoid unexpected delays due to external organization

miscommunications or their own internal delays in assisting the BES project. Nt SETER
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IV&V Findings and Recommendations H
Configuration and Development

. Criticality

Risk - Insufficient configuration management could lead to development confusion and reduce the
70 effectiveness of defect resolution. @

There is no material update for this reporting period.

Recommendations Progress

» ASI adhere to plans for configuration management as documented in BI-6 DDI Plan, Section 5.2 and clarify

details and/or any changes with DHS. [ [PrOEEE
+ ASI validate plans for configuration management with DHS and agree on a meaningful set of configuration
. . . In process
items or settings they will track.
» DHS and ASI work to clarify/solidify plans for the potential use of configuration management tools and DHS In process

work to fund and procure a CM tool, as required, to avoid any negative impacts to the project.
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IV&V Findings and Recommendations H
Configuration and Development

. Criticality

Risk — Development delays could negatively impact the project schedule and delay go-live.

DHS and IV&V are concerned that most of the demonstrations for Release 11 were delivered at the end of
Release 11. This could indicate challenges in the development process, leading to delays in presenting
80  demos to the customer. This hindered DHS’s ability to provide productive feedback and has made it difficult @
for key DHS Subject Matter Experts to attend the demos. Additionally, the ASI’s refusal to incorporate Epic
demo activities for Release 11.1 and 12 into the project schedule makes it challenging for DHS to coordinate
the demo dates with other project activities.

Recommendations Progress

+ DHS request the ASI strategically add the right project team resources to effectively increase velocity. Note that
adding additional junior resources may not be as effective as staffing additional expert-level development, In process
analysis, and other resources that can lead and mentor junior resources.

+ ASI effectively track and regularly provide DHS (potentially via the weekly DDI status meeting) with an accurate
velocity (e.g., story points per day/week/month) and assure that the current velocity is accurately and In process
consistently reflected in the project schedule.

* The ASI should provide DHS with the time needed to effectively evaluate the software demonstrations (demos)

and elicit productive design discussions with DHS attendees during each demo. ) OSSR

» ASI reviews the development process and identifies and mitigates the challenges preventing them from

incorporating Epic demo activities into the project schedule. NEESETIES
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IV&V Findings and Recommendations H
System Design

n Key Findings C;t;::iiléty

Risk — The planned BES infrastructure is complex which could be difficult to implement and
maintain and could lead to schedule/cost impacts.

73 The ASI has made progress with key infrastructure components, particularly those related to the loading and @
masking (using Delphix) of legacy data into the UAT environment. These components play a crucial role in
improving the testing process, and this progress improves the ASI’s ability to create and maintain the BES
environments.

Recommendations Progress

» ASI develop a process to closely monitor cloud and other product changes (software updates/new releases),

manage changes, and regression test once updates are applied. [ e s

» The project team work to establish strong governance over the utilization and maintenance of various I Drocess
tools/components. P

» ASI allot time in the schedule to conduct proof of concepts to assure infrastructure components work as In Drocess
expected. P

+ ASI maintain a detailed schedule for DevOps implementation tasks to avoid unexpected delays that could delay In process

project milestones and the critical path.
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IV&V Findings and Recommendations H

Testing

n Key Findings C;g::izlgy

Risk - The Americans With Disabilities Act (ADA) Section 508 compliance tool has not been
installed for the Project, which may cause significant rework.

The ASI conducted an assessment using the ADA compliance tool in June and identified 28 defects.
g7 However, DHS and the ASI decided to conduct ADA testing officially in Release 12 (moving all related M

tasks from Release 11 to Release 12 in the schedule) and the ASI stated that publishing the results of

ADA compliance is unnecessary at this time. Although the ASI appears to be actively engaged in ADA

testing, IV&YV is concerned with the decision to withhold publishing the ADA tool's results. Enhanced

transparency would provide stakeholders with a better understanding of the ADA testing process.

Recommendations Progress

» The ADA tool meets contractual and project requirements. In process
» The ASI communicates a plan for ADA test execution. In process
» The ASI communicates how the tool will be used to report compliance and non-compliance and how non- In process

compliance will be addressed/corrected

» The ASI provides DHS/IV&V reports from the ADA tool execution and explain how to interpret the results. SIS
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IV&V Findings and Recommendations H
Testing

n Key Findings C;talfizlgy

Risk — Gaps in test coverage and slower-than-expected progress in testing may result in schedule
delays if subsequent test phases uncover a higher volume of defects and user feedback than initially
anticipated.

g3 The ASI addressed some INT testing gaps identified by IV&V by developing additional test cases and .;:’"'M "‘j;
updating the traceability dashboard. The ASI also improved SIT testing by refining and developing
additional test cases based on the INT test cases. However, DHS and IV&V are not convinced testing
activities are sufficiently testing all functionality which could lead to a larger-than-expected number of defects
in future testing phases, potentially pushing out key milestones on the critical path.

Recommendations Progress

» Monitor SIT closely for both breadth and depth of testing to ensure the system is adequately tested. Not Started

» The project team reviews the SIT exit criteria and revises them as needed to ensure UAT begins with the best In brocess
system possible. P

» ASI and DHS spot-check Integration Tests during Release 12 to confirm early testing is adequate before Not Started

entering FAT.
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IV&V Findings and Recommendations H
Security and Privacy

. Criticality

Risk — The lack of technical documentation may lead to incorrect implementation statements or
delay the System Security Plan (SSP).

The SSP Authors have received very little updated, draft, or final technical documentation of the system

g2 over the past two months. The SSP Authors have continued writing implementation responses to controls, o
and many control families are nearly complete. However, the responses have been written based on an
educated expectation of the system, which could require rework to align the responses with the actual
system design. This documentation should be made available to the SSP Authors before the July 28, 2023
completion of the draft implementations of all control families.

Recommendations Progress

* Determine when the infrastructure design baseline will be completed. In process

» Determine when documentation will be created, updated, and available for the SSP authors. Not Started

» Collaborate and communicate with SSP authors about when reliable and correct documentation will be

) Not Started
available.
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V&YV Engagement Status L)

IV&V Engagement Area Apr May Jun Comments

V&V Budget

IV&V Schedule

IV&V Deliverables PCG submitted the final May IV&V Monthly Status Report.

IV&V Staffing

IV&V Scope

Engagement Status Legend

The engagement area poses a

The.engagement areais The engageme'nt area is significant risk to the V&V
within acceptable somewhat outside acceptable . : .

project quality and requires
parameters. parameters.

immediate attention.
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V&V Activities

« V&V activities in the June reporting period:

Completed — May Monthly Status Report
Ongoing — Review the BES Project Artifacts and Deliverables
Ongoing — Attend BES Project meetings, (see Additional Inputs pages for details)

Reviewed available ASI contracts and contract amendments documentation

» Planned IV&YV activities for the July reporting period:

Ongoing — Observe BES Design and Development sessions as scheduled
Ongoing — Observe Bi-Weekly Project Status meetings

Ongoing — Observe Weekly Architecture meetings

Ongoing — Observe Weekly Security meetings

Ongoing — Monthly IV&V findings meetings with the ASI

Ongoing — Monthly IV&V Draft Report Review with DHS, ETS and ASI
Ongoing — Participate in Bi-Weekly DHS and IV&V Touch Base meetings

Ongoing — Review BES artifacts and deliverables
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Deliverables Reviewed

Deliverable Name 2Ll Version
Date

BI-5 Project Schedule - BES 2023 Primary N/A

BI-5 Project Schedule - BES 2023 DDI N/A

BI-08 Technical Environments Specifications — UAT1 6/23/2023 V10

BI-08 Technical Environments Specifications— PRD1 6/23/2023 Vi

BI-08 Technical Environments Specifications — DRX1 6/23/2023 V1
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Additional Inputs — Artifacts

Artifact Date Version

Artifact Name

BES 2023 Design Kanban board N/A N/A
R0.11 Epic Assignment N/A N/A
FNS Handbook 901 01/2020 V2.4
NIST Special Publication 800-53 Security and Privacy Controls for Information Systems and Organizations 12/20/2020 Rev.5
One RTM (Aha) N/A Vi

Interface Dashboard — Confluence page N/A N/A
BES 2023 Implementation Planning — Confluence page N/A N/A
RO.12 Epic Assighment N/A N/A
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Additional Inputs )

Meetlngs and/or Sessions Attended/Observed:

IV&V Team Meeting—6/5/2023, 6/8/2023, 6/12/2023, 6/15/2023, 6/19/2023, 6/22/2023, 6/26/2023, 6/29/2023
IV&V May 2023 Pre-Draft MSR Findings Review — 6/1/2023

HI DHS BES June Draft IV&V Report Review — 6/29/2023

IV&V May Findings Roast — 6/2/2023

PMO End of Day Huddle - 6/1/2023, 6/6/2023, 6/8/2023, 6/13/2023, 6/15/2023, 6/20/2023, 6/22/2023,
6/27/2023,6/29/2023

6 Bi-Weekly DHS and IV&V Touch Base— 6/13/2023

7. Weekly BES Infrastructure meeting — 6/1/2023, 6/9/2023, 6/16/2023, 6/23/2023, 6/30/2023
8. DHS/IV&YV Check-in — 6/8/2023, 6/22/2023

9. Bi-Weekly Client BES 2023 Project Status Meeting — 6/14/2023, 6/28/2023

10. Security Touchpoint—5/24/2023, 5/31/2023

11. (External) Epic 143 BES-SSP Pre-Screening Sprint Demo — 6/1/2023

12. (External) Epic 104 CF35a Sprint Demo — 6/1/2023

13. (External) Epic 114 Epic Demo —6/1/2023

14. (External) BES Integration Testing Review — 6/2/2023

15. (External) Epic 111 Program Status Sprint Demo — 6/7/2023

16. (External) Epic 112 Manual Verification Sprint Demo —6/7/2023

17. (Internal) Epic 113 Epic Demo —6/7/2023

18. (External) Epic 140 Time Limited Benefits Epic Demo — 6/7/2023

19. (External) Epic 101 Appointments Sprint Demo — 6/8

20. (External) Epic 134 Case Membership Sprint Demo — 6/8

21. (External) Epic 103 Correspondence Sprint Demo — 6/8

22. (External) Epic 104 Task Management and Current Integration Epic Demo — 6/8

23. (External) Epic 110 Alerts and Special Indicators Epic Demo — 6/8/2023

24. (External) Epic 122 Interview Epic Demo — 6/9/2023

25. (External) Epic 112 Manual Verifications Epic Demo — 6/14/2023

R W e
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Additional Inputs )

Meetings and/or Sessions Attended/Observed (Cont):

26. (External) Epic 111 Program Status Epic Demo — 6/14/2023

27. (External) Readiness and OCM General Meeting — 6/14/2023, 6/28/2023

28. (External) Epic 107 Verifications Epic Demo — 6/14/2023

29. (External) Epic 103 Correspondence Epic Demo — 6/15/2023

30. (External) Epic 108 Eligibility Determination and Epic 118 Correspondence Epic Demo — 6/15/2023
31. (External) Epic 143 BES Portal Epic Demo — 6/16/2023

32. (External) Epic 134 Case Epic Demo — 6/16/2023

33. (External) Epic 117 Document Management Epic Demo — 6/19/2023

34. (External) UAT Test Team Huddle—6/1/2023, 6/8/2023, 6/15/2023, 6/22/2023

35. ASI/IV&V Touchbase —6/21/2023

36. (External) BES System Security Plan Controls Implementation Discussion — 6/27/2023
37. (External) Security Touchpoint—6/28/2023
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(1)
Appendix A — V&V Criticality Ratings

Criticality | 61 ition
Rating

- A high rating is assigned if there is a possibility of substantial impact to product quality, scope, cost, or
\9 schedule. A major disruption is likely, and the consequences would be unacceptable. A different
approach is required. Mitigation strategies should be evaluated and acted upon immediately.

A medium rating is assigned if there is a possibility of moderate impact to product quality, scope, cost,
f:‘u_'\/[j or schedule. Some disruption is likely, and a different approach may be required. Mitigation strategies
: should be evaluated and implemented as soon as feasible.

A low rating is assigned if there is a possibility of slight impact to product quality, scope, cost, or
@ schedule. Minimal disruption is likely, and some oversight is most likely needed to ensure that the risk
remains low. Mitigation strategies should be considered for implementation when possible.
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Appendix B — Findings Log

« The complete Findings Log for the BES Project is provided in a separate file.
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Appendix C — Acronyms and Glossary ()

Acronym Definition

APD Advance Planning Document

ASI Application System Integrator

BES Benefits Eligibility Solution

CCWIS Comprehensive Child Welfare Information System

CM Configuration Management

CMMI Capability Maturity Model Integration

CMS Center for Medicare and Medicaid Services

CR Change Request

DDI Design, Development and Implementation

DED Deliverable Expectation Document

DHS Hawaii Department of Human Services

DLV Deliverable

E&E Eligibility and Enrollment

EA Enterprise Architecture

ECM Enterprise Content Management (FileNet and DataCap)
ESI Enterprise System Integrator (Platform Vendor)

ETS State of Hawaii Office of Enterprise Technology Services
FIPS Federal Information Processing Standard

HIPAA Health Information Portability and Accountability Act of 1996
IDM Identity and Access Management (from KOLEA to State Hub)
IEEE Institute of Electrical and Electronics Engineers

IES Integrated Eligibility Solution

ITIL Information Technology Infrastructure Library
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Appendix C — Acronyms and Glossary N

Acronym Definition

V&V Independent Verification and Validation

KOLEA Kauhale On-Line Eligibility Assistance

M&O Maintenance & Operations

MEELC Medicaid Eligibility and Enrollment Life Cycle
MEET Medicaid Eligibility and Enrollment Toolkit
MOuU Memorandum of Understanding

MQD Hawaii Department of Human Services MedQuest Division
NIST National Institute of Standards and Technology
OE Operating Environment

oIT Department of Human Services Office of Information Technology
PIP Performance/Process Improvement Plan
PMBOK® Project Management Body of Knowledge

PMI Project Management Institute

PMO Project/Program Management Office

PMP Project Management Plan

QA Quality Assurance

QM Quality Management

RFP Request for Proposal

ROM Rough Order of Magnitude

RMP Requirements Management Plan

RTM Requirements Traceability Matrix

SEI Software Engineering Institute

SLA Service-Level Agreement

SME Subject Matter Expert
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4\
Appendix C — Acronyms and Glossary N

Acronym Definition

SOA Service Oriented Architecture

SOW Statement of Work, Scope of Work

VVP Software Verification and Validation Plan
XLC Expedited Life Cycle
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Appendix D — Background Information N

Systems Modernization Project
The DHS Enterprise Program Roadmap includes contracting with three separate vendors with the following high-level scope:

» ESI or Platform Vendor — responsible for the shared technology and services required for multiple Application vendors to
implement and support functionality that leverages the DHS Enterprise Platform.

» ASI or ASI Vendor — responsible for the DDI of the Benefits Eligibility Solution (BES Project) enhancing the currently
implemented Medicaid E&E Solution (KOLEA) and providing support for the combined Solutions.

*  CCWIS Vendor —responsible for the DDI of the CCWIS Solution to meet the needs of child welfare services and adult
protective services (CCWIS Project) and providing support for the Solution.
Systems Modernization IV&V Project

IV&V performs objective assessments of the design, development/configuration and implementation (DDI) of DHS’ System
Modernization Projects. DHS has identified three high-risk areas where IV&V services are required:

* Transition of M&O from DHS’ incumbent vendor to the ESI and ASI vendors
« BES DDI
« CCWIS DDI

On the BES DDI Project, IV&V is responsible for:

+ Evaluating efforts performed by the Project (processes, methods, activities) for consistency with federal requirements
and industry best practices and standards

* Reviewing or validating the work effort performed and deliverables produced by the ASI vendor as well as that of
DHS to ensure alignment with project requirements

* Anticipating project risks, monitoring project issues and risks, and recommending potential risk mitigation strategies
and issue resolutions throughout the Project’s life cycle

« Developing and providing independent project oversight reports to DHS, ASI vendors, State of Hawaii Office of
Enterprise Technology Services (ETS) and DHS’ Federal partners

HI Systems Modernization Independent Verification & Validation Monthly Report: June 2023
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Appendix D — Background Information N

What is Independent Verification and Validation (IV&V)?

+ Oversight by an independent third party that assesses the Project against industry standards to provide an unbiased view to
stakeholders

» The goal of IV&V is to help the State get the solution they want based on requirements and have it built according to best
practices

» V&V helps improve design visibility and traceability and identifies (potential) problems early
+ IV&V objectively identifies risks and communicates to project leadership for risk management

PCG’s Eclipse IV&V® Technical Assessment Methodology
+ Consists of a 4-part process made up of the following areas:

1. Discovery — Discovery consists of reviewing documentation, work products and deliverables, interviewing project team
members, and determining applicable standards, best practices and tools.

Research and Analysis — Research and analysis is conducted in order to form an objective opinion.

Clarification — Clarification from project team members is sought to ensure agreement and concurrence of facts
between the State, the Vendor, and PCG.

4. Delivery of Findings — Findings, observations, and risk assessments are documented in this monthly report and the
accompanying Findings and Recommendations log. These documents are then shared with project leadership on both
the State and Vendor side for them to consider and take appropriate action on.

IV&V Assessment Categories for the BES Project
. Project Management ® Security and Privacy
+ Requirements Analysis & Management * Testing
» System Design * OCM and Knowledge Transfer

» Configuration and Development Pilot Test Deployment

* Integration and Interface Management « Deployment

HI Systems Modernization Independent Verification & Validation Monthly Report: June 2023
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Finding  Identified Analyst Finding

D Tite Reporter Type Do Category Observation sinificance Recommendation Event Horizon _Impact __ Probabty _Priorty __Status__ Status Update Client Comments Vendor Comments

84 The current UAT approachand planningmay Tan,Ryan ~ Concern ~ 6/29/2023 Testing " hereis if Release 11 UAT At 3 e Open
not be complete, which increases the the Project appears unprepared for Release 11 UAT. For example, new a potential isk o missing UAT timelines. H the RLL UAT phase does i
Tikelihood o missing UAT timelins. ucing a Teams Issue Tracks e il

While
o UAT may
remain undefined. emite
processes during UAT. regarding project qualty, capacity, and resource retention.

85 Gaps n testcoverage and slower-than-  Tan,Ryan  Finding- 622023 Testing After examining the Project’s R11 QA Dashboards, R11 Traceability ‘OPEN Monitor SIT breadth and depth o testng to ensure AT 3 wed Open 6/30/2023-The testing gaps
expected progress intesting may resultin Rk Dashboards, and testing stages. I there  the system s adequately tested. The project team reviews the SIT exit cases and updating
schedule delays f subsequent test phases progress it is incomplete testing in it can resultin as needed to ensure UAT begins with the best d
uncover a higher volume of defects and user orare  more defectsleaking tating more 2 testcases. H
feedback than iniially anticipated. testing I terms of testing s

unexecuted, and not lldefects have been resolved as the project alarger-than-expected number of defectsin future tesing phases,
commences Testing (ST complete extensions, defects potentially pushing out key milestones on the critical path.
the INT exit criteria by June 16, 2023, about 2 weeks after ST begins nal

Final Acceptance Testing (FAT).

82 The lack of technical documentation may  Heath, Dustin Finding-  4/27/2023  Secutyand in Aprl itypl thessP. ~ Augustist, when 3 Med Open  06/30/2023 - The SSP Authors have received very ltle updated, raft, or
leadto incorectimplamentation statements Rk Privacy iy Atulldraft dated, thefull draftof the The
or delay the System Security Plan supporting the SSPis unavailable, outdated, o ina draftform. During April, ~of th s 2023, about is s

decisions. ‘ p ptember 15,2023.The  when reliable and correct documentation willbe avalabl. forcompletion. and many of the control familes are nearly complate. However, the
i S5Pls i
of persp: i ystem,
instead of how the system i actually designed. The SSP authors need to  the control or enhancement has been met. system design. 5/31/2023 - The ASlis meeting In early June to develop a
plan to complte the recommendations of this finding.
networktopology, dataflow, ports and protocols, tools used for logging, et

80 Development delays could negatively impact Fors, Michael  Finding-  6/30/2022 have been slowed as f ‘OPEN « DHS request m Immediate 1 low Open are

the project schedule and delay go-ive. Rk Development  they have been unable to achieve and/or maintain ther expected milestones, schedule delays may lead to a delayed system go-live date. Release 11 the end of Release 11
Previoush resources may challenges in the development process, leading to delays in presenting
with accurately estimating development task level of effort (i, story leati 0 a project schedule that i flawed and unrealistic. Previously, DHS  development, ana i demos to the customer. This hindered DHS's abiltyto provide productive
points) and the project has been challenged with producing a project had indicated, and IVV agreed, that some o resources. » Request feedback and has made it difficul for key DHS Subject Matter Experts to
he (potentially via attend the de \dditionall
activitesfor Release 11.1 and 12 into the project schedule makes it
manner clarfication from the AS| BA/SA team. DHS and « AStprovide
less andleftitto  DHs cviten. 813123 Th At expertncingdevelopmentdelas. o BES
toimprove, which has " oHS
contributed sessions Itremains “asi o Service Portal(5SP), Admiistrative Ho The ASlalso
unclear i scope creep has contributed to these delays. identifes and mitigates the challenges preventing them from incorporating decided to rewrite the SSP rather than upgrade the version of the software
Epic demo activites into the project schedule. , which resulted
effort. 4/30/23 - The ASI delayed six planned demonstrations of BES
functonality to DHS. Release0.11 (R11) development work s planned to be:
completed on June 1, 2023. The ASI should provide DHS with the time
needed to effectively evaluate the demonstrations. Additionally, without
reports,there may be downstream impacts. I ASI resources remain
allocated to R11 while developing R12, they may experience unexpected
delaysfor R12. 3/31/23 - The ASl i taking multple actions to mitigate
potentil delays o development, including: - Monitoring the capacity of
scheduled. - Adding three highly skiled, veteran business analysts to
~Developing a
rndown and velocity charts o show team productiviy. The project is
o Shroughcsense0.U.antre Ay demonsated ony oot e
7 haccurate Molina, Bad — Finding - 11/29/2021  Project OPEN Morito - Agd Irediate 7 e open le hat resledinareducta
L T oy ssue Management 3 needed, h o
urce management, Theuse. show key Epics. ASIpl month in a
Aot e e of h d budget issues. earler (1.5 month Yet,a
and a ate go-lve. 11t
resource management and critcal path analysis, allof which were Release 12, and work was moved out of Release 12 to post-Go-Live. OHS
addressedand closed. ow th y
Jjorimpl 6/29/23) Rel the as!
estimates if needed. Leverage velocity and burn down charts to adjust
development tasks estimates if neaded. (1/30/2023 - ASI using Jira) Using ilestones on the ritca pth. s/zum;. The IVV team continues to
,revi it verfying
Update e i T H e A
) ith reports and remaining Epic demos, s requested by DHS. However, both DHS and IV
i 7 g
of schedule - which could lead to signifcant rework and schedule delays. IV
inthe
b, th DHS and Jira,
Discuss, validate and e e s e e
within than . With thi additi both DH:
i #0s, Jgn sprints, and o
I 8. 3/31/2023-
Kickoff. (1/31/2023 - Not Completed)
e s el (g s o
2/28/2023-
wxswwmd on 1/15/13 andts development included DHS and AS!input
Fors, Michael Finding - 10/28/2021 System Design Next several low pen Wm
which could bedificult o implement and Rk infrastructure. for and staffed by the AS), the testonce months P to the load of
lead to schedule/cost impacts Further, Delays in lied. + The project environment.
test,  finaliing being over s abily
and « St allot time in of to create and maintain the BES environments. 5/31/2023 - The ASI made
ot coreps o e st componets work s e 6
of  maintain a det oid complexities WV continues
"moving parts”) tevel of

bugs. Further,
remain in an immature state compared to their legacy counterparts. For

example,
Cloud failed that led
N

Microsoft
Azure). VB remains concerned that this could lead to falures at citical
pointsin
be difficult to resolve and lead to project disruption. If DHS intends to
Stat

‘employees, they could face challenges supporting tools they may not be
familiar with in a complexinfrastructure environment.

‘weekly project Architecture meetings. Therefore, IVV has lowered the.
Criticality Rating from ‘Medium’to ‘Low. 4/30/2023 - The ASI reports the.
Architecture & Infrastructure activities at 19 percent complete. AS|also

acquired or licensed. The AS! carried out Proof of Concepts (POCs) for
s such it H itis

s will be per

one another. 3/31/2023 - The ASIis making updates to the B1-12 System

soon. ps

ore easily. Additional

project schedule and should be evaluated to determine if they impact the

critcal path. 2/28/2023 - Though the new AS!intends to simplify the BES

ther that will be possible n a timely

manner and avoid impacting the critical path. The new ASI aso intends to
I scope.

id

also present challenges withoutimpacting the schedule. 1/31/2023-
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70 Insuficient configuration management  Fors,Michael Finding-  8/23/2021 Asap 2w opn 5/31/2023 -
could lead to development confusion and sk Devlopment h i i BI-6 DDI lan, Secti i 9/5/2021 -RAPs We
reduce the effectiveness of defectresolution 0 . (CM) tool. They v | lookforward to
o) The d should s they «DHS and receivingspecific
ithaccurat i pot 8 Database. *** Continued work. Setup in ServiceNow, will be bulding up inguiris from the
pact CM. items. H listof tems that COMPLETED » identify POC for the instances. Ongoing support and main. Dont'think st risk, W to discuss V&Y team on
relies on Github for tracking of some configurations areincluded i Confguration i i 4/30/2023 - The ASIinalized the ServiceNow (SN) modules they will utiize: ration
d audit f forthe project.3/31/2023 - The AS! i currently evauating which Service e
frecti i i 2 having conversations.
p3y2022 forward. Detais of xactly how they  be using SN and the leve of Wedo acknowledge
configuration management they intend to perform has yet to be that the plan lkely
determined. 2/28/2023 - The new ASI intends to utiize ServiceNow SN for needs o be updat
i i torefl
modules unclear. processesin placeon
the projectfor
tasks, configuraion
begun. management
" w
known. 11/30/2022 - No material update n the reporting period as the
B
new AS1
recommendations for this finding once more s known. 09/29/22 - The ASI
Mstrategist,
wWith
planned reassignment, IVV s not aware of the plans to miigate this risk.
68/30/2 - The ASIupdated the Configuration Management Plan (CVP) wth
67 The Americans With Disabities Act (ADA)  Tan,Ran  Findng-  7/12/2021 Testing There be ADA - ~The As vt omn e ducted
Section 508 complance tool has not beer sk plan for ADA test execution. - The AS| communicates how ~ and prior to final defects. However, DHS and 9/9/21- RAP: The £61
installed for the Project, which may cause tool installed e The AD the toolwill be used to report compiiance and non-compliance and how non solution it 12 (moving i has nvited the V&V to
significant rework. erformed. This isk with the AS! (s, 3 DHS/VEY  acceptance. Release 1110 Release 12 in theschedule] and the ASIstated that publishing ke contact with the
month,but there ave beenevidence o resuls t-dat. The ASI did tate  vision and earing diablte), I a way that i comparabl o the access  report romthe ADA ool excution and explai how (0 ntrpret the the results of ADA compliance i unnecessary at this time. Although the ASI development team to
appears in ADA testing, WV is review the results of
t0p tool for w - I Jations, and Stand: decision to withhold publishing the ADA tool's resuls. Enhanced the desk-top tool to
Technology sain insight.To date,
for all ADA compliance items. sivilty Section ADA tsting process. 5/31/2023 - The ASlis preparing to ssess the BES the IV&V has not
Act, which was verified in the AS! proposed Technical Requirements contactedthe
compliance tet resultson June 7, 2023. 4/30/203 - The Project adopted Gevelopmentlead o
@ level 2 Usabilty.net o perform ADA compliance testing I additio, th havefurther
parts of Secton 08 of the Americans withDisabiles Act won), continues to enhance automated compliance testing. 3/31/2023 - The ADA discussionsn tis
s arehecure.
Handbook, DS o it sl e, nthelrn e S
the Section 508 compliance guidelnes (ntts;//section08.gov/) there may i
be a significant amount o rework o the solution, 21212025  Toe Prjectisealoting diferent ADAcomplance ol OHS
currently uses Site Improve n other areas and the ASI i reviewing ts
proi
for a Proof of Concept (POC) Additionaly, the AS! previously evaluated
Usabily.net and willuse it fth Site Improve POC is unsuccessful
il reassess this
Vet st o materl pdae I the reprtig e s the
w
il reassessthis finding and our assocated recommendations once more s
inoun, 1138/2632- NoTmatrial upte n e reporing period s o
63 Thelackof eary planning andcoordination Reynolds,  Findng-  1/21/2021 negrationand  The following ool manageall  OPENSS, 6.Confim Q32003 Tlow  Opn  06/29/2023- ith mostof
with nterface partners may resut Merk sk Interface and documented by the ASI. Connectivty is planned to utlze a presently  the tasks and AT T Release 12.
scheduledelays. Management is noevi i i ination, leted are: DoTax Taxation) DLR 7/20/21 RAP -The A1
been determined or documented in this regard.- i Labor and Industrial Reations) The AS i creating theInterface Control team requests thatthe
i i on i I additi COMPLETE 1, Documents (ICD), which includes i nnftial draftstatus, with the V& reassess the
coordination, design, an Test,SIT, the duration of O 4 B L severiy o thisriskin
Janni i d actvit document all ! contacts, CO! previ lightof the following
ers, are ident nor managed toproducion. O T T ) i reasons: ) the
dination, and execi ltle time left to complete the agreements and gal scheduleextension
4 Inputeofimation o esingand Inlemeraton dvs. 05/312023 has made the urgency
fortackiing these asks
alinterfaces. COMPLETED 01/04 NONH (National Directory lessthan twas before
thatstarted essening
HYCF (Hawall Youth Correctional Facilty) DoTax (Department of Taxation) the schedulerisk, b)
i theincrease from
< Medium to Highin
12. 04/27/2023 - The. May was based on a
period misunderstandingof
and up ity. the currenttate of
The MOA's continue to b reviewed and updated, f needed. 03/31/2023 - the MOA's and contact
i Hi Depa (00H) metris, ) substantial
i progress has made
but key detals against each ofthe In
The nterf i e
12.The recommendations,
recommencdations 3snterface workproceeds. 02/28/2023-The new S| s and it continues to
d i building a Co
trackand progress and tatus of each nterface. 01/31/2023 -Actvityin the
Fors, Michael  Finding - 015 Project The G ot acecuresnddedgn ol Be 5 retate rd OPEN- i v Tow e 6/30/2023 - The project s making progress I clarifying key archiecture ‘App st not fnalized by
around long-term architecture decisions Issve Management inclusive of a kno decisions. by DHS. 4/23/2113p-Thesi
couldimpact theproject budget, schedle, and sociallzet o all relevant project stakeholders. For example, the AS|and  avalable oHs Asito D s theimplemetatonsf e ol ey s o e of ) buts nd
system design, and planning decisions should be thoroug! d thiswould  refine the final plan
 one for BES) i el e W AT neon O st ovesls  reres O  the two portal
s the project a - bty onthe g cope et nd et 13,101 ion. Wecpetvat
Gecisionlog. Further, the dtais orthe plan lead e For example, if ). The AS!plans finaldecisions wil

3 . and important

The Project should continue to ensure communication between

grating
communicated. these tools

development planning has completed.

COMPLETE - DHS
details and clearly communicate out to stakeholders and project teams.
Complete 3/31 CLOSED - Maintain current communication processes to

to assess impacts of
Prfect CLOSED 11/30/2022

takeholders o reslve any confusion and will ncluce  broader MQD

porting,
period. 3/31/2023 - The ASI continues to reevaluate previous infrastructure:

this project. Uncertainty remains around the use of some tools including
Sevceow (SN Splunk and Cvarice. The AS il g e wit thl
interlinked 2 poral

2/28/2023 - The AS! has made efforts o clarfy the scope of BES 2023 i the

Ther
use of ServiceNow (SN) and the tools that will be utilzed for eGRC.
01/31/23 -t remains unclear if the scope of the BES 2023 phase 1 has been

For some,
the As! their leg

with litle

AW 20, Othrs seem o tinkhe A il ot he workof ne
previous

sessions. 12/31/22 - W and some DHS. stakehulders remain concerned
lack o clarity and lack of communication around the plans for and
s of the BES public portal. 11/30/22 - The new AS! s developing.

T bo md dring
thisreporting period
and communicated to

February update

regarding
Recommendation .
From our perspective.
allnecessary actions
are complete. If the
V&V does not believe.
itis Complete we.
request supporting
deall

4/23/2112p - The As!
and DHS continue to
refine the final plan
for the two portal
vision. We expect that
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