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Executive Summary 4

In August, although progress occurred in some areas, the Project is facing significant challenges that must be addressed,
including:

» Corrective Action Plan (CAP) - DHS requested a CAP from the ASI to address the root causes of the continued schedule
delays. The ASI provided a “plan to create the plan”, requiring more time for the ASI to identify and document the much-
needed corrective actions. Should DHS accept this approach, the BES project duration is likely to extend further.

* Project Schedule — Although the ASI agreed to provide a revised Project Schedule to DHS by August 12, 2022, the ASI
failed to deliver, and they have yet to provide DHS with a revised target date.

» ASI Staffing - As reported in prior status updates, the ASI stated the development delays were primarily the result of
severe ASI staffing shortages. The ASI reported they developed a staffing mitigation plan but, have not shared it with DHS
or IV&V. The ASI leadership communicated that they are pausing the implementation of the staffing mitigation plan until
they have Project Schedule approval, but no Project Schedule was delivered to DHS.

IV&V continues to question the ASI’s ability to deliver the BES solution in accordance with all contractual requirements. This
is based on factual data that the ASI has not delivered the expected results as planned and scheduled over the last 4 years.
This challenge is immense and requires strong experienced DD&I leadership to develop a realistic plan with a corresponding
schedule and deliver the solution as planned.

Jun Jul Aug Category IV&V Observations

This category remains a red status. The ASI did not deliver the revised project schedule or
CAP as planned and has not completed the GCP Change Request (CR) for DHS’
review/approval. (Red since July 2020)

Project
Management
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Executive Summary

Jun ‘ Jul ‘ Aug ‘ Category

IV&V Observations

™ V| Cm | ™ ) | System
o N 4 A 4 De S | g n

Although the ASI is now assigning multiple Business Analyst (BA) staff to all design
sessions, the Senior BA for the CMM module left the project, which may impact the project
team's ability to facilitate the design and associated artifacts for this module.

The ASI plans to add 50 resources to the project to address the ongoing development

" AN Ay .1 grc])gﬁguratlon delays. However, the ASI does not plan to hire those resources until the schedule is
: : : approved by DHS even though the ASI has not provided a revised project schedule to DHS
Development .
for review and approval.
> | 4= | ~» | Integration Progress toward finalizing the Memorandums of Agreements with two interface partners
oM oM L4 and Interface | continued in August, with a third continuing to move through design. The lack of a schedule
Management | to share with the interface partners may have an impact to interface activities.

M M v | Testing

The ASI recommended an ADA Compliance tool to DHS. DHS is currently evaluating the
ASI's recommendation. The ASI is waiting on DHS approval/acceptance before completing
the purchase and installation.

| | & | securityand
y y y Privacy

There continues be a significant amount of work for the BES Security functionality. The ASI
is adjusting security staffing assignments to minimize the risk, but time is needed to
determine the impact.
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IV&V Findings and Recommendations 4

As of the August 2022 reporting period, PCG is tracking 16 open findings (9 risks, 7 issues) and has retired a total of 59
findings. Of the 16 open findings, 8 are related to Project Management, 2 in Integration and Interface Management, 1 in
Testing, 2 in System Design, 2 in Configuration and Development, and 1 in Security and Privacy.

Open Risks & Issues

Security and Privacy

Integration and Interface Management

Testing
M Open - Med

® Open - Low

System Design B Open - High

Open Risks & Issues by Category

" = Configuration and Development
1

' = Project Management
3

Project Management

Configuration and Development

o —
=
N

= System Design
Testing
= |ntegration and Interface Management

= Security and Privacy
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IV&V Findings and Recommendations 4

The following figure provides a breakdown of all IV&V findings (risks, issues, concerns) by status (open, retired).

All Findings

Finding - Positive

Finding - Risk
M Retired

|
Finding - Issue Open

Concern

HT

o
(9]
=
o

15 20 25 30
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IV&V Findings and Recommendations 74
Findings Retired During the Reporting Period

1 e

Issue — Lack of clear understanding of the DDI approach may reduce effectiveness of all

16 SDLC Processes. Configuration and
DHS leadership and IV&V agree that the new design process is understood by the project team Development
and being followed. Therefore, IV&V is retiring this issue.

Issue — Insufficient DHS Security Resources on the BES Project may lead to delays in
77 completing security tasks and the System Security Plan (SSP) — Low Security and Privacy

IV&V is retiring this issue as DHS has remediated the BES security staffing issue.
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IV&V Findings and Recommendations 74

Preliminary Concerns Investigated During the Reporting
Period

I

Lack of the required ASI staff may reduce project productivity and quality of the BES
design that may lead to schedule delays.

Observation: DHS stakeholders and IV&V have observed that working session productivity has
g1 been hindered by the lack of sufficient knowledge, capabilities, and expertise of some ASI team Project Management
members. V&V acknowledges that some ASI staff are skilled and knowledgeable. However,
lack of skilled and experienced staff in all design sessions will likely have negative downstream
impacts. Additionally, the ASI recently announced the departure of some of their most capable
and experienced resources.

Findings Opened During the Reporting Period

I e

None
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V&V Findings and Recommendations 4

Project Management

. Criticality

Issue — Late Delivery of project deliverables has caused schedule delays.

The ASI is behind schedule with development activities which will impact the critical path. Without an
2  approved schedule, however, it is difficult to determine what is behind schedule and what impacts late Y
deliverables or activities will have to project deadlines.

Recommendations Progress

» Despite not yet having a revised baseline schedule, continue monitoring and analyzing deliverables that may

have impact to the critical path. [ [reEEse
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IV&V Findings and Recommendations 4
Project Management

n Key Findings C;t;;zl:y

Issue — Uncertainty and/or a lack of communication around long-term architecture decisions could
impact the project budget, schedule, system design, and planning decisions. @

29
No material update for this reporting period.

Recommendations Progress

» The Project should continue to vet possible architectural change impacts to the platform (e.g., ADA,

Configuration Management tools), M&O, MQD, and BES systems before finalizing architectural decisions. [ [preEEEs

» DHS continue to request ASI perform due diligence in any recommendation for foundational architecture
change decisions and continue to review with appropriate DHS stakeholders to assure a common In process
understanding of the implications of these decisions.

» The Project should continue to ensure communication between development leads and architecture leads to In process
assure optimal collaboration on possible architecture changes that could impact decisions in each area.
* Maintain current communication processes to ensure regular communication between the architecture team

and the rest of the project team to assess impacts of architecture decisions to the Project. [ [ProEEEs
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IV&V Findings and Recommendations

Project Management

n Key Findings C;g;zgty

Issue — DHS PMO project team members have transitioned off the Project, which may cause gaps in
knowledge transfer and leadership on the Project. .
DHS continues to seek applicants for the three PMO positions; these positions remain unfilled.

Recommendations Progress

In process

43

DHS continue to work with the appropriate organizations to identify the funds necessary to fill these positions.

DHS consider other options (Contractors, State employees borrowed from other agencies) to fill these positions |
: . ) crr N . n process
if there is ongoing difficulty in finding permanent hires.
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IV&V Findings and Recommendations 4

Project Management

Key Findings Criticality
Rating

Risk — The COVID-19 pandemic and the related "stay at home" order could hinder project activities
47 and negatively impact the project schedule and budget. @

No material update for this reporting period.

Recommendations Progress

» Suggest the Project and DHS create a detailed, documented risk mitigation strategy and plan that is reviewed
regularly and revised to address the current state of the COVID-19 threat and related impacts over the next 6 to

12 months. The plan should include the possible economic impacts to the state budget directly related to [ [prEesss
project resources.
» Send broad communications to stakeholders to assure clear understanding of changes to the Project with this
: . L . . In process
regard to impacts of COVID as well as clarifying communications as to what will remain the same.
» Project leadership continue to encourage independent phone conversations to enhance and accelerate In process

communications, and for team members not wait for meetings to converse.
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IV&V Findings and Recommendations 4
Project Management

n Key Findings C;g;':gty

Issue — Poor quality project deliverables may impact system design, testing artifacts and the project
49 schedule.

No material update for this reporting period. @

Recommendations Progress

» ASI review the Quality Management Plan to ensure that the Project is working within the Quality guidelines. In
particular, the ASI should evaluate and consider if it is in alignment with Section 3.1.2 Measure Project Quality,
which states “ASI measures process and product quality by 1) selecting BES implementation process and
product attributes to measure; 2) selecting component activities to measure; 3) defining value scales for each In Process
component activity; 4) recording observed activity values; and 5) combining the recorded attribute values into a
single number called a process quality index.” V&V has not seen evidence indicating the ASl is utilizing
metrics to measure its process and product quality.

HI Systems Modernization Independent Verification & Validation Monthly Report: August 2022



(1)

IV&V Findings and Recommendations

Project Management

n Key Findings C;talfizlgy

Issue — The lack of the final agreement on the scope and costs of the GCP Change Request (CR) may
lead to unanticipated DHS costs, schedule delays, and/or the need to reduce scope.

7 The ASI submitted a detailed project impact analysis to DHS and provided a demonstration of the current .
environment to DHS. The ASlI is planning to provide DHS a GCP Best and Final Offer (BAFO) for review.

Recommendations Progress

 The ASI should document the current environment M&O activities to ensure all activities are known with a clear
understanding of the “AS IS” and “TO BE” model for services beginning with the DDI, through In process
Pilot/Implementation and M&O.

» The ASI clearly document the scope of work and cost for the GCP CR during DDI and M&O and provide to

DHS for approval. In process
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IV&V Findings and Recommendations

Project Management

. . Criticality

Risk — The lack of a BES Project schedule based on accurate estimations diminishes effective
planning and resource management, which could result in late deliverables, cost increases, and a
late go-live.

74  The ASI indicated that substantial changes and improvements were made to the schedule but did not deliver .
the revised draft to DHS by the August 12" deadline nor has the ASI provided DHS with a new target date
for delivery. Without a project schedule, it is difficult for the Project to plan future activities such as hiring
required resources to staff the Project.

Recommendations Progress

» Using the available tools, review the current estimates to complete each activity compared to past actual

hours. In process
» Update as necessary and provide the DHS/ASI project managers with reports and data that accurately reflect In brocess
the DHS/ASI resource needs along with over/under allocations of staff for the duration of the Project. P
» Develop mitigation and contingency plans that are tracked/managed by DHS/ASI for all tasks that are behind In process

schedule or are at risk of being behind schedule which includes resource management.

» Discuss, validate and address additional concerns within the project processes that may cause the project
delays other than inaccurate estimates such as over reliance on POs, slow design sprints, and cadence of In process
development teams.

+ DHS and the ASI agree to a revised schedule against which project deliverables can be managed. In process
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IV&V Findings and Recommendations
Project Management

. Criticality

Risk — Volunteer DHS resources leaving the Project may lead to schedule delays, lower morale, and

76 burnout. @
No material update for this reporting period. IV&V continue to monitor.

Recommendations Progress

» Allocate more time for the DHS team members to dedicate time to the Project. In process

» Carefully plan for all project activities with reasonable hour allocations for the DHS resources and adjust dates

in the BES Project schedule accordingly. IEIEEEE
» Add cushion time to the schedule for unexpected project delays. In process
* Provide incentives for the DHS resources to help maintain the project team and possibly alleviate attrition or In process

increase the number of volunteers to the team.
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IV&V Findings and Recommendations 4

Integration and Interface Management

n Key Findings C;z::i?‘gty

Risk — The lack of early planning and coordination with interface partners may result in schedule

delays.
©

63  The status-of the three remaining required agreements (DAGS, DLIR, HYCF) have not changed. The lack
of a project schedule may impact the interface partners ability to plan for and support BES interface testing.
IV&V is evaluating the lack of an approved schedule on the criticality rating for this finding.

Recommendations Progress

» Complete all MOAs and obtain approval. In process

+ Confirm testing dates with interface partners in writing. In process
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IV&V Findings and Recommendations 4

Integration and Interface Management

n Key Findings C;z::i?‘gty

Issue — External vendor delays in the development of the BES task management system (Current)
79 interface have impacted the project schedule. ( M

No material update in the reporting period.

Recommendations Progress

» Ensure that there is an agreement between DHS and C!A to address roles/responsibilities and outcomes. In process

» The ASI provide test results from the task management integration to ensure that the interface works. Not Started

HI Systems Modernization Independent Verification & Validation Monthly Report: August 2022



V&V Findings and Recommendations H
Configuration and Development

n Key Findings C;talfizlgy

Risk - Insufficient configuration management could lead to development confusion and reduce the
effectiveness of defect resolution. @

70
The ASI updated the Configuration Management Plan (CMP) with additional configuration management

details.

Recommendations Progress

» ASI adhere to plans for configuration management as documented in BI-6 DDI Plan, Section 5.2 and clarify

details and/or any changes with DHS. [ [preEEEs
» ASI validate plans for configuration management with DHS and agree on a meaningful set of configuration
X , . In process
items or settings they will track.
» Project work to clarify/solidify plans for the potential use of configuration management tools and DHS work to Not
fund and procure a CM tool, as required, to avoid any negative impacts to the project. Started
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V&V Findings and Recommendations H
Configuration and Development

n Key Findings C;talfizlgy

Risk — Development delays could negatively impact the project schedule and delay go-live.

The ASI continues to onboard additional development resources, stating they added 2 on-shore and 2 off-
shore developers to their team. Though an updated schedule has yet to be completed by the ASI, they

80 estimate they will need approximately 50 additional resources to assure adequate velocity and cadence to
complete the project in the proposed timeframe. However, until a revised schedule is available the actual
number of additional resources needed is not known. The ASI is delaying full recruitment for these positions
until the project schedule is approved but have not submitted the revised schedule to DHS.

Recommendations Progress

» Complete and execute remediation plan based on the result of a Root Cause Analysis (RCA). In process
» ASI consider moving/adding/replacing project team resources strategically to effectively increase velocity. In process

» ASI track and regularly provide DHS with an accurate velocity (e.g., story points per day/week/month) and

assure that the current velocity is accurately and consistently reflected in the project schedule. [ [reEEse
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IV&V Findings and Recommendations H
System Design

n Key Findings C;t;;igty

Issue — Poorly executed JAD and "design sessions" could lead to inaccurate design and rework.

61 The ASI’s addition of senior BAs to the design sessions has resulted in improvement. The Senior BAs offer
guidance to ensure the project team remains focused on the design. Unfortunately, one of the Senior BAs
has left the project so it is unknown if this practice will continue for all BES design sessions.

Recommendations Progress

» The facilitator should use their expertise to drive discussions through leading questions. In process

» BAs should come to Day one of Design Sprint fully prepared to facilitate discussion on topic of sprint, with
adequate knowledge about business process and approach for design based on JAD/JAR notes and other In process
pertinent material.
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IV&V Findings and Recommendations

(1)

System Design

n Key Findings C;talfi':l‘lgllty

73

Risk — The planned BES infrastructure is complex which could be difficult to implement and
maintain and could lead to schedule/cost impacts.

The ASI intends to engage two 3rd-party vendors to assist with the production environment build (once the (M
GCP change order is approved), which could increase their velocity. The inclusion of these vendors could

also mitigate the risk of maintaining a complex infrastructure if these vendors can provide experts who have

significant experience with cloud infrastructure and related tools.

Recommendations Progress

ASI clearly communicate the potential costs and schedule impacts to implementing the planned infrastructure. In process

DHS work with the ASI to assess the potential challenges of maintaining a complex environment and consider

scaled back options that could reduce this risk and reduce long-term support costs. In[pIrEeEss
ASI develop a process to closely monitor cloud and other product changes (software updates/new releases), In brocess
manage changes, and regression test once updates are applied. P

The project team work to establish strong governance over the utilization and maintenance of various Not
components to simplify their use and monitoring. Started
ASI development team identify infrastructure components and techniques that are new to them and take action Not

to assure potential integration problems do not lead to unexpected delays. Started
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IV&V Findings and Recommendations H
Testing

. Criticality

Risk - The Americans With Disabilities Act (ADA) Section 508 compliance tool has not been

. installed for the Project, which may cause significant rework. M
No change in status. Waiting on DHS acceptance/approval to move forward with purchase, installation, ‘

configuration, and implementation of the ASI-recommended ADA compliance tool.

Recommendations Progress

* The ADA tool meets contractual and project requirements. In process
* The ASI communicates a plan for ADA test execution. In process
» The ASI communicates how the tool will be used to report compliance and non-compliance and how non- In process

compliance will be addressed/corrected

* The ASI communicates how and when DHS/IV&V will be provided the reports from the ADA tool execution and In process
how to interpret the results.
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IV&V Findings and Recommendations H
Security and Privacy

. Criticality

Risk - Insufficient planning/execution of the BES Security Plan activities may lead to delays in
gaining Federal Partner approval for the BES Project to begin the Pilot Phase.

68 IV&V recommends that Security SMEs leading security and privacy-focused workshops and technical .
sessions have a depth of experience in NIST 800-53 and with experience authoring implementation
statements of System Security Plans (SSP). The ASI will be changing the ASI security lead in September
2022.

Recommendations Progress

» The ASI continue to develop the BI-13 Security Plan in close collaboration with DHS. In process

» DHS and the ASI agree upon the tools and process that will be used to document and track security control
implementation, such as security governance, risk, and control (GRC software). The process should define the

level of detail needed to track progress (estimates, target dates, risks, issues, evidence) along with the 11 [BEEEEE
Requirement Traceability Matrix, and plans of actions and milestones (POAM).
» ASI add a Security Architect to the Project ASAP to assist with the Security Plan activities. In process
» ASI ensure that the ASI Security Lead has a depth of experience in NIST 800-53 and experience authoring Not Started

implementation statements of System Security Plans (SSP).
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V&V Engagement Status

IV&V Engagement Area May Jun Jul Comments

V&V Budget

IV&V Schedule

IV&V Deliverables PCG submitted the final July IV&V Monthly Status Report.

Al Pangelinan has left PCG and is no longer supporting the

IV&V Staffing BES IV&V team.

IV&V Scope

Engagement Status Legend

The engagement area poses a

The.engagement areais The engageme.nt area is significant risk to the V&Y

within acceptable somewhat outside acceptable . : :
project quality and requires

parameters. parameters. ; . .
immediate attention.
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V&YV Activities

« V&V activities in the August reporting period:

» Completed — July Monthly Status Report
* Ongoing — Review the BES Project Artifacts and Deliverables
* Ongoing — Attend BES Project meetings, (see Additional Inputs pages for details)

* Reviewed available ASI Original Contract and BES Optimization contract amendment
documentation

« Planned IV&V activities for the September reporting period:
* Ongoing — Observe BES Design and Development sessions as scheduled
* Ongoing — Observe Bi-Weekly Project Status meetings
* Ongoing — Observe Weekly Architecture meetings
* Ongoing — Observe Weekly Security meetings
+ Ongoing — Observe Agile Development meetings
« Ongoing — Monthly IV&V findings meetings with the ASI
* Ongoing — Monthly IV&V Draft Report Review with DHS, ETS and ASI
* Ongoing — Participate in weekly DHS and IV&V Touch Base meetings

+ Ongoing — Review BES artifacts and deliverables
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Deliverables Reviewed

Deliverable Name B RS Version
Date
BI-15 Release 0.8 Fully Configured and Developed System — DRAFT 8/26/2022 V0.2
BI-10 Release 0.9b CMM Broadcast Notification — DRAFT 8/25/2022 V0.1
BI-10 Release 0.8 FMM EBT Core(Iteration 3) 8/25/2022 V1.0
BI-10 Release 0.8 FIS Interface Consumption (lteration 3) 8/25/2022 V1.0
BI-10 Release 0.8 FMM Card Issuance (Iteration 3) 8/25/2022 V1.0
BI-22 Release 0.9a System Test Report — DRAFT 8/24/2022 V0.1
BI-10 Release 0.10 FMM — DRAFT 8/15/2022 V0.1
BI-10 Release 0.9b Financial Management Module — DRAFT 8/55/2022 V0.1
BI-10 Release 0.8 FMM EBT Core(lteration 2) 8/11/2022 V1.0
BI-10 Release 0.8 FIS Interface Consumption (Iteration 2) 8/11/2022 V1.0
BI-10 Release 0.8 FMM Card Issuance (Iteration 2) 8/11/2022 V1.0
BI-10 Release 0.9 CF Create a Task - DRAFT 8/3/2022 V0.1
BI-22 Release 0.8 System Test Report (Iteration 1) 8/2/2022 V1.0
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Additional Inputs — Artifacts

Artifact Name Artifact Date Version
Unisys Contract Amendment 3 4/17/2020 N/A
FNS Handbook 901 01/2020 V2.4
BES Project Schedule (BI-5) 8/05/2022 08052022
8/31/2022
8/24/2022
BES Weekly Status Report 8/17/2022 N/A
8/10/2022
8/3/2022
BES Risks and Issues Log N/A N/A
BES Interface Communication Plans and Interface Control Documents N/A N/A
NIST Special Publication 800-53 Security and Privacy Controls for Information Systems and Organizations 12/20/2020 Rev.5
BESControls_8 22 22.docx 8/22/2022 N/A
BES New System Certifications_8 28 22.pptx 8/28/2022 N/A
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Additional Inputs 4

Meetings and/or Sessions Attended/Observed:

Weekly Platform Status Meeting — 8/2/2022, 8/9/2022, 8/16/2022, 8/23/2022, 8/30/2022
Bi-Weekly Project Status Meeting — 8/3/2022, 8/17/2022, 8/31/2022

Bi-Weekly BES PMO and IV&V Touch Base — 8/4/2022, 8/18/2022

Weekly BES Dev Stand-up — 8/3/2022, 8/10/2022, 8/17/2022, 8/24/2022, 8/31/2022
Weekly BES Project Schedule Review Meeting— 8/2/2022, 8/9/2022, 8/16/2022, 8/23/2022
IV&V Team Meeting — 8/1/2022, 8/4/2022, 8/8/2022, 8/11/2022, 8/15/2022, 8/18/2022, 8/22/2022, 8/25/2022,
8/29/2022, 8/31/2022

Weekly DHS-Unisys Security Touchpoint — 8/2/2022, 8/9/2022, 8/16/2022, 8/23/2022, 8/30/3033
. CIA Bi-Weekly Meeting —8/4/2022, 8/4/2022, 8/18/2022

9.  BES Security Controls Meeting — 8/4/2022, 8/11/2022, 8/18/2022, 8/25/2022

10. BES Testing Touch base —8/10/2022, 8/24/2022

11. HI DHS BES July Draft IV&V Report Review — 8/11/2022

12. Bi-Weekly DHS and IV&V Touch Base Meeting — 8/9/2022, 8/23/2022

13. ASI/IV&V Mid-month Check-in — 8/19/2022

14. ASIand IV&V Pre-Draft Report Review — 8/2/2022

15. Executive Steering Committee Meeting — 8/18/2022

16. HIBES ASI and IV&V Touch Base - Functional Team — 8/17/2022

17. HIBES ASI and IV&V Touch Base - Technical Team - 8/17/2022

18. Monthly Project Risk and Issue Review Meeting — 8/17/2022

19. Implementation Planning—8/10/2022, 8/24/2022

20. CO19 Manage Provider —8/1/2022, 8/3/2022, 8/5/2022, 8/10/2022

oOu ks wWwNE
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Additional Inputs — Continued 4

Meetings and/or Sessions Attended/Observed:

21. R0.13 Correspondence Specs —8/1/2022, 8/3/2022, 8/5/2022, 8/10/2022

22. CO23b Manage Interface Verification 8/1/2022, 8/3/2022,

23. FMS50k Receive FIS Data - Inactive/Dormant/Expunged File / FM50I Receive FIS Data - Grant Expungement File 8/2/2022,
8/4/2022, 8/5/2022, 8/9/2022

24. RO0.14 Report Specs 8/2/2022, 8/3/2022, 8/3/2022, 8/4/2022, 8/9/2022, 8/11/2022, 8/15/2022, 8/18/2022, 8/23/2022,
8/24/2022, 8/25/2022, 8/29/2022, 8/30/2022

25. Manage SMRF 8/2/2022, 8/4/2022, 8/9/2022, 8/10/2022, 8/11/2022, 8/16/2022

26. CO11 Restore Program —8/2/2022, 8/4/2022, 8/9/2022, 8/11/2022, 8/29/2022

27. PEO4 Override Eligibility — 8/3/2022, 8/9/2022, 8/11/2022, 8/16/2022, 8/18/2022, 8/23/2022, 8/24/2022

28. FM53 Receive Lockbox Data — 8/4/2022, 8/10/2022, 8/18/2022, 8/23/2022, 8/23/2022

29. CF52a Manage Documents —8/12/2022, 8/15/2022, 8/17/2022, 8/22/2022

30. FM23a Manage Write-Offs — 8/12/2022, 8/16/2022, 8/18/2022, 8/23/2022, 8/25/2022, 8/29/2022

31. FMS51b Receive FNS Data — 8/15/2022, 8/17/2022, 8/22/2022, 8/24/2022, 8/24/2022, 8/30/2022

32. CO54b Send BEER Data —8/16/2022, 8/18/2022, 8/23/2022, 8/29/2022

33. CF71 Manage Supervision —8/17/2022, 8/22/2022, 8/23/2022

34. FM30 View Overpayment List - 8/29/2022

35. PEl11la Review Additional Budget Details — 8/29/2022

36. IF25 CYRCA ICD - 8/30/3033

37. MDM Consent Management — 8/30/2022

38. Weekly Functional PMO Meeting — 8/1/2022, 8/8/2022, 8/15/2022, 8/22/2022, 8/29/2022

39. Data Conversion PMO meeting — 8/1/2022, 8/8/2022, 8/15/2022, 8/29/2022

40. Weekly Interfaces - PMO Meeting — 8/1/2022, 8/8/2022, 8/15/2022, 8/22/2022, 8/29/2022
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Additional Inputs — Continued 4

Meetings and/or Sessions Attended/Observed:

41. PMO Meeting Structure — Testing — 8/4/2022, 8/11/2022, 8/18/2022, 8/25/2022

42. PMO Meeting Structure - BES Development —8/4/2022, 8/11/2022, 8/18/2022, 8/25/2022

43. PMO Meeting Structure - AH/MDM/SSP Development — 8/9/2022, 8/16/2022, 8/23/2022, 8/30/2022

44. BES Design Sprint Retrospective & Planning —8/5/2022, 8/26/2022

45. BES CCB Monthly Meeting — 8/10/2022

46. DDI Architecture Review — 8/4/2022, 8/22/2022

47. [BES] Screen Prototype Review - FMM FM50k Receive FIS Data - Inactive/Dormant/Expunged File / FM50I Receive FIS Data
- Grant Expungement File — 8/11/2022

48. [BES] Screen Prototype Review - CMM CO19 Manage Resources —8/11/2022

49. RO0.9 SIT Go/No Exit —8/16/2022

50. [BES] Screen Prototype Review - CMM CO14 Manage SMRF —8/18/2022

51. Disqualification List — 8/23/2022

52. [BES] BI-22 Release 0.9a Walk-Through - System Test Report — 8/25/2022

53. [BES] Screen Prototype Review - CMM PE04 Override Eligibility — 8/25/2022

54. [BES] Screen Prototype Review - FMM FM53 Receive Lockbox Data — 8/25/2022

55. [BES] R0.9c Sprint End Client Demo - SSP Accessibility — 8/29/2022

56. Review Draft UAT Outline —8/31/2022
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Appendix A — V&V Criticality Ratings

Criticality | 61 ition
Rating

A high rating is assigned if there is a possibility of substantial impact to product quality, scope, cost, or
. schedule. A major disruption is likely, and the consequences would be unacceptable. A different
approach is required. Mitigation strategies should be evaluated and acted upon immediately.

A medium rating is assigned if there is a possibility of moderate impact to product quality, scope, cost,
M or schedule. Some disruption is likely, and a different approach may be required. Mitigation strategies
‘ should be evaluated and implemented as soon as feasible.

A low rating is assigned if there is a possibility of slight impact to product quality, scope, cost, or
@ schedule. Minimal disruption is likely, and some oversight is most likely needed to ensure that the risk
remains low. Mitigation strategies should be considered for implementation when possible.
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Appendix B — Findings Log

« The complete Findings Log for the BES Project is provided in a separate file.

HI Systems Modernization Independent Verification & Validation Monthly Report: August 2022



Appendix C — Acronyms and Glossary

Acronym
APD
ASI
BES
CCWIS
CM
CMMI
CMS
CR
DDI
DED
DHS
DLV
E&E
EA
ECM
ESI
ETS
FIPS
HIPAA
IDM
IEEE
IES
ITIL

Definition

Advance Planning Document

Application System Integrator

Benefits Eligibility Solution

Comprehensive Child Welfare Information System
Configuration Management

Capability Maturity Model Integration

Center for Medicare and Medicaid Services

Change Request

Design, Development and Implementation

Deliverable Expectation Document

Hawaii Department of Human Services

Deliverable

Eligibility and Enrollment

Enterprise Architecture

Enterprise Content Management (FileNet and DataCap)
Enterprise System Integrator (Platform Vendor)

State of Hawaii Office of Enterprise Technology Services
Federal Information Processing Standard

Health Information Portability and Accountability Act of 1996
Identity and Access Management (from KOLEA to State Hub)
Institute of Electrical and Electronics Engineers
Integrated Eligibility Solution

Information Technology Infrastructure Library
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Appendix C — Acronyms and Glossary 4

Acronym Definition

V&V Independent Verification and Validation

KOLEA Kauhale On-Line Eligibility Assistance

M&O Maintenance & Operations

MEELC Medicaid Eligibility and Enrollment Life Cycle
MEET Medicaid Eligibility and Enrollment Toolkit
MOU Memorandum of Understanding

MQD Hawaii Department of Human Services MedQuest Division
NIST National Institute of Standards and Technology
OE Operating Environment

oIT Department of Human Services Office of Information Technology
PIP Performance/Process Improvement Plan
PMBOK® Project Management Body of Knowledge

PMI Project Management Institute

PMO Project/Program Management Office

PMP Project Management Plan

QA Quality Assurance

QM Quality Management

RFP Request for Proposal

ROM Rough Order of Magnitude

RMP Requirements Management Plan

RTM Requirements Traceability Matrix

SEI Software Engineering Institute

SLA Service-Level Agreement

SME Subject Matter Expert
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Appendix C — Acronyms and Glossary 4

Acronym Definition

SOA Service Oriented Architecture

SOW Statement of Work, Scope of Work

VVP Software Verification and Validation Plan
XLC Expedited Life Cycle
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Appendix D — Background Information 4

Systems Modernization Project
The DHS Enterprise Program Roadmap includes contracting with three separate vendors with the following high-level scope:

» ESI or Platform Vendor — responsible for the shared technology and services required for multiple Application vendors to
implement and support functionality that leverages the DHS Enterprise Platform.

» ASI or ASI Vendor — responsible for the DDI of the Benefits Eligibility Solution (BES Project) enhancing the currently
implemented Medicaid E&E Solution (KOLEA) and providing support for the combined Solutions.

+ CCWIS Vendor —responsible for the DDI of the CCWIS Solution to meet the needs of child welfare services and adult
protective services (CCWIS Project) and providing support for the Solution.
Systems Modernization IV&V Project

IV&V performs objective assessments of the design, development/configuration and implementation (DDI) of DHS’ System
Modernization Projects. DHS has identified three high-risk areas where IV&V services are required:

* Transition of M&O from DHS’ incumbent vendor to the ESI and ASI vendors
« BES DDI
« CCWIS DDI

On the BES DDI Project, IV&V is responsible for:

» Evaluating efforts performed by the Project (processes, methods, activities) for consistency with federal requirements
and industry best practices and standards

» Reviewing or validating the work effort performed and deliverables produced by the ASI vendor as well as that of
DHS to ensure alignment with project requirements

* Anticipating project risks, monitoring project issues and risks, and recommending potential risk mitigation strategies
and issue resolutions throughout the Project’s life cycle

» Developing and providing independent project oversight reports to DHS, ASI vendors, State of Hawaii Office of
Enterprise Technology Services (ETS) and DHS’ Federal partners
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Appendix D — Background Information 4

What is Independent Verification and Validation (IV&V)?

+ Oversight by an independent third party that assesses the Project against industry standards to provide an unbiased view to
stakeholders

« The goal of IV&V is to help the State get the solution they want based on requirements and have it built according to best
practices

* V&V helps improve design visibility and traceability and identifies (potential) problems early
+ IV&V objectively identifies risks and communicates to project leadership for risk management

PCG’s Eclipse IV&V® Technical Assessment Methodology
+ Consists of a 4-part process made up of the following areas:

1. Discovery — Discovery consists of reviewing documentation, work products and deliverables, interviewing project team
members, and determining applicable standards, best practices and tools.

Research and Analysis — Research and analysis is conducted in order to form an objective opinion.

Clarification — Clarification from project team members is sought to ensure agreement and concurrence of facts
between the State, the Vendor, and PCG.

4. Delivery of Findings — Findings, observations, and risk assessments are documented in this monthly report and the
accompanying Findings and Recommendations log. These documents are then shared with project leadership on both
the State and Vendor side for them to consider and take appropriate action on.

IV&V Assessment Categories for the BES Project

. Project Management ® Security and Privacy
« Requirements Analysis & Management * Testing
» System Design * OCM and Knowledge Transfer

» Configuration and Development Pilot Test Deployment

+ Integration and Interface Management + Deployment
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81 Lackof the required ASIstaff may reduce  Michael Fors  Concern 9/8/2022 Project productivty A primary ed, a5 3 3 Hgh Open
project productivity and quality of the BES Management by the billies, and duct i doni [
design that may lead to scheduie delays expertiseof typeof e !
However, lack o skiled  they
staff L
Additionall their some of the ASls
most capable and experienced resources. be hindered,
and software design quality could be reduced. Further, the ack of
sufficiently capable AS| resources could weigh heavily on alreatly
constrained DHS SMEs as they attempt to compensate and expend
I if
indi gressively If software
) it could
80 Development delays could negatively impact Michael Fors  Finding - 67301202 it hedule  OPEN plan based on the resultof 3 Immediate. 3 3 Med opn  o8/30/22-
the project schedule and delay go-five. R Development  unable maintain their delays may lead ive date. level . & 2 onshore and 2
of Note that Though an updated schedule has yet to be completed by the ASI, they
address these delays, Previously,the 0 I agrees, that some of | adding additonal junior resources staffing estimate they will need approximately 50 additional resources to assure
 analysis, and . adequate velocity and cadence to complete the project n the proposed
task level of effort i 2 pa AS! has been timeframe. H
= e DHS meeting) story points of additional resources needed is not known. The ASI is delaying full
and per approved but
with finding quaifed resources n a timely maner. nd I Uldesign have not subitted the revised schedle to DHS. 07/27/22 - The AS| has a
‘expertise) to improve, which has contributed to unproductive design pen
sessions (see Finding #61). It remains unclear if scope creep has posiions, but the current job market presents challenges. The ASI plans to
contributed to these delays
the level of effort to address changes to Federal security control
requirements (revision 5 of NIST); which may increase development efforts
the tracking 2
P accuracy 3
allowing the.
meet development milestones and planning,
79 External vendor delays in developmentof  Michael fors  Finding - 6/3/2022 ntegrationand is DHSand A toaddress @3 5 1 wed open
the BES task management system (Current) ssue Interface < developed by i ). 2 )
interface have impacted the project Management be done by As 0f 05/25/2022, the vendor)
scheche. 0. ing  related tasks. The Benefi the  between DHS, the ASI, IV, and CIA. Completed. 3. The ASI provide test requirements. In addition, DHS and the AS1 have established biweekly
A a will meetings with the task management vendor. 06/30/2022 - The task
e . .
the tasks. lgibility Workers willclaim tasks, and the Supervisors will
that will interface vendor. Based upon receiving the needed information, WV is
86 cras reducing the critcaltyrating to ‘Mediun’06/02/2022 - Issue created
~ Manage CIA Data use case. The AS! has stated that webhook s required
before some critcal path development tasks can commence
7 ject EariBuba g - 3/3/2022 Project 0 the BES Projectareall  The replacement of DHS resources i project roles (e, testers and product immediate 0 2 Wed Open 22 Nomaterial upd
maylead toschedule delays,lowered Rk Management d DHS team members the Project.+ monitor. 7/27/2022 - No material update for ths reporting period.
morale, and burnout, and e roles atany < o 7/6/2022-In -
time. d creating  the d -
a +provide joined the tear to support the Returned Meail Use Cases, - One SME to
provided, their d DHS resources the project team and DHS
resources
staffing needs. IV will evaluate the impact of these staff addtions to
toa
their operations positions. DHS is activity working to mitigate this iskby
4/26/2022 - A new DHS tester has joined the testing team and is being.
trained. Two additional testers are needed on the AS! team, and itis
testing, 8
operational roles
project plan may help forecast resource needs for FAT. DHS s taking steps
o retain resources in these roles as they are volunteer" roles. 3/28/2022 -
DHS SME's are not assigned to the project as full time resources. DHS
at any time or may be called back to address BESSD operations needs.
aditional DHS testing expertise becomes apparent i the revised SDLC
74 Thelack of aBES Projectschedule based onRyanTan Findng-  11/29/2021 Project Immedate 4 4 Heh Open  8/31/2022 - The ASI indicated that substantial changes and improvements
accurate estimations diminishes effective ssue Management 3 needed, pa hours » Upd: i i i by
planning and resource management, which Theuse the August 12th deadline nor has the AS! provided DHS with a new target
could resultn lte deliverables, cost h d budget issues. for

increases, and a late gorlive.

resource management and critical path analyss, all of which were
addressed and closed.

the duration of the Project » Discuss, validate and address additional

other than inaccurate estimates such as over reliance on PO, slow design
int d

104

the Project to

, Bte ;

7/29/2022 The AS! delivered a draft schedule that did not meet DHS's

Intheir CAP, the
022. D

further analysis,
the AS! anticipates pdates to the existing go-live and pilot dates. Si

further delays and

the May 18,
DHS stated late

June 24,

progress for DHS approval. 5/31/2022 - A draft project schedule was

submitted for DHS approval. It incorporated additional DHS resources nto
i d extended the i Testing

duration
June 2022.
Project schedule due to past performance of the ASI and known current

| d updates

manage the Pr I ffuture
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73 The planned BES infrastructure is complex ~ Michael Fors  Finding - 10/28/2021  System Design Current AS| infrastructure plans include a significant number of If the level of effort manage theBES o and to Next several month 3 3 Med Open 08/30/22 - The ASI intends to engage two 3rd-party vendors to assist with
which could be dificult to implement and sk infrastructure, staffed by the AS), the maintain i poroved),
lead to schedule/costimpacts. Further, Delays i process should nclue steps o provide a detailed impact of DHS
e test,  finaizing " e gatethe risk these
and and Complex e + OHS work with the
hold the 07/31/22 - Asl
of and The ASt
"moving part") and ncrease the level of « Sl develop a process to dlosely monitor coud recently reinsttuted weekly architecture meetings with DHS and other
bugs. Further, and other The ASt the revised
remain nan for " led. » fadoral
exemple, further complicate
Cloud faled thatled tosimpl . i dd unexpected work to complete the nfastructure buildout, The ASI
). Googl techniq por ;this
Mi ft ke this ris| explicit and
Azure). VAV could not lead or example, it
pointsin conduct proof of concepts to assure Infrastrcture components work a5 06/30/22-
be iffcult to resolve and lead to project disrupton, f OHS Intends o expected escalating the cricaly ating from 'Low'to "Medium’ based on the
e state “The
employees, they could face challenges supporting toolsthey may not be experienced deays I arecent release due to problems related to
famillar with ina complex nfrastructure environment Theroot
cause of these delays may be because the infrastructure utiizes a series of
,integrated,
R , maintain,
replicate, and troubleshoor the complex nfrastructure. - Complex
team
and technique: 10 ssure potential
n 8/23/2021 Project I il 2020, i ASAP 4 4 High Open 8/31/2022 - The AS| submitted a detailed project impact analysis to DHS and
Management i it i “AS 15" and provided a demonstration of the current environment to DHS. The ASI is. 9/9/2021 - RAP: Point
he he in April 2020. The: “TO BE” model for services beginning with the DD, through planning to provide DHS a GCP Best and Final Offer (BAFO) for review. of clarification. The
unanticipated DHS costs, schedule delays, i , i ‘was made in the. il 7/30/2022 - The Al and DHS have  general agreement to the scope of the. SOAP agreement dic
and/or the need to reduce scope. the July/August DHS' d M and O and e GCP CR. The ASI not estat at the
i Lithas b 1 i i i for approval. project wouid be
decided ‘when DHS will 12/16/2021 Complete CRis liz d i not deployed to the Cloud.
‘gf i d work. The BES  and Mair Phases. ‘completed. Uncertainty created by this open scope issue has already SOAP provided that
development be done
on the CR, however; t s no ina p in the Coud and
e AS), ES1 and DH specifcallthat
deployment would we
tes. Al these take time to comlete et there are no tasks and beto the on-premise
activiies n the schedule to complete this work. 5/31/2022 VY has environement.
owever,we did
acp s n 202, acknowledge that
thattheir work the CRis ‘at deployment may move
W9 5 tothe Coud. Thefinal
ity approved GCP et veto
 fh Ehrer GCP for production
is escalated to High. 4/30/2022 - The AS! developed a Rough Order of was made i Juy
et 2020, The coss for
he managing the UAT,
kot Production,and
Security work. 3/31/2022 - DHS and the ASI have met to further define the. Disaster Recovery.
Scope of the CR and confirm the responsibilties of the AS! and ESI. DHS. environments were
o notincluded inthe
then will engag pportunity S0nF e
70 Insufficient configuration management Michael Fors ~ Finding - 8/23/2021 Configuration and ti OPEN ASAP. 2 2 low Open 08/30/22 - The AS| updated the Configuration Management Plan (CMP) with
could lead to development confusion and Risk Development , ‘ensures the BES is The BES solution ), Section 5.2 and/or ge has 9/9/2021 - RAP: We.
educe the ffectiveness of defect resolution progress has been 1 of automation i oS, + e and and functonal forAsito lookforward to
(e, CMDB), the CM infrastructure.  should provide s i w receiving specific
Cloud thaccurat . i that some configuration management (CM) detals have yet to be finaized inguiriesfromthe
items. However, itis oftems that  mana and Moo, 25 and thelack of darity around the CM database (CMDB) tools. For example, Navteam on
impact CM. for are ncluded in Jan along with the detils regarding the  required, o avoid any negative impacs tothe project, COMPLETED « not partof confguration
‘configurations. d audi that the GCF 06/30/22 - nmanagementand
intention i X ning conversations.
defined CW steps and plan are being followed, are effective, and are. however, it emains unclear if progress has been made on 1) finalizng this Wedoacknowledge
‘achieving DHS objectives for CM. 7/31/2022 decision, J, and 3) the status. g for pu that the plan likely
Further, it remains unclear whether DHS wil utilze their existing SN needsto be updated
installation or create aseparate intance and who will b responsible for toreflectthe.
defining the service catalog and SN/CM processes. Funding for SN is. processes in place on
currently dependent on the approval and funding of the GCP change theproject for
vequest; it remains unciar f contingencies have been detailed or confgurtion
documented i GCP i not approved. VY has elevated this Concern’to a management.
‘Risk’. 05/31/22 - No material update in the reporting period. 4/29/22 -
IV expects thisconcern to be Increasingly impactfl 2 the Project
approaches go-fve. Implementation of al the components of configuration
not
fully meet the needs of the Project or DHS expectations. 03/31/22 - No
‘material update for this reporting period. 2/28/22 - No material update for
this reporting period. 1/31/22 - No material update for this reporting.
period. 12/31/21- No material update for this reporting period. 11/29/21
~The o i
68 Insufficient planning/execution of the BES  Dustin Heath  Finding - 7/28/2021 securityand Over months, the BES proje plan to define, implement, test, and ‘OPEN - The ASI continue to develop the BI13 Security Plan in close s N 5 Hgh Open 08/31/2022 — IV recommends that Security SMEs leading security and
Security Plan activities may lead to delays in Risk entering the 9/9/2021 - RAP: The
gaining FederalPartner approval for the BES i i Pt phase 3 i i experience in NIST 800-53 and with experience authoring implementation
Projectto begin the Pilot Phase. team Workbookto ris, oftware). The process statements of GCP for deployment
(DED) fising it i detail i targe ‘security lead in September 2022. 07/31/2022 - The ASl filled the Security has driven the need
and changes tothe project snce inception dates,risk s Traceabiity it prior NIST Securi i fora completerewrite
Polcies,Standards, Control i Mar and d 2 Securt of the security plan
foreach control -As1 [3 per DHS. The ASi s in
has 2 depth of 50053 is i tec theprocess of
planning the effortto
Plans (SSP). COf . d. A use make these updates.
1/4/22 Complete - AS|, per DHS guidance, should begin to pivot toward the ‘Aha and Cor The effort required to
(5P)controls. Howeer,an electronic Governance, Risk,and Compliance completethis work
live. COMPL i ‘system (eGRC) is under consideration at DHS. 6/28/2022 —The ASI hired a will be included in
g0 ive based on their meeting and provide AS!with proper gidance. FNS i i s ether the GCP change
s should be documented as partof B1-13 Security Plan requestor a new
are more inthe form of status updates. Waorking sessions on th system change request We
planning meetings and workshops. COMPLETE 7/31/2022 ity in July. 5/31/2022 - lookforward to
While additional discussions
the lackof . the VB and OHS.
i i The
dit
wil " April
2200, WV has ot observed any ASI Security SWEs attending s
meetings. asecurity
Archi o the
cased

2014
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istent. (closed

DHS and W
(closed, 1/31/2022)

focus of
this finding will be addressed. 1/31/2022 - Based on ASI and DHS testing

complete.

low cause
be addressed. 12/31/2021- The completion of Release 0.6 testing should

[ Werted Analyst  Finding.
Tite Reporter e Category Observation sinifcance Recommendation Event Horizon __Impact __Probabilty _Pririty __ Status __ Status Update Client Comments Vendor Comments
67 The Americans With Disabilities Act (ADA)  arlBusba  Finding- mz/mn Testng While RO.3 and RO.4 reported that Section 508 compliance had been There is  contractual obligation and requirement for BES to be ADA 1/31/2022- % b 3 3 Med open
Section 508 compliance tool has not been Rk finding. - The ADA tool d - move forward with purchase, instalation, configuration, and 9/9/21- RAP: The AS1
installed for the Project, which may cause: I The AD fan for ~The Ast 7/27/10217 has invited the V&V
significant rework. performed. This risk has A5l over (eg, . communicates how the tool will be used to report compliance and non- tomake contact with
months, results to-date. how ~The I reded epors o o o et e i ppror e e smm the development team
Part of ot to review the results
10p t0ol for ADA compliance as an interim solution. WV has not received [ Jations, and Standards,  the ADA tool @ o Superseded tool. 6/29/2022- YheADAcomphancemo\ isstil inthe tria phase b of the desk-top ool to
the El Technology  8/30/2021- approval on gain insight. To date,
for all ADA compliance tems ASIvalidates it willper the BES architecture, the IV& has not
Act, which was verified in d e hase s fihed,an the repart geeraed 5/31/2022The St bas contactedthe
- for when the AD/ be putinto needs of the developmentlead to
toW3Clevel 2 , sub- action, how the tool il report compliance or non-compliance, how non- have further
parts of Section 508 of the il o and how and when that tool. The ASI completed discussionson this
8571 the reports from and how to interpret those ool and now needs o 1 recive DS approva 0 use the 00,2 purchase topic
N reports for the code from previous, current and future releases the tool, 3) configure the system to accommodate the tool, and 4) nsttute.
Handbook, the tool ipeline. 4/26/2022 -
the Section 508 compliance guideline (htts;//sections08.gov/) there may & selecte
be significant amount of rework to the solution in March. This tool was demonstrated to the AS| and appeared to provide
d the needed
architecture. A second ADA tool under review has a proof of concept
scheduled for the week of 5/1/2022, The AS! hasstated that ltle impact s
expected from the delay in performing ADA compliance testing and that a
3/28/2022 -The. e
ADA o0l for consid d
Nextstep s o
i the As!
el rough manal vlation o Secton 08 s o
applications can be e with
6 Thelack of early planning and coordination  Michael Fors  Finding - 1/21/2021 Integration and i i i i OPENS, i Qa0 4 1w Open  08/26/2022- Yhexmusesolthuhreeremam\nsreqmmasmm
withinterface partners may resultin Rk Interface: Connectivty i i i i COMPLETE 1. Establ icat (DAGS, DLIR, the DPS
schedule delays. Mansgement defined plan and lan for each iterface partner for the durationof the BES DD activies. “The statuses of 7/20/21RAP -The AS1
- i ination, planning, on activities  10/29 COMPL ! contacts. i team requests that the
bledelays. I COMPLETE 3/31/20223. with design work. DHS reviewed the DLIR MOA and resubmitted it to DLIR. V&V reassess the
ORI T Sz Iy i i i i i rdinati The latest draft of the HYCF was sent to the DHS Directors' office with severty of thisriskin
01/04 COMPLETE 06/30/2022 - 4 light of the following
. i i i - 2 X i i i outstanding (DAGS, DLIR, DPS, and HYCF). DHS plans to discuss the reasons: a) the ATC
Amitigation plan h technical designs of allnterfaces. 01/04 COMPLETE DAGS, schedule extension
mmﬂa:z[unnzvsdurmg intrface mplementaion after MOAs have been for 07/06/2022. DH Is currently reviewing the DLIR, DPS, and HYCF has made the urgency
roved, testi agreements. ns/n/zuzz Thzvewerznﬂchlngesmzhemmﬂa:z fortackiing these
e The tasks ess than it was
utetanding (DL, FS, HYCE DAGS, a1 YRCAY. OFS HYCF, ond DU have before that started
lessening the schedule
parties by DHS; DH risk,b) the ncrease.
Department of Tax for an interface that would bypass DAGS. The CYRCA from Medium to High
inMay was based on a
cvRea by WV has misunderstanding of
P the current state of
04/28/2022 - theMOA'sand
interface communication plans in this reporting period. The DAGS, DLIR, contactmetrics,c)
'DOH, and HYCF agreements are il outstanding. In adition, there is a new substantial pogress
not be able to has made against each
offer additional data elements which DHS needs. 03/29/2022 - There were of the I Progress
ication plans n this reporting period. recommendations,
02/25/2022- and it continues to
in this reporting period. 01/28/2022 - There were no changes to the trendin the right
terface communication plans in ing perlod. Based on direction. inregardste
61 Poorlyexecuted ADand designsessions  Brad Mol Finding - 11/30/2020. System Design Ted! M, e Thect OFS diatad OPEN-Thealiator souk sether experie o e dcsrs £y 2 5 Med Oven  8/31/2022-The ASI's adtion of senior BAs to te design sessions has
couldlead to inaccurate design and rework. ssue “No the Workfiow JAD. ifically; () through to Day one of Design Sprint resuited in improvement. The Senior BAs offer guidance to ensure the
goal of the JAD, overview on th their e prepay topic of sprint, with adequate project team remains focused on the design. Unfortunately, one of the 9/9/21RAP - The
participation. wor o support @ for design based on Senior BAs unknown f this V&Y does participate.
leading questions, as expected, but was instead _lead o th d clients? Incomplete JAD/IAR Closed - JAD and design for inmany facets of the
Too much toa poor d neededto , with goals, objecti deisgn process
ecalior 0 1 all participants oay1, including screen mock-
econis ot more ko gt eersip o e A5 o o workflow and related system design. added, restof recommendation being met - Closed 4/30/2022) - Teom up reviews, backiog
and AS! product owners should actively participate to ensure the system admins are not always assigned to meetings,leaving the BA solely grooming sessions,
3 d and sprint demo's
aligns to the 't be’ business process. (Closed 4/30/2022) - The AS should capture action items. DHS requested the AS1 o address these concerns Product owner
oing orwar, /30/2022Th A cotinues o rvise the Design Spint discussions are meant
cause to identify these items as early in the SOLC as possible. COMPLETE - fer in the tohave limit
the prep sessions with the AS| participation. The
development team, proactively seeking collaboration. 10/5/21 Complete - prior to each Sprint. These pre-sprint sessions with BAs are starting to teamis concerned
The Functional Design Document process, to include the Design Sprint address w aboutth
concept, should be clearly defined and shared with allproject team o participation of the
members. (Cloed,/31/2022) It W toall uturedesig sesions and 5/31/2022 - The ASlintituted a new process to align ASI BAS to similar Use V&Y for two main
the Cases to build knowledge of common business processes,strengthening reasons: 1) VRV does
revseddesignprocesses (clmm l/n/mzz) - A1 and DHS should work not always stay silent
8 with of focus. K indiscussions on
v losed staffall noted in this month's postive finding. 4/30/2022 - The ASIis working to design despite
Tud assurancesfromthe
ihe migratonof Senor A to CMM team andproviing el onal VY PM that s not
meetings alone. Complete 7/31/2022 Adcitionally, theirrole, and 2) V&Y
particptation typically
design. The IVV team and DHS look to observe improved faciltation in drives what are meant
s Poorqualvwproj«me”verahlex mayimpact BradMolina  Findng-  4/16/2020 Project InApril four i i i - Open  8/31/2022 - No materia update for this reporting period. 7/31/2022 - The
m design, testing artifacts and the. ssue Management The r85 asi in attendance. Quality Asi 3 a 7/30/21RAP - The ASI
e iation. Ifp ingle entit in a projec, 5o there could potentially which in the CAP. i i i i
e lackof , root causes thestatus respon to this issue
i 2 againwhen a material
from both i logged th d additional in partcular the design print, s bringing more focus and atention on updateis made by the
. The AS! acted by Closed 7/30/2021 -ASl reviews its Quality Management Plan to ensure that V&Y. Wealso
conducting an internal root cause analysis and provided DHS and IWV the in recommend the
highvlevel results. particular, rethinking of the irst
Section 3.1  which ] by the ASI. 4/30/2022 - No material update for this reporting period as IV recommendation
i basedonthe
3) blshed, WV assessmentfrom the
i d V&Y that thisis alow
available metrics. The initia results show a positiv trend, which is risk. The tone, tenor,
i onali andsubstance of that
the ASI i i ty. - AS1 developed and tested by theproject teamto dae,f the number of defects recommenationis out

of step with arisk
erce he V&Y

for a number of

months now to be

low.
4/23/2112p - The As!

provide clarity on overalldefects, specifically on those related to design. team agrees thatthe
full embrace by the
address the scope of this finding. 11/30/2021 - The results of the system projectof the
to Confluence ool has.
prior releases, which could reflect improvement in the quality of improvedthe
deliverabl deiverable
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Tite Reporter Type Date  Category Observation sinifcance Recommendation Event Horizon _Impact Status_ Status Update Client Comments Vendor Comments
47 The COVID-19 pandemic and the related  Michael fors  Finding - 3/29/2020 Project 0n3/23/2020 the Governorof Howsissued sty t home, work from participa ~Continue tosetup, b 25P 2 Open 8/30/22 -No material update for this reporting period. 07/31/22 - No
“stay at home" order could hinder project Rk Management home” order that has hindered, need to focus on Is and material update for this reporting period. 06/30/22 -The ASI has stated  T80. 7/30/21 RaP -The AS1
activities and negativelyimpact the project functional as be required to work 2 design s b remote 8y (e MS in person and agrees that COVIDat
schedule and budget sessions the  Teams/Skype. - Complete - Suggest the project and DHS create a detailed, are encouraging staffto spend time in the office. DHS team members are thistimels kely low
completely shut down until that time as well. - Unclear ifthe order will  sessions. Going forward, il not rea riskto both schedule
extend beyond that date. e revised to address the current state of the COVID-19 threat and related time. Three DHS team members currently work out of the AST's downtown and budget for the
will of the PMO, et —Update\heocMP\anmwmludeanyne’wac\wmesurupdatesm Honolulu office.05/31/22 - The AS! and their subcontractor are making project despite some:
d memberin toai efforts increasesrelated to
which —in CCompiet send road commuricatons o project work. the delta variant. The
could lead to DHS budget challenges. If the state/OHS institutes a hiring assure AS!team continues to
freeze, DHS ovio, h maintain social
Additonally if the state institutes furloughs, DHS project team resources  will emain the same. - Explore options for frecing up key BESSD SMIE's to individual State departments have been given the option of not requiring distancing in theoffice
could be further constrained. Unclear f the state will project, - Complete- in ine with State
impact overallproject funding. for the " mandates. However,
 for team 8
comesse ﬂruductwem person. 2/28/22 - The State of Hawail s planning on essentiallyreached
asof 3/5/22. the new normal in
for d  other sessions, Honolulu This
113172 includes fewer
meetings are a les effective form of communication than in-person resources raveling
e o and more conference
quaity of some project aciites,albet ifficut to quantify. 12/31/21 - call;howevr,
, th project has adjusted
notplan to the lack of in
will project, 11/29/21-The person meetings.In
e o " ouroff-shore ofice,
office as of October 2021. It remains unciear whether the new COVID westil have staff
variant (Omi 1072621 No materi_ working from home.
43 DHSPMO project team members have RyanTar  Findg-  1/10/2020 Project  BES and AS ptions (Contract 3 3 SH Opn 81202 oS cominues s applans o1 hethree MO posonsGE/08/2021 4/23/21RAP - From
transitioned off the Project, which may ssue Managermer jectwithir olutions, and it el onths and
cause gaps in knowledge transfer and next few months or have already transitioned off the project. Whie there diffc g 5/31/2021 open January 29,2021
T o Py i 5 o for the BES DDI and KOLEA Modificati W does impact of  Final DHS
n January, - in progress lan H 02/8/2021 e inthe  of the BES project
butap Additionally, as per the budget, DHS stated if they are unable to il these. in the REP (refe project. Involved sets
currently known. positonstimely, DS may fall ot of federal lose  section3.4 €). f we
the; i i directlyin urces. i is reporting 8 project. At this point,
resources. - Closed The ASI should documenta transition plan for each key period. 5/31/2022 - DHS continues to recruitfor PMO resources, but the. theknowledge
resource as required by the RFP (rference RFP section 3.5.1.2 Benefits h filled. Hi o transfer gaps have
Eligibilty Solution Project Staffng") - Cosed being addressed through existing resources, For example,the contracted been closed and the.
d leadership of the
Project. 4/28/2022 - No material updates for this reporting period. T ST T
3/31/2022 - DHS continues to ecruit for these positions but received hands fro
resmman
V&V reassess the
ther s nerestand th postonsar g viewe, 30 s date thre probability of impact
1/28/2022- andseveriy of impact
in this reporti and lower the overall
period. 11/26/2021 - No material updates in this reporting period. rtingforthis
10/31/2021-No material updates n this reporting period. 9/30/2021.-The. risk 3/3/2020- The
i interir ASIPM stated the
OH Project Coordinator
backflled the DHS BES Project Manager with a contractor possessing oston S and
is they will begin work
provide an active decision-making role inthe project. IVV will monitor the on3/9/2020,
P i i 0 transition activities.
QA from Donna willbegin
29 Uncertaintyand/or alack of communication Michaelfors  Fnding - 5/28/2019 Project The curren project architecure and design should be s representative and - i 25P 2 2w Opn 3122 06/30/2020-
around lon term architecture decisions ssue anage and socialzed tothe project. For example, inclusive of al known ble. As an example, if they I with any. by DHS. From Arch perspective, we are building in Liferay. Future 4/23/2112p-The As!
couldimpact the project budget, schedule, KOLEA and BES are to move to a single instance of Siebel in the future, finalized. finalize the tool andits intended use. DHS Integration; an
system design, and planning decisions implementing two Siebel instances (one for KOLEA, one for BES), butthisis  planning funded, and IW is unaware data sharing, . this refine the final plan
[ d project teams. Complete 3/31 - The funding s not approved. T project s currently assessing the additional  would require  CR. for the two portal
Itremains unclear Ifthe detals decision or the plan rework, and costs when integrating level to compl vision. We expect that
thorou systems inthe future. platform (e.g., ADA, Configuration Management tools), Mand0, MQD, and (Revision 5) wis final decisions will
ndlor ocumented. Futher, here ay b some uncertalntyaround BES systems before finalizing architectural decisions. - DHS continue to lkely be made during
production) ot been broadly communicated to stakeholders. 6/30/22 -The AS1 has this reporting period
b vt h o stated that their cloud infrastructure willcontinue to evolve as the ommunicated to
d that some. the project. The AS!
decisions. - The Project should continue to ensure communication between architecture decions haveyet o be fnalze (e, use of plunk s refers the IV&V to our
Dynatrace). IW has it to no viibilty into whether these changes are February update:
) or vetted regarding
Further, the Project has previously stated thei intention to utilze Recommendation #3.
‘communication between the architecture team and the rest of the project h t From our perspective
team to assess impacts of architecture decisions to the Project. how twillbe allnecessary actions
used, how it will belicensed, divsion of responsibility between the are complete. I the
ESI/DHS/ASI, and the status of funding fo lcenses. 5/31/22 - The ASls V&V does notbelieve:
adition of resources including backfiling of key positions may help to itis Complete
increase communication of architecture changes. The AS!stated they are requestsupporting
evaluating the benefit of moving the BES portal (55?) off Oracle DBS. detail
4/29/22 - The ASI OCM team s developing a communication plan for
4/23/2173p-Thes!
o  videos prep: and DHS continue to
Stakeholders. 03/31/22 - The ASIhas onboarded a new Lead Architect who refine the final plan
wil for the two portal
improve clarity around governance, capabiltes of the different vision. We expect that
2 I.ahedalwervMpm,e:tde\\verahlexh:x Ranor g 11/28/2018 Project Based upor Schedule for IN PROGRESS Despite not yet having a revised baseline schedule, continue T80 3 3 Ml Opn  8/30/2022-Th 7/20/21 RAP - The A
caused schedule dela sue Manag fics), pe h it difcult to willcontinue torefine
the. port, path COMPLETE 5/31/2021.- When the revised schedule is published the the publishe
Plan (PIVP), which hedul P project hedule based on
ution of Tevel of deliverabl d crtical path feedbackfrom DHS
2 backlog of Documents (DED) late. - Complete 4/30/2021, 7/29/2021,12/30/2021 - DHS and the AS! and the IV&V while we

and acceptance from the State.

agree t0.a revised schedule against which project deliverables can be
managed.

of late tasks and-or

finalize the.
needed updates to the project schedule to address the outstanding
items/issues identified by DHS, the ASI, and IVV to include the Release 0.1
lessons learned. - Closed - Establish the process for DHS and the AS! to
mutually agree to the revised project schedule baseline. - Complete -
Establish the process for ongoing schedule management and weekly
updates, utilizing the Schedule Management sub-plan of the Project
(B1:04).- Complete

DHS and IWV. -Closed. 5/31/2020- Estahlvxhth!Pmt-esslorDNSand(heAsl
to mutually agree to the revised project schedule baseline. - Closed
3/31/2020 - Add al tasks that have been performed or planned to be
e e " .

deliverables. For example, development delays found in Finding #80 do ot
‘appear to be caused by late deliverables. Schedule impacts from late.

activites. Given the reduced impact this finding has on the Project, IVVis

“Medium'
BI-5 Project Schedule and BI-13 Security Plan deliverables. 6/30/2022 - The

activities may not impact the critical path, they may impact ASI| and DHS
The

O D B T TSI
Additionally, based oI
the ProJ«( is updating the schedule further. 5/31/2022 - The Project

workthrough the final
change: T forthe
ATCwhich s nearing
T T
the recommendations:
Recommendation 1
Based on progress
madieto date, the AS!
is hopeful, that we can
agree n principle on
theATC change
requestin July and
have a finalschedule:
published by the end

reinstituted every
other week schedule

The ASI
h work with DHS. impact 4/28/2022- eetings and is

= y e oo B tracking actions be
willh additional tim takenon late workon

dofa
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