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Thank you for the opportunity to submit testimony on this bill, which
would require state agencies to transfer their old electronic devices to the
Department of Accounting and General Services to refurbish as possible and
distribute to eligible recipients. The Office of Information Practices (OIP) takes no
position on the substance of this bill, but offers comments.

First, OIP notes that the definition of “nonpublic information” on bill
page 4 refers to any information that is not required to be “disclosed under section
92F-12.” That section of the Uniform Information Practices Act, chapter 92F
(UIPA), is not an exclusive list of all the information that is considered public under
the UIPA. Rather, the UIPA’s general rule is that government records are
presumed public but may be withheld if they fall under an exception to disclosure,
and section 92F-12, HRS, creates an exception to that general rule by mandating
that the listed information is automatically public and not potentially subject to the
UIPA’s exceptions like most government record. The information listed in section

92F-12 is generally information that has historically been public record or that the



Senate Committees on Government Operations and on
Energy, Economic Development, and Tourism

February 7, 2022

Page 2 of 3

Legislature specifically wanted to ensure would be treated as public under the
UIPA. It does not include firmware for an electronic device. Thus, by referring to
section 92F-12 this definition would define as “nonpublic information” not only the
firmware for an excess electronic device but also a great deal of what would actually
be public information under the UIPA.

That problem can be fixed by amending the definition to instead
exclude government records “that must be publicly disclosed under chapter 92F,”
but there remains a further problem: what is the legal significance of public versus
nonpublic information in this measure? Proposed section A-3(b), on page 5 of the
bill, requires an agency transferring a device to first “remove data . . . including but
not limited to personal information and nonpublic information,” in a way “that does
not remove, disable, or destroy critical functions, or otherwise render the . . . device
unusable.” This can include removing the device’s hard drive. In other words, the
intent seems to be to for the transferring agency to remove everything but the
firmware from the device, not just the nonpublic information, but it is not clear
whether the bill creates any sort of consequence for an agency that fails to remove
all “personal information and nonpublic information” as required.

Because of the questions raised by the definition of nonpublic
information and its use in the bill, OIP recommends this Committee consider
amending the bill by deleting the definition of “nonpublic information” on page 4,
lines 9-13, and replacing the data removal language at page 5, lines 15-17, with a
requirement that the agency “shall remove data resulting from the agency's use of
the device, including but not limited to personally identifiable information and
information that may be withheld from public disclosure under chapter 92F and

other laws.” This would clarify the intent for the agency to clear out its own data,
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without potentially requiring it to remove firmware or other data that came with

the device or through device updates.

Thank you for considering OIP’s testimony.
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The Department of Budget and Finance (B&F) offers comments on Senate Bill
(S.B.) No. 2203.

S.B. No. 2203 requires State departments and agencies to transfer certain
electronic devices to the Department of Accounting and General Services (DAGS),
which may refurbish and distribute these devices to eligible entities in the State or
eligible private person as determined by rule. The measure also establishes the
Sustainable State Electronics Special Fund (SSESF), to be administered by DAGS,
which shall be deposited: 1) all revenues from the operations of this statute; and 2) all
administrative penalties or fees collected by DAGS under proposed Section A-7, HRS,
for administrative rules, enforcement, and fees. The moneys in this special fund shall
be used for the administration of this chapter.

Regarding the establishment of the SSESF, as a matter of general policy, B&F
does not support the creation of special funds which do not meet the requirements of

Section 37-52.3, HRS. Special funds should: 1) serve a need as demonstrated by the
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purpose, scope of work and an explanation why the program cannot be implemented
successfully under the general fund appropriation process; 2) reflect a clear nexus
between the benefits sought and charges made upon the users or beneficiaries or a
clear link between the program and the sources of revenue; 3) provide an appropriate
means of financing for the program or activity; and 4) demonstrate the capacity to be
financially self-sustaining. In regards to S.B. No. 2203, it is difficult to determine
whether the special fund is self-sustaining.

Thank you for your consideration of our comments.
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Purpose of Bill: Requires state departments and agencies to transfer certain

electronic devices to the Department of Accounting and General
Services, which may refurbish and distribute these devices to
eligible entities in the State or eligible private persons, as
determined by rule.

Department's Position:

The Hawaii State Department of Education (Department) respectfully offers comments
on SB 2203 to reduce electronic waste by requiring the transfer of certain electronic
devices to the Department of Accounting and General Services to refurbish and
distribute to eligible entities.

The bill mentions that refurbished devices may be redistributed to users such as
schools and low-income families. With the potential for these refurbished devices to be
provided to minors, the Department would like to recommend that verbiage be added to
ensure that covered entities remove any content that may be inappropriate to minors so
devices provided to families or schools would be safe for children. Suggested additional
verbiage to page 5, lines 14-18, could include:

(b) A covered entity, prior to the transfer of an excess electronic device under this
section, shall remove data from the device, including but not limited to personal
information, and nonpublic information, and any content that may be deemed




inappropriate for people under the age of 18, according to the rules adopted by the
department under this chapter.

In addition, the proposed responsibilities for covered entities may present challenges
with regards to transferring possession of devices and ensuring removal of data.
Depending on the volume of devices identified for transfer, the physical transfer of the
devices to a designated location may present challenges to Department offices and
schools that do not have appropriate means to transport the inventory. This may result
in the need for funding to purchase services to move and transport devices to a
designated location. With regards to the removal of data from devices, not all
Department schools and offices have staff with the knowledge and expertise to ensure
devices are clear of confidential data, personally identifiable information, and
inappropriate content. This may result in the need for funding to procure professional
services to conduct and ensure appropriate data removal from each device prior to
being transferred.

The Department would also like to note the need to be aware of the usable lifespan of
devices. Although a device may be operable, as new software, operating systems, and
security updates become available, its capacity and compatibility with older devices may
be diminished to the point that these items may not be able to be loaded to the device
or may take up too much computing resources resulting in slower application response
or online experiences.

Thank you for the opportunity to provide testimony on this measure.
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RELATING TO SUSTAINABLE ELECTRONICS MANAGEMENT

Chairs Wakai and Moriwaki, Vice Chairs Misalucha and Dela Cruz, and Members of the

Committees, thank you for the opportunity to testify on S.B. 2203.

The Department of Accounting and General Services (DAGS) appreciates the intent of

this measure to promote electronic stewardship and reduce electronic waste. However, due to

the following concerns and comments, DAGS is in strong opposition to this measure.

1. A cost to benefit analysis should be completed to measure the benefits to the State against
the cost to collect, assess, manage, repair and distribute refurbished/repaired electronics.

2. The demand for refurbished and/or repaired electronics among state agencies may not
justify the cost of implementation of this program.

3. This measure has no appropriation. The collection and storage of outdated equipment

would require the use of SPO’s warehouse facility, acquisition of transport vehicles
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along with hiring of additional staff to staff to pick up, manage, repair and distribute
equipment. DAGS defers to SPO on programmatic personnel funding requirements.

4. An alternative is to outsource this operation to a third party which would require State
subsidization to have old equipment repaired. The third party would need to be vetted
and authorized to delete all proprietary State data, software and network access from
discarded equipment. Reselling could also be outsourced and the State should be
compensated a percentage of the resell value.

Thank you for the opportunity to testify on this matter.
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SENATE BILL 2303
RELATING TO SUSTAINABLE ELECTRONICS MANAGEMENT

Chair Moriwaki, Chair Wakai, Vice Chair Dela Cruz, Vice Chair Misalucha, and members of the
committees, thank you for the opportunity to submit testimony on Senate Bill 2203. The State
Procurement Office (SPO) appreciates the good intentions of keeping consumer electronic
devices out of the waste stream and helping those who are not able to afford personal electronic
devices.

However, the SPO is in strong opposition to this bill for the following reasons:

e The State of Hawaii will be exposed to risks pertaining to repair warranty liability when
electronics are sold and or transferred "as is" or “refurbished” to private individuals;

e Current software and operating systems run the risk of not being compatible with older
hardware and refurbished electronics;

e There is no cost-benefit analysis (costs to collect, assess, repair, and sell/transfer) against
the expected revenues from the operations, plus penalties, to ensure that the Sustainable
State Electronics Special Fund will be financially sustainable;

e The bill does not explicitly state that refurbished equipment will be sold to a qualified
member of the public, so this revenue source is not clear;

e The bill does not provide for initial funding for the establishment of a Sustainable Electronic
Management Program until the Special Fund becomes a viable source;

e The program must comply with Federal regulations related to environmental protection;
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o Certification in Responsible Recycling (R2), the leading standard for electronics repair and
recycling, which provides a common set of processes, safety measures, and documentation
requirement for businesses that repair and recycle used electronics, may be cost-prohibitive
(https://www.epa.gov/smme-electronics/certified-electronics-recyclers);

o The multiple transfers (incoming, transfer to covered refurbisher, then outgoing transfer to
qualified public) of equipment require accountability and transparency; and

e While there are penalties for violations, there is no enforcement component or means to
enforce the statute.

Based on the understanding that the Sustainable Electronic Management Program will be part
of the SPO’s Surplus Property Office (Surplus), the SPO would require initial funding for the
following components to be added to the program’s infrastructure:

e Personnel [program manager (1), program supervisor (1), truck drivers (2), certified
assessment/repair technicians (3), office staff (2), and inventory staff (2)]. The certified
assessment/repair technicians would handle assessment, repair and refurbishment of
electronic equipment. A digital process and record-keeping software to manage
accountability, traceability, incoming “temporary” transfer, assessment, and outgoing “final”
transfer.

e Enclosed vehicles/trucks and funding to run, maintain, and insure the vehicles;

e Equipment, repair tools, and replacement parts;

e Secured, climate-controlled warehouse equipped with theft-deterrent/security system.

The SPO estimates the start-up cost of personnel (one-year salaries), equipment, and software
for the Sustainable Electronic Management Program will cost approximately $1,000,000. This
does not include additional warehouse space if necessary.

The bill does not address:

e  Monetary compensation, if any a third-party refurbisher would receive,
e Procurement implications to contract with a third-party refurbisher,

e Definition of a person “in need.”

The bill's language must align with §103D-1103 through §103D-1103, HRS.
Based on the aforementioned reasons and considerations, and to minimize risk and liability for

the State of Hawaii, the SPO strongly opposes the language requiring that the department to
establish a Sustainable State Electronics Management Program.
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Testimony for SB2203 - RELATING TO SUSTAINABLE ELECTRONICS MANAGEMENT

This is testimony on behalf of www.HawaiianHope.org ~ Curtis Kropar - Executive Director.
WE SUPPORT THIS BILL with the following comments :

Just found out about this hearing Monday morning, and would like to have submitted oral testimony as well. We are
available to discuss this bill, its implementation and answer all questions of our procedures and operations.

We, www.HawaiianHope.org are a non profit organization and the states single largest refurbisher of computers. We have
been in operations for 15 years and have refurbished THOUSANDS of computers. Last year, in 2021, we refurbished
and re-purposed 2,000 computers, locally here in Hawaii. This year we are on target to process over 5,000 computers.

This bill, SB2203 is very similar to a bill from last year (SB913) with the same title. Last year, SB913 made it through
crossover and passed 6 hearings total. Unfortunately never got the final hearing.

https://www.capitol.hawaii.gov/Archives/measure_indiv_Archives.aspx?billtype=SB&billnumber=913&year=2021

This bill however changes some of the structure on handling the same process. This bill is a great attempt to make sure
electronics gets reused in the state, but we would like to suggest to revert to the same language of the bill from last year, for
the following reasons.

After reading all of the testimony submitted for THIS bill, SB2203 We realized that a number of the agencies have
concerns about it, its implementation and even a misunderstanding of the intent. Some believe they would need more
funding to implement, others believe language should be added in and are concerned about getting paid, others are
concerned about logistics and moving and warehousing hardware, other concerns about removing data inappropriate for
those under the age of 18.

Under the original bill, and how Hawaiian Hope Org has operated for 15 years already, none of those items would be a
concern. Here is why :

1. The original bill from last year passed through session almost unscathed. Only failing to get a final hearing.

2.  We already and currently accept hardware from various state agencies : DoL, DoH, DoT, DoD, DoE just to name
a few. We have been doing this for 15 years. The current process the state has often takes months to process all of
the paperwork in order to clear items from inventory. Implementing a new process though this bill would
drastically reduce that timeline and save additional money in the paperwork process.

3. We do NOT charge for taking computers from the state. Unlike the current process where if an agency or branch
location does not know about us - the state often contacts a disposal company and pays disposal companies BY
THE POUND to take perfectly good hardware and dispose of it through recycling. We do NOT charge as our
main objective is to REUSE the hardware. So this process would actually SAVE the state money, not cost them
more to implement.

4. As areputable refurbisher, we have a requirement to WIPE the full hard drive of the computer. We are not
just "removing data" - we do a full wipe that completely clears everything from the computer. The 2 main reasons
are 1) to fully and securely eradicate all content from the drive and 2) it is the only way to properly test a hard
drive to make sure it actually and completely works. With this, state agencies are not required to "clear data"
before they give the computers to us. Our process is done 100% of the time, every time. Also, as we are discussing
state owned computers, we can not think of a valid reason why there would be "content inappropriate from those
under the age of 18" to begin with on any state owned devices.

5. There are only a handful of agencies this bill would oversee as a "Covered refurbisher” - Likewise, it is about the
same number of agencies (or less) that are currently used for disposal of working hardware. This new process
simply shifts the usable hardware from one group - scrap metal recyclers - over to non profit refurbishers.

The intent of this bill has 2 primary objectives.
1) Get more computers into the hands of people that desperately need them.

2) Help the state reduce expenses by avoiding paying for disposal of perfectly working hardware.

Thank you !
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