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Executive Summary




Executive Summary (1)

In January, the project team finalized the revised design process that will be implemented in early February. The team
continues to experience design phase challenges, especially in the Interview process which is extremely complex. The
project team will pilot the new design process for Release 0.6 and adjust the process based on lessons learned prior to
conducting multiple concurrent design sprints. This approach may minimize the risk of resource overallocation and provide
insight into whether available project resources can manage planned design activities in future releases. It remains unclear if
additional time will be needed in the schedule.

The project team continued to focus on efforts to finalize the revised BI-5 Project Schedule. Although this activity has been in
progress for several months, the current approach taken by DHS and the ASI to build the revised schedule with input from
stakeholders, the project team, and using historical data points has improved. The project team plans to gain DHS approval
of the BI-5 Project Schedule in February 2022. Once approved, monitoring performance to the revised schedule will be
critical to avoid future delays. Significant work remains. The team cannot lose momentum and will needs to quickly adopt the
design process changes and move forward. Even with the improvements incorporated into the design process, it remains a
risk given the impact on all downstream activities.

The project leadership team is taking steps to closely monitor performance so there are no delays when adjustments are

necessary.
Oct Nov Dec Category IV&V Observations
The project team reviewed the BI-5 Project Schedule published by the ASI. A review session
: : : . is planned in early February to walk through the schedule and address input provided by
(W) | (h) | (uy |Proect

DHS, FNS, IM and IV&V. Three of the nine findings in this category remain at a high
criticality rating, resulting in this category remaining at a high criticality rating since July 2020
(19 months).

Management
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Executive Summary (1)

Oct Nov Dec Category IV&V Observations
M M M System The ASI has made progress in this category and implemented two 1V&V recommendations.
2| 2 | Design The revised SDLC/design process will be evaluated over the next few months.

~—~ | . | /. [ Configuration | The new SDLC/design process has been communicated to the BES Project Team and will
W &Y |and be implemented in February. 1V&V will continue to monitor all SDLC processes to assess
Development | whether the revised design process positively or negatively affects performance.

- | | Integration The ASI has made progress regarding interface planning. The revised project schedule has
y M| (M) | andInterface | allowed the ASIto move up some integration tasks to earlier releases. IV&V will continue to
Management | monitor as the integrations are developed/tested.

There are no major changes to the Testing category in this reporting period. V&V plans to
M M M Testing review the testing metrics in greater detail when additional testing occurs. V&V also awaits
| | ASI progress on the ADA compliance tool.

—~ | security and DHS and the ASI have agreed on the use of Aha to track the implementation of security
( y ( y {y Privac y controls. IV&V is maintaining a high criticality rating for this category due to the importance
y of having the security controls complete.

HI Systems Modernization Independent Verification & Validation Monthly Report: January 2022




IV&V Findings and Recommendations




IV&V Findings and Recommendations 7))

As of the January 2022 reporting period, PCG is tracking 17 open findings (10 risks and 7 issues) and has retired a total of 52
findings. Of the 17 open findings, 9 are related to Project Management, 2 in Integration and Interface Management, 2 in
Testing, 2 in System Design, 1 in Configuration and Development, and 1 in Security and Privacy.

Security and Privacy

Integration and Interface Management

Testing

System Design

Project Management

Configuration and Development

Open Risks & Issues

Open - Med

H Open - Low

M Open - High

Open Risks & Issues by Category

= Configuration and Development
= Project Management
System Design
Testing
= |ntegration and Interface Management

= Security and Privacy
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IV&V Findings and Recommendations 7))

The following figure provides a breakdown of all IV&V findings (risks, issues, concerns) by status (open, retired).

All Findings

Finding - Risk

Finding - Issue M Retired

B Open

Concern

]ll|

o
(%]
=
o

15 20 25 30
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IV&V Findings and Recommendations D
Findings Retired During the Reporting Period

Risk - Lack of DHS visibility into regression testing may cause defects/rework within the
BES application.

The ASI held clarification sessions and updated the Regression Testing Dashboard to reflect

69  code/configuration changes (flagged as “New”) that caused previously developed functionality to
fail. Defects marked “Existing” are those that have not been corrected and are expected when
executing the Regression Test Suite. This finding is retired since Regression Testing results
have been clarified and provided.

Testing
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IV&V Findings and Recommendations 7 )

Preliminary Concerns Investigated During the Reporting
Period

Insufficient configuration management could lead to development confusion and reduce the Configuration
70 effectiveness of bug resolution. and
No material update for this reporting period. Development
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IV&V Findings and Recommendations 7))

Findings Opened During the Reporting Period

None
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IV&V Findings and Recommendations ')

Project Management

- Criticality

Issue — Late Delivery of project deliverables has caused schedule delays.

The Project continues to develop a new baseline schedule for DHS approval that addresses existing delays {y
2 and changes to SDLC processes. The project team continues to use an unapproved version of the schedule

to track tasks. Until a baseline is developed and agreed upon, there is no reference to determine if project

deliverables are late for any release past Release 0.6.

Recommendations Progress

* DHS and the ASI agree to a revised schedule against which project deliverables can be managed. In process

» Despite not yet having a revised baseline schedule, continue monitoring and analyzing deliverables that may

have impact to the critical path. BIREES
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IV&V Findings and Recommendations H
Project Management

. Criticality

Issue — Uncertainty and/or a lack of communication around long-term architecture decisions could
impact the project budget, schedule, system design, and planning decisions.

29 The ASI has yet to fully share and vet details of key change requests with stakeholders. The ASI plans to @
review these details with PACXA (subcontractor) in the coming weeks.

Recommendations Progress

» DHS should finalize the Portal strategy and communicate the strategy with the stakeholders and project teams. In process

» The Project should continue to vet possible architectural change impacts to the platform (e.g., ADA,

Configuration Management tools), M&O, MQD, and BES systems before finalizing architectural decisions. pocss

* DHS continue to request ASI perform due diligence in any recommendation for foundational architecture
change decisions and continue to review with appropriate DHS stakeholders to assure a common In process
understanding of the implications of these decisions.

* The Project should continue to ensure communication between development leads and architecture leads to In Drocess
assure optimal collaboration on possible architecture changes that could impact decisions in each area. P
* Maintain current communication processes to ensure regular communication between the architecture team

and the rest of the project team to assess impacts of architecture decisions to the Project. In process
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IV&V Findings and Recommendations H
Project Management

Key Findings ngﬁig{y

Issue — DHS PMO project team members have transitioned off the Project, which may cause gaps in
43 knowledge transfer and leadership on the Project. \g

No material updates in this reporting period.

Recommendations Progress

* DHS continue to work with the appropriate organizations to identify the funds necessary to fill these positions. In process
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IV&V Findings and Recommendations ')

Project Management

# | Key Findings Criticality
Rating

Risk — The COVID-19 pandemic and the related "stay at home" order could hinder project activities
and negatively impact the project schedule and budget.

47 The ASI has reaffirmed that remote meetings are a less effective form of communication than in-person and @
therefore, COVID continues to have a negative impact on the quality of some project activities, albeit difficult
to quantify.

Recommendations Progress

» Suggest the Project and DHS create a detailed, documented risk mitigation strategy and plan that is reviewed
regularly and revised to address the current state of the COVID-19 threat and related impacts over the next 6 to

12 months. The plan should include the possible economic impacts to the state budget directly related to LIPS
project resources.
« Send broad communications to stakeholders to assure clear understanding of changes to the Project with this
. . S ) . In process
regard to impacts of COVID as well as clarifying communications as to what will remain the same.
* Project leadership continue to encourage independent phone conversations to enhance and accelerate In process

communications, and for team members not wait for meetings to converse.
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IV&V Findings and Recommendations H
Project Management

Key Findings ngtciﬁl;y

Issue — Poor quality project deliverables may impact system design, testing artifacts and the project
schedule.

49 Based on ASI and DHS testing and defect validation progress, IV&V'’s root cause recommendation is @
complete. If remaining testing for all sub-releases in Release 0.6 shows a low cause of defects from design,
the primary concern of this finding should be addressed.

Recommendations Progress

+ ASI review the Quality Management Plan to ensure that the Project is working within the Quality guidelines. In
particular, the ASI should evaluate and consider if it is in alignment with Section 3.1.2 Measure Project Quality,
which states “ASI measures process and product quality by 1) selecting BES implementation process and

product attributes to measure; 2) selecting component activities to measure; 3) defining value scales for each Not
o . Y . . . . Started
component activity; 4) recording observed activity values; and 5) combining the recorded attribute values into a
single number called a process quality index.” V&V has not seen evidence indicating the ASlI is utilizing
metrics to measure its process and product quality.
» ASI verify that the information in design and testing artifacts is kept in sync and consistent. In process
» ASI perform a root cause analysis with DHS and IV&V in attendance to determine the source of the design Complete

defects.
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IV&V Findings and Recommendations H

Project Management

Key Findings Crngfi:r:]lléty

Risk — Lack of DHS BESSD staff with expansive business knowledge could lead to a BES solution
design that falls short of the DHS business needs.

The ASI and DHS project leads presented the new design process to the BES Project Team. Until it is used @
in the upcoming reporting period, it remains unclear if the DHS BESSD staff on the Project are adequate to
drive an accurate design. IV&V will monitor the design process for a reduction in risk related to this fining.

65

Recommendations Progress

* DHS continue to identify BESSD SMESs to support the Project as the project progresses. In process

» Continue (_:oaching 'Fhe new BES Product aners to ensure the new system takes advantage of new In process
technologies and aligns to the planned business processes.

» DHS continue planning, transitioning, and adapting to staff changes. In process

» DHS assess the value of assigning a Lead Product Owner to manage and coordinate all efforts to promote Not Started

collaboration, consistency, and help with resource requirements.
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IV&V Findings and Recommendations H
Project Management

Key Findings ng;iléty

Risk — The lack of the final agreement on the scope and costs of the GCP Change Request (CR) may

1 lead to unanticipated DHS costs, schedule delays, and/or the need to reduce scope.
M)
IV&V has requested a copy of the GCP change request from the DHS Enterprise Technology Officer. IV&V

waits to see if the ASI addressed our recommendations in the details of the CR.

Recommendations Progress

* The ASI should document the current environment M&O activities to ensure all activities are known with a clear
understanding of the “AS IS” and “TO BE” model for services beginning with the DDI, through In process
Pilot/Implementation and M&O.

* The ASI clearly document the scope of work and cost for the GCP CR during DDI and M&O and provide to

DHS for approval. In process
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IV&V Findings and Recommendations H

Project Management

. Criticality

Risk — The inability to measure and report the overall Data Conversion work effort and progress may
lead to schedule slippage.

72 Based on discussions with the ASI, two recommendations are complete. IV&V looks forward to the data (i
conversion team making progress on the Data Conversion Dashboard in the next reporting period.

Recommendations Progress

» The ASI should develop reports with metrics that accurately measure the Data Conversion progress. In process

» The Data Conversion team should evaluate the Just In Time (JIT) approach to determine if there are risks to

the Project that should be monitored/managed. In process
+ The DHS Data Governance committee continue to clarify the usage of MDM so the BES conversion team Complete
aligns to the planned governance structure. P
+ The Data Conversion team consider using use cases and story points to measure progress. Complete
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IV&V Findings and Recommendations H

Project Management

Key Findings C;'g;iléty

Risk — The lack of a BES project schedule based on accurate estimations diminishes effective
planning and resource management, which could result in late deliverables, cost increases, and a
late go-live.

74  The ASI provided several draft schedules and is responding to comments from reviewers. The schedule has y

not been approved by DHS. The ASI stated that development, technical design and functional design
estimates were all reviewed and assigned levels of efforts which fed directly into the revised schedule.
However, it remains unclear if the current level of DHS and/or ASI resources is appropriate for the
anticipated workload.

Recommendations Progress

» Using the available tools, review the current estimates to complete each activity compared to past actual

Hi In process
» Update as necessary and provide the DHS/ASI Project Managers with reports and data that accurately reflect I Drocess
the DHS/ASI resource needs along with over/under allocations of staff for the duration of the Project. P
* Develop mitigation and contingency plans that are tracked/managed by DHS/ASI for all tasks that are behind
. . : L In process
schedule or are at risk of being behind schedule which includes resource management.
» Discuss, validate and address additional concerns within the project processes that may cause the project
delays other than inaccurate estimates such as over reliance on POs, slow design sprints, and cadence of In process

development teams.
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IV&V Findings and Recommendations H

Integration and Interface Management

Key Findings ngtciﬁléty

Risk — System Integration of the BES Modules (CMM, FMM, SSP) will be developed in the later
releases vs. a continuous integration model within each release which may cause schedule delays.

60  The ASI has stated they continue to make progress in integrating their teams to assure integration points are
effectively and efficiently addressed. The ASI has also stated that they have moved up some integration

tasks in the schedule to further mitigate this risk.

Recommendations Progress

» Prioritize the build and testing of integration points to assure integrations (through early end-to-end testing) meet
: . " e . In process
expectations throughout development instead of waiting to perform them for the first time as go-live approaches.

« The ASI plan and communicate the mitigation strategy for handling risks associated with their integration

approach. In process
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V&V Findings and Recommendations H
Integration and Interface Management

- Criticality

Risk — The lack of early planning and coordination with interface partners may result in schedule

delays.

63 _ - S ™
There were no changes to the interface communication plans in this reporting period. Based on
discussions with the ASI, two recommendations are complete.

Recommendations Progress

» |dentify and document all interface partners' contacts. In process
+ Define a detailed schedule for each interface to include milestone dates, coordination, and execution and
: . Complete
share with the interface partners.
» Determine which deliverable will include the details associated with the planned connectivity and detailed
: : . Complete
technical designs of all interfaces.
* Complete all MOAs and obtain approval. In process
+ Confirm testing dates with interface partners in writing. In process
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IV&V Findings and Recommendations ()

Configuration and Development

- Criticality

Issue — Lack of clear understanding of the DDI approach may reduce effectiveness of all SDLC
Processes.

16 The ASI and DHS are revising their current SDLC/Design process to improve, among other things, overall ‘('M\)‘
effectiveness and assure important details are vetted by appropriate stakeholders. Given that the estimated
duration for each use case averages 15 days, it remains unclear if the new process will lead to schedule
delays.

Recommendations Progress

» ASI make available their DDI approach documentation/materials for stakeholders to review and/or refresh their

knowledge on demand. In process
* The Project monitor DHS product owner productivity, ability/willingness to provide effective feedback to the ASI
for design and other important decisions and provide coaching as needed to assure their effectiveness in their In process

role.
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IV&V Findings and Recommendations H
System Design

. Criticality

Issue — Poorly executed JAD and "design sessions" could lead to inaccurate design and rework.

Based on progress by ASI, two of the recommendations are complete. The revised Design Sprint process
will kick-off on 1/31/2022, which both ASI and DHS hope will address many of the concerns called out in this &
finding.

61

Recommendations Progress

» JAD and design sessions should be led by experienced senior BAs, with goals, objectives and results

communicated to all participants. In process
» The facilitator should use their expertise to drive discussions through leading questions. In process
+ The DHS and ASI product owners should actively participate to ensure the system meets the requirements,
; . . ) , . In process
designed taking advantage of new technology and aligns to the ‘to be’ business process.
* The ASI should back-track significant differences in design direction to determine the root cause to identify
) . . In process
these items as early in the SDLC as possible.
* The Functional Design Document process, to include the Design Sprint concept, should be clearly defined and
. . Complete
shared with all project team members.
* Invite IV&V to all future design sessions and design sprints to allow V&V to observe and assess the
. . ) Complete
effectiveness of the revised design processes.
» ASI and DHS should work together to vet the in-progress design with all SMEs for the area of focus. In process
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IV&V Findings and Recommendations H
System Design

. Criticality

Risk — The planned BES infrastructure is complex which could be difficult to implement and maintain
and could lead to schedule/cost impacts

The ASI stated that the proposed revised/extended schedule allows enough time to build the complex M
73 environment. The ASI continues to maintain that the components they are using, though complex, will reduce

person-hours for maintenance and improve system support. The ASI is making efforts to refine their patching

strategy for the large number of components that will have to be updated and patched throughout the life of

the system.
» ASI clearly communicate the potential costs and schedule impacts to implementing the planned infrastructure. In process
« DHS work with the ASI to assess the potential challenges of maintaining a complex environment and consider
. . In process
scaled back options that could reduce this risk and reduce long-term support costs.
» ASI develop a process to closely monitor cloud and other product changes (software updates/new releases), In process

manage changes, and regression test once updates are applied.
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IV&V Findings and Recommendations H

Testing

indi Criticality

Issue — The number of issues/defects found during testing may cause planned work in the future
sprints to be delayed due to the resolution and retesting of issues/defects.

There has been no progress during this reporting period. IV&V is monitoring this finding and plans to
66  review the defect leakage KPI and remaining Release 0.6 and Release 0.7 metrics as they become

available as a measure of the effectiveness of changes made based on the ASI’'s RCA. The ASI maintains

that they have completed the RCA of the defects from Release 0.5 and feel no additional benefit will be

gained.

Recommendations Progress

+ Adjust the project plan and provide reasonable scope for SIT in subsequent releases taking into account the

number of defects and testing time needed. In process
» The ASI should report testing metrics and DHS should monitor this Key Performance Indicator (KPI). In process
» |f defect leakage worsens in the future releases, the ASI should consider a Root Cause Analysis (RCA) with In process

DHS and IV&YV to identify and take corrective actions.
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IV&V Findings and Recommendations H

Testing

Key Findings ng;ﬁléty

Risk - The Americans With Disabilities Act (ADA) Section 508 compliance tool has not been
installed for the Project, which may cause significant rework.

67  There was no further demonstrations or communication regarding the use of an ADA compliance tool .
during the reporting period. Note that this finding is mitigated by the ASI using a desktop ADA compliance (™M)
checking tool during development.

Recommendations Progress

* The ADA tool meets contractual and project requirements. In process
* The ASI communicates a plan for ADA test execution. In process
* The ASI communicates how the tool will be used to report compliance and non-compliance and how non- In process

compliance will be addressed/corrected

* The ASI communicates how and when DHS/IV&V will be provided the reports from the ADA tool execution and In process
how to interpret the results.
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IV&V Findings and Recommendations H

Security and Privacy

- Criticality

Risk - Insufficient planning/execution of the BES Security Plan activities may lead to delays in
gaining Federal Partner approval for the BES to begin the Pilot Phase.

The format of the security and privacy controls documentation in Confluence has been approved by DHS, o
6g and the ASI continues to work on populating the in-scope controls. The process for reviewing the controls y
implementation in Confluence has been refined and fields have been added to more accurately reflect the
current status of each control. DHS has provided ASI with the latest SSA materials for the SRTM and ASI
has acknowledged that their work is based on the same. DHS is meeting with FNS on 2/2/22 to determine
requirements for go live.

Recommendations Progress

» The ASI continue to develop the BI-13 Security Plan in close collaboration with DHS. In process

+ DHS and the ASI agree upon the tools and process that will be used to document and track security control
implementation, if not included in the BI-13 Security Plan. The process should define the level of detail needed

to track progress (estimates, target dates, risks, issues, evidence) along with the Requirement Traceability Ll [PEEES
Matrix.
» ASI, per DHS guidance, should begin to pivot toward the adoption of 800-53 Rev 5 since Rev 4 will be In process

obsolete when the system goes live.
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IV&V Status




V&V Engagement Status

IV&V Engagement Area Comments

IV&V Budget

IV&V Schedule

PCG submitted the final December IV&V Monthly
Status Report.

IV&V Deliverables

IV&V Staffing

PCG continues discussions with DHS about extending our

V&V Scope contract end-date and exercising the first two-year option.

Engagement Status Legend

. : The engagement area poses a
The engagement area is The engagement area is L .
e . significant risk to the IV&V
within acceptable somewhat outside acceptable . : .
project quality and requires
parameters. parameters.

immediate attention.
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V&V Activities

« V&V activities in the January reporting period:

Completed — December Monthly Status Report
Ongoing — Review the BES Project Artifacts and Deliverables

Ongoing — Attend BES Project meetings, (see Additional Inputs pages for details)

Reviewed available ASI Original Contract and BES Optimization contract amendment
documentation

* Planned IV&YV activities for the February reporting period:

Ongoing — Observe BES Design and Development sessions as scheduled
Ongoing — Observe Bi-Weekly Project Status meetings

Ongoing — Observe Weekly Architecture meetings

Ongoing — Observe Weekly Security meetings

Ongoing — Observe Agile Development meetings

Ongoing — Monthly IV&V findings meetings with the ASI

Ongoing — Monthly IV&V Draft Report Review with DHS, ETS and ASI
Ongoing — Participate in weekly DHS and IV&V Touch Base meetings

Ongoing — Review BES artifacts and deliverables
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Deliverables Reviewed

Deliverable Name LB clls Version
Date

Bl-22 Release 0.6b SSP System Test Report — DRAFT 1/31/2022 V1.0
BI-20 Release 0.6c Test Scenarios, Cases, and Scripts - DRAFT 1/31/2022 V1.0
BI-10 RO.7 SSP Electronic Notes (lteration 1) 1/26/2022 V0.1
BI-16 Data Conversion Plan — REVISIONS 1/26/2022 v1.22
BI-5 Project Schedule Baseline v0.6 (1) 1/25/2022 v0.11
CO41 Manage HYCF Data FDD R0.7 1/25/2022

Bl-21 Release 0.4 Updated and Completed Detailed Functional and Technical RTM Deliverable

(Iteration 1) 1/18/2022 V1.0
BI-20 Release 0.6 SSP Translations and Electronic Notices Test Scenarios, Cases, and Scripts 1/14/2022 V0.1
BI-14 Release 0.6 Technical Design Document - SSP (lteration 1) 1/12/2022 V1.3
Design Sprint (process flow) 1/3/2022
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Additional Inputs — Artifacts

Deliverable Name Artifact Date  Version
Unisys Contract Amendment 3 4/17/2020 N/A
FNS Handbook 901 01/2020 V2.4
1/18/2022 V0.11
BES Project Schedule (BI-5) 1/12/2022 V0.10
1/7/2022 V0.8
Use Case to Release Listing N/A N/A
1/26/2022
1/19/2022
BES Weekly Status Report 1/12/2022 N/A
1/5/2022
BES Risks and Issues Log 1/26/2022 N/A
BES Interface Communication Plans and Interface Control Documents N/A N/A
NIST S.pec.lal Publication 800-53 Security and Privacy Controls for Information Systems and 12/20/2020 ReV.S
Organizations
NIST S.pec.lal Publication 800-53 Security and Privacy Controls for Information Systems and 1/22/2015 Rev. 4
Organizations
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Additional Inputs 1)
Meetings and/or Sessions Attended/Observed:

Weekly Platform Status Meeting — 1/4/2022, 1/11/2022, 1/18/2022, 1/25/2022

Bi-Weekly Project Status Meeting — 1/5/2022, 1/19/2022

Bi-Weekly BES PMO and IV&V Touch Base — 1/5/2022, 1/12/2022, 1/26/2022

Weekly BES Dev Stand-up — 1/5/2022, 1/12/2022, 1/19/2022

Weekly SSP Backlog Grooming Session — 1/12/2022

Weekly CMM Backlog Grooming Session — 1/26/2022

BES Data Conversion Meeting — 1/3/2022, 1/4/2022, 1/10/2022, 1/24/2022, 1/31/2022

BES Data Conversion Working Group —1/21/2022

IV&V Team Meeting — 1/3/2022, 1/6/2022, 1/10/2022, 1/13/2022, 1/18/2022, 1/20/2022, 1/24/2022, 1/27/2022,

1/31/2022

10. Weekly DHS-Unisys Security Touchpoint —1/12/2022, 1/20/2022, 1/27/2022

11. BES - Touch base-1/13/2022, 1/27/2022

12. HI DHS BES November Draft IV&V Report Review — 1/12/2022

13. Bi-Weekly DHS and IV&V Touch Base Meeting—1/11/2022, 1/25/2022

14. ASI/IV&V Mid-month Check-in —1/18/2022

15. ASl and IV&V Pre-Draft Report Review — 1/5/2022

16. HI BES ASI and IV&V Touch Base - Functional Team —1/21/2022

17. HI BES ASI and IV&V Touch Base - Technical Team — 1/20/2022

18. Monthly Project Risk and Issue Review Meeting — 1/26/2022

19. Implementation Planning—1/5/2022, 1/19/2022, 1/26/2022

20. FMM IC functional sessions — 1/6/2022, 1/13/2022, 1/27/2022

21. CF Reports Product Owner Meeting — 1/4/2022, 1/6/2022, 1/11/2022, 1/13/2022, 1/18/2022, 1/20/2022, 1/25/2022,
1/27/2022,1/31/2022

22. SSP SIT Go/No Go Entry - Translations and Electronic Notices — 1/6/2022

WoONOUAEWNRE
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Additional Inputs — Continued L)
Meetings and/or Sessions Attended/Observed:

23. [BES] R0.8 BI-10 Walk-Through — Administrative Hearings — 1/6/2022

24. Follow Up: CLOSE out comments on IRS, BEER, and SDX Meeting — 1/10/2022

25. [BES] RO.8 BI-10 Walk-Through — SSP —1/11/2022

26. RO.6 Weekly SIT Status (SSP Electronic Notices & Translations) —1/13/2022, 1/20/2022
27. RTM Discussion Review — 1/18/2022, 1/25/2022

28. Regression Testing Review — 1/18/2022

29. Design Sprint Comments — 1/19/2022

30. Monthly Testing Status — 1/20/2022

31. CF Client Correspondence Product Owner —1/21/2022, 1/28/2022

32. IV&V BI-5 schedule comments — 1/25/2022

33. CMM Product Owner Meeting — 1/6/2022, 1/13/2022, 1/14/2022, 1/20/2022, 1/27/2022
34. Interface Consumption DHS PO Meeting (CMM Interfaces) — 1/4/2022,1/11/2022, 1/24/2022, 1/25/2022
35. Sprint Demo—1/4/2022, 1/19/2022

36. [BES] RO.7 BI-10 Walk-Through — SSP Electronic Notices — 1/5/2022

37. [BES] RO.6 BI-20 Walk-Through — SSP — 1/14/2022

38. R0.6b SIT Exit —1/25/2022

39. [BES] R0O.6b BI-22 Walk-Through — SSP - Translations (Homepage & Prescreening) & Electronic Notices — 1/28/2022
40. [BES] RO.6¢ BI-20 Walk-Through Test Scenarios, Cases, and Scripts — 1/28/2022

41. Day 1: IF32 SSP to BES Integration— 1/31/2022

42. Day 1: FM24 Link Liable Individuals to Overpayment Claim — 1/31/2022

43. Sprint Demo (Release end demo SSP) — 1/31/2022
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Appendices




(1)
Appendix A — IV&YV Criticality Ratings

Rating

A high rating is assigned if there is a possibility of substantial impact to product quality, scope, cost, or
schedule. A major disruption is likely, and the consequences would be unacceptable. A different
approach is required. Mitigation strategies should be evaluated and acted upon immediately.

o A medium rating is assigned if there is a possibility of moderate impact to product quality, scope, cost,
‘i\'\") or schedule. Some disruption is likely, and a different approach may be required. Mitigation strategies
’ should be evaluated and implemented as soon as feasible.

@ A low rating is assigned if there is a possibility of slight impact to product quality, scope, cost, or
schedule. Minimal disruption is likely, and some oversight is most likely needed to ensure that the risk
remains low. Mitigation strategies should be considered for implementation when possible.
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Appendix B — Findings Log

» The complete Findings Log for the BES Project is provided in a separate file.
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Appendix C — Acronyms and Glossary

Acronym
APD
ASI
BES
CCWIS
CM
CMMI
CMS
CR
DDI
DED
DHS
DLV
E&E
EA
ECM
ESI
ETS
FIPS
HIPAA
IDM
IEEE
IES
ITIL

Definition

Advance Planning Document

Application System Integrator

Benefits Eligibility Solution

Comprehensive Child Welfare Information System
Configuration Management

Capability Maturity Model Integration

Center for Medicare and Medicaid Services

Change Request

Design, Development and Implementation

Deliverable Expectation Document

Hawaii Department of Human Services

Deliverable

Eligibility and Enrollment

Enterprise Architecture

Enterprise Content Management (FileNet and DataCap)
Enterprise System Integrator (Platform Vendor)

State of Hawaii Office of Enterprise Technology Services
Federal Information Processing Standard

Health Information Portability and Accountability Act of 1996
Identity and Access Management (from KOLEA to State Hub)
Institute of Electrical and Electronics Engineers
Integrated Eligibility Solution

Information Technology Infrastructure Library
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4\
Appendix C — Acronyms and Glossary N

Acronym Definition

V&V Independent Verification and Validation

KOLEA Kauhale On-Line Eligibility Assistance

M&O Maintenance & Operations

MEELC Medicaid Eligibility and Enrollment Life Cycle
MEET Medicaid Eligibility and Enrollment Toolkit
MOU Memorandum of Understanding

MQD Hawaii Department of Human Services MedQuest Division
NIST National Institute of Standards and Technology
OE Operating Environment

oIT Department of Human Services Office of Information Technology
PIP Performance/Process Improvement Plan
PMBOK® Project Management Body of Knowledge

PMI Project Management Institute

PMO Project/Program Management Office

PMP Project Management Plan

QA Quality Assurance

QM Quality Management

RFP Request for Proposal

ROM Rough Order of Magnitude

RMP Requirements Management Plan

RTM Requirements Traceability Matrix

SEI Software Engineering Institute

SLA Service-Level Agreement

SME Subject Matter Expert
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Appendix C — Acronyms and Glossary N

Acronym Definition

SOA Service Oriented Architecture

SOW Statement of Work, Scope of Work

VVP Software Verification and Validation Plan
XLC Expedited Life Cycle
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Appendix D — Background Information N

Systems Modernization Project
The DHS Enterprise Program Roadmap includes contracting with three separate vendors with the following high-level scope:

» ESI or Platform Vendor — responsible for the shared technology and services required for multiple Application vendors to
implement and support functionality that leverages the DHS Enterprise Platform.

» ASI or ASI Vendor — responsible for the DDI of the Benefits Eligibility Solution (BES Project) enhancing the currently
implemented Medicaid E&E Solution (KOLEA) and providing support for the combined Solutions.

* CCWIS Vendor — responsible for the DDI of the CCWIS Solution to meet the needs of child welfare services and adult
protective services (CCWIS Project) and providing support for the Solution.
Systems Modernization IV&V Project

IV&V performs objective assessments of the design, development/configuration and implementation (DDI) of DHS’ System
Modernization Projects. DHS has identified three high-risk areas where V&V services are required:

* Transition of M&O from DHS’ incumbent vendor to the ESI and ASI vendors
- BES DDI
« CCWIS DDI

On the BES DDI Project, IV&YV is responsible for:

* Evaluating efforts performed by the Project (processes, methods, activities) for consistency with federal requirements
and industry best practices and standards

* Reviewing or validating the work effort performed and deliverables produced by the ASI vendor as well as that of
DHS to ensure alignment with project requirements

* Anticipating project risks, monitoring project issues and risks, and recommending potential risk mitigation strategies
and issue resolutions throughout the Project’s life cycle

+ Developing and providing independent project oversight reports to DHS, ASI vendors, State of Hawaii Office of
Enterprise Technology Services (ETS) and DHS’ Federal partners
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Appendix D — Background Information N

What is Independent Verification and Validation (IV&V)?

« Oversight by an independent third party that assesses the Project against industry standards to provide an unbiased view to
stakeholders

* The goal of IV&V is to help the State get the solution they want based on requirements and have it built according to best
practices

* IV&V helps improve design visibility and traceability and identifies (potential) problems early
* V&V objectively identifies risks and communicates to project leadership for risk management

PCG’s Eclipse IV&V® Technical Assessment Methodology

* Consists of a 4-part process made up of the following areas:

1. Discovery — Discovery consists of reviewing documentation, work products and deliverables, interviewing project team
members, and determining applicable standards, best practices and tools.

Research and Analysis — Research and analysis is conducted in order to form an objective opinion.

Clarification — Clarification from project team members is sought to ensure agreement and concurrence of facts
between the State, the Vendor, and PCG.

4. Delivery of Findings — Findings, observations, and risk assessments are documented in this monthly report and the
accompanying Findings and Recommendations log. These documents are then shared with project leadership on both
the State and Vendor side for them to consider and take appropriate action on.

IV&V Assessment Categories for the BES Project
« Project Management + Security and Privacy

+ Requirements Analysis & Management  * Testing

» System Design *+ OCM and Knowledge Transfer
+ Configuration and Development * Pilot Test Deployment
* Integration and Interface Management « Deployment
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Title
“The fack of a BES project schedule based on ~ Ryan
accurate estimations diminishes effective

planning and resource managemen, which

could resultinlate deliverables, cost

increases, and a late go-live.

73 The planned BES infrastructure is complex  mfors
which could be difficult to implement and
lead to schedule/cost impacts.

72 Theinability to measure and reportthe  Brad
overall Data Conversion work effort and
progress may lead to schedule slippage.

‘The lack of the final agreement on the scope Joe Frasca
‘and costs of the Google Cloud Platform

(6CP) Change Request (CR) may lead to

unanticipated DHS costs, schedule delays,

‘and/or the need to reduce scope.

70 Insufficient configuration management  mfors
could lead to development confusion and

reduce the effectiveness of bug resolution

Finding -
Risk

Finding -
Risk

Finding -
Risk

Finding -
Risk

Concern

Identified
Date

HIDHS Monthly IV
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Final - January 2022

ategorv on Probat ta
11/29/2021 Project ., this can lead to . revi i Immediate. 4 4 High Open
Management ., )
d abil The use ich can lead y
Tow quality h of stafffor
Previous ings h the duration of the Project » Discuss, validate and address aditional
resource management and critical path analysis, all of which were
addressed and closed other than inaccurate estimates such as over reliance on POs, slow design
sprints, and cadence of development teams.
10/28/2021. System Design Ifthe level theBEs - AS| to Next several month 3 3 Med Open
infrastructure. ! for and staffed by the ASI, the  implementing the planned infrastructure.  DHS work with the ASI o assess.
Further, the Project Team hat will make up Delaysin f maintaining.
the additional test,  finalizing fisks risk and
unclear. delays. .
I dthe  other 3 3
failure { of g1
ng parts') and
remain in an immature state compared to their legacy counterparts. For
example, e asystem
Cloud faled fail h
component (i, Nexus). Google Cloud i generally viewed as a less mature
(Amazon Wel Microsoft
Azure). V&Y
points in
be difficult to resolve and lead to project disruption. If DHS intends to
MEo turning.
employees, e v
familiar with in a complex infrastructure environment.
8/31/2021 Project the tactical level, focused - y 32021 3 2 Med Open
Management larity  complex tasks p
o to clrify the usage of MDM so the BES conversion team aligns to the
ork d tak
mitigation actions i risks are identified. 1/31/2022) - The Data Conversion team should evaluate the Just In Time
() appr
= e
P (el h
‘and will ot work for this workstream, 1/31/2022)
8/23/2021 Project In April 2020, migration cloud and shifting the - o A 3 3 Med Open
Management  of some of based solution cloud in ensure all activit witha the “ASIS” and
h pointin time. In the J in April 2020. The. “T0 BE" model for services beginning with the DDI, through
2020 timeframe, DHS and the ASI agreed to have all decision made in the
migrated to then, the scope has been adjusted and the CR s Jul t oHS' & work and cost for the GCP CR during DDI and M and O and provide to DHS
being drafted by the ASI 12 While the in the cloud, for approval. - DHS and the ASI agree to a firm delivery date for when DHS
decided to move all thec ‘and by which vendor during the BES DI will receive the GCP CR. 12/16/2021 Complete
enough time to d d work, The BES  and finalized.
inGeP. P
on the CR however, it s not final.
8/23/2021 Sect processes and . Bl6 ASAP 2 2 tow Open
Development  Configuration Manage h i if sufficient DDI Plan, Secti 8¢ oasi
has b level a2 ol configuration and agree ona
(eg. CMDB), and The pro I d should ful set of configuration items or settings they willtrack. « Identify
have yet to be t the DHS POC for
tems. However, . d
impact (M. & of some i followed, are eff d
configurations items, forcm.

t
1/28/2022 -

estimates were all reviewed and assigned levels of efforts which fed directly

iowever,

DHS and/or ASI resources is appropriate for the anticipated workload.

12/30/2021 - The AS! provided a new draft schedule on 12/20/2021 based
depth anal ining

including

ed,
i
in the project s operating without a schedule which in tsel s a schedule.

01/28/22-

to

y are using, will reduce
person-hours for maintenance and improve system support. The ASIis
making efforts to refine their patching strategy for the large number of

P el

the system. 12/31/21 - The ASIstated they believe they will continue to.

provide BES maintenance and operations (M and O) support for the.
turning over

the State or H

support. tomake
progress in defining their final environment architecture. 11/29/21- The
AS!stated that, though their infrastructure s complicated and cutting edge,
he risk the long:term benefits as

platform will be highly functional, efficient,resilient, automated, and could
reduce long term maintenance costs. IVV remains concerned with the level

ol g and
the potential i the work s
more than expected.
131/2022 sl
complete. g prog:

on the Data Conversion Dashboard n the next reporting period.
12/31/2021 - The Data Conversion Dashboard work has been put on hold
until been
completed. With those two items in place (baselined schedule and DC
Dashboard), IWW/DHS should have measures needled tosee progress in
addressing this finding. 11/30/2021-The ASI s currentlyre-estimating the

o
‘and remaining. Additionally,the ASI added a data modeler to the Data
« w

of work sill being

04,
‘more tables, that are just as complex as those found in Release 0.4, The data

will be a better gauge of progress. IVV has added a recommendation that

which
i ey
9/30/2021
e v
A i i
" indicated

progress
monitor.8/30/2021 - The Data Conversion team continues to progress
I tiviies. H

Jan d Janned to be
1/31/2022 - IVV has requested a copy of the GCP change request from the.
DHS Enterprise IV waits to see i

recommendations in the details of the CR. 12/31/21 - No material update in
the reporting period. IVV waits to see if the ASI addressed our
recommendations in the details of the CR delivered to DHS on 11/11/2021,
11/30/2021 - DHS has received information and pricing for the GCP CR from
the ASL. The ASI and DHS are working to confirm the scope of this change
request. IVV waits to see if the ASI addressed our recommendations in the
CR detail. 10/28/2021 - The ASI has not submitted the GCP Change
Request to DHS. IVV recommends that DHS and the ASI agree to a firm
09/30/2021 - the .

team on 09/15/2021 and provided a high-level overview of GCP Change.
Request. The ASI continues to draft the CR and a date has not yet been

R at the BES CCB. IVV.
scope of this CR and abiity for the project team to fully implement the.
scope of work in the time remaining prior to piot.

1/31/22 - No material update for this reporting period. 12/31/21 - No
‘material update for this reporting period. 11/29/21 - The AS! stated their
plans
(cmp8) 2 y

effective build out of the CMDB and further elaboration by the AS of their
10/29/21 -The ASI in

their i

configuration y P
build out of more critical components of the BES infrastructure. The AS! will
‘work with DHS to solidify CM tool decisions. The project i currently.

i improving on KOLEA's

items (eg, security
database (CMIDB). I ear if

the ) The
A1 s currently using bitbucket for configuration tracking purposes.
/29/21 - The ASI has stated their intention to make updates to the

c Plan. It P wil shift
the ASL It

‘management.

5/3/2021 - RAP: The
Sl acknowledges the

P
provide an update in
September.

9/3/2021 - RAP: Point
of clarification. The

specifically that
deployment would we.
beto the on-premise
environement.
However, we did
acknowledge that
eployment may move.
to the Cloud. The final
decision to move to
GCP for production
was made in July

2020, The costs for
managing the UAT,
Production, and
Disaster Recovery
environments were
notincluded in the
S0P agreement nor

9/3/2021 - RAP: We.
ook forward to
recelving specific
inquiries from the
IV team on
configuration
management and
having conversations.
We do acknowledge
that the plan lkely
needs to be updated
toreflect the
processes in place on
the project for
configuration
management
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Date Categorv
7/28/2021 Security and
Security Plan activities may lead to delays in Risk privacy through

68 Insufficient planning/execution of the BES  Jeremy Riley  Finding - Over the last several months, the BES project team has been working plan to defi

ecommendation on obat tatus Uy
- DHS and the ASI agree and finalze the BI-13 DED. 1/4 Complete - The ASI  ASAP a 3 High Open 22022~
DH. Confluence has b

prior to entering the.
Pilot phase. DHS and be used to
Workbook to

:d by DHS, and the ASI
populating the in-scope controls. The process for reviewing the controls
and

9/3/2021 - RAP: The.
decision to move to
GCP for deployment

gaining Federal Partner approval for the BES.
to begin the Pilot Phase.

managing through AS! Security Lead staffing changes. DHS and the ASI
agreed to modify the BI-13 Security Plan Deliverable Expectation Document  team plans to utilize

and
and changes to the project since inception.

itto align f each control. The Security
 allow for ease

of detail needed to

Bk13 securty ian

Policies, Standards, Controls, and implementation plan along with evidence

for each control

, target dates, risks, issues, evidence) along with
the Rmuw:mznt Treceabity Mtrix ., pr DS gudrce should

5 controls
15 uidance. DS sho prsice witn notice t A whe tey are 1
make the full shift to Rev 5. -DHS should determine the FNS requirements

to more accurately reflect the current status of each control. DHS has
provided AS! with the latest SSA materials for the SRTM and ASI has
acknowledged that their work is based on the same. DHS is meeting with
FNS 0n 2/2/22 to determine requirements for go live. 12/31/21 - The BES.
Security Plan DED has been approved, and work continues on the.

not

has driven the need
for a complete rewrite
of the security plan
per DHS. The AS! i in
the process of
planning the effort to

for '8 and provide AS! with proper g finalized as DF make these updates.
hould approvl - par of e aceeprance crtar.The A5 bleves ht thtr The effort required to
complete this work
by IRS, FNS, and S5A 0 they are reluctant to add verbiage to ths document. will be included in
The DED discussion is ongoing. The Security Requirements Traceabilty either the GCP change
Matrixis being developed in Aha and the ASIwill be providing a report from request or a new
lew. Per DHS, thisis hange request We.
possible. 10/28/2021 - The AS!is working to resolve the final outstanding ook forward to
Bl- DED, additional discussions.
the Security Plan and controls documentation willfollow 800-53 Rev 4 but with V&V and DHS.
ral
1075 publication. The ASI agrees that they are contractually responsible for
updating the Security Plan to the latest revision and have requested that
P e
Jating the i workbooks and
importing it into Confluence, based upon feedback provided by DHS and IVV.
The AS1is
and IW.
67 The Americans With Disabilties Act (ADA)  EarlBurba  Finding-  7/12/2021 Testing While RO3 and RO.4 be ADA 1/31/2022 - The following r this bl 2 Med Open  1/31/2022 - No further demonstrations or communication regarding the
Section 508 compliance tool has not been Risk g compliant. BES. finding. - The ADA tool meets contractual and project requirements. - od. Note 9/9/21 - RAP: The AS|
installed for the Project, which may cause plan for ~The Al that this has invited the V& to
significant rework. performed. This risk has e, n i non- checking tool during development. 12/30/2021 - No further make contact with the
th results to-date. ina ~The e use of development team to
the ADA avalable o others. Partof th that the ports review the results of
t0p tool for W h: ived federal policies Jations, and Standard: Superseded 1 to be executed. Ho the AS| the desk-top tool to
any data results Technology  8/30/2021- approval reported that there was a configuration issue with the tool, which they are gain insight. To date,
for all ADA compliance tems. 08 of ASIvalidates it will perf withi the IV has not
act, d contacted the
Ao with be putinto ADA development lead to
level b- action, , how non- compliance. Therefore, IVV has reassessed the critcalty rating of this isk to rther
(ADA) be corrected, o medium. 11/28/2021 - The ASl demonstrated of the capabilites of the discussions on this
857, i topic.
Fn: previous,
Handbook, toadhereto
be a significant amount of rework to the solution. BES solution. IVV looks forward to a future demonstration once the tool is
10/27/2021 - No material updates in this reporting period. Untila tool is
and IV wi . 9/28/2021 - W
c Tocally and.
correct deficiencies. This tool (VueAxe) s a browser plugin that does not
Cloud Platform (GCP). Once Accessifie has heen tested a follow-on
66 The number of issues/defects found during  €arl Burba  Finding - 3/29/2021 Testing During discussions of UAT progress and metrics the number of defects  Since UAT be e - Immediate. 3 Med Open  1/31/2022 - There has been no progress during this reporting period. WV is
testing may cause planned work n t Issue phase o their y  Performajoint (DHS/ASI/IVV) Root C: lysis (RCA) to 7720121 R0 -
future sprints to be delayed due to the expected during UAT. On 3/29/2021 a the conclusion of RO.3 Sprint 3 there completed. The high nu I identif 10/28 Complete. Release 0.7 metrics response to the.
resolution and retesting of issues/defects. were 306 reported defects (4 High, 10 Medium, and 292 Low Severity) to pl ST into measure of the effectiveness of changes made based on the ASI's RCA, The specific
where 181 are “Unresolved”, 108 are documented as "Not a Defect”, and 17 complete UAT. account the number of defects and testing time needed. - Validate all UAT ASI maintains that they have completed the RCA of the defects from Release recommendations, we
are marked as “Done”. Since the functionality had previously been Unit, defects are retested in SIT to ensure they are included in Regression Testing. 0.5 and feel no additional benefit will be gained. 12/30/2021 - The ASI does are taking t
d the needs of 180 10/6 Cancelled - Execute System and Integration testing more rigorously. not plan to conduct a root cause analysis as recommended by IVV because. following actions:
sessions very few defects are expected. As such, the amount of testing 1/4/22 Complete - The AS! report testing metrics and DHS should monitor the ASI believes it would be non-productive and negatively impact team Recommendation 1
expected to be completed during the current RO.3 will not be met and will this Key Performance Indicator (KPI). Note defect leakage has been reported morale. IVV disagrees; f a oot cause analysisis faciltated correctly, it We will perform a RCA
be pushed to AT o and testing metris are presented in a dashboard for each release. - FDD's usually morale. If actions ledbyhe estng s
deitional be complete and frozen prior to the completion of SIT and that completion team do this mont
closure P00 be added o the e crers o ST and ntarce crers for AT The AS! reported, and the IV team confirmed, that the SSP Release 0.5 Wetommendauon? n
for defects, along with the time needed to retest those corrects, and defect leakage metric has reduced, a positive indicator. IVV will review the progress, we are
regression test the functionality additional risk exiss to the planned schedule sippage and rework by the sn $7dUAT .. 1/30/2021 remaining Release 0.6 and upcoming Release 0.7 testing metrics when they. currently planning to
schedule. At the end of RO.3 it was reported that 44 ssues were “Done” and /2021 - integrate the UAT and
238 issues were incomplete (30 of which had al of thei sub-tasks Root Cause Analysis (RCA) with DHS and IV&V to identify and take corrective between Integration and ST for the last 2 releases trend favorably and SIT teams into a single.
complete) and will be moved to the next Sprint designated SSP RO.3 UAT actions. team that will
Sprint 4. Testing, This partially meets the recommendations made by IVV but does not participate in a joint
meet all ecommendations. The ASI has categorized the defects but has not INT and SITtest. UAT
plans to will be reserved to
minimize future occurrences of these defect types. 10/27/2021 - While the FAT. Recommendation
defect f !, that d 3: Al UAT defects are
good trending, but s a positive step in the right direction. IVV will continue retested in both INT &
SIT before they are
“The AS! conducted promoted to UAT
session with DHS and IVV. 9/28/2021 - This finding has been expanded to fixed. Most willikely
focus o the volume of defect acos sting shases (Ui, negraion (NT), not become good
ustem Inteeration Testine (SIT). Althoush the ASI has not conducted the regression candidates
65 Lack of DHS BESSD staff with expansive  Ryan Finding - 3/2/2021 Project is designed, 1/5/2021 - value of assigning a Lead Product Ownerto  ASAP 1 Low Open 1/zs/znzz e e )
business knowledge could lead to a BES. Risk Management e and i, e i repart) 4/23/21 RAP - DHS.
solution design that falls short of the DHS. p iod, has added a number
business needs. transitioning, and adapting to staff changes. - In progress [Created earlier] - WV will monitor roduct owners to

progresses. - nprogress and continous OHS develop aproject e st
4

reduction in isk related to this fining. 12/30/2021 - The Projectis

the project over the

f expertise. BESSD staff. The goal of the new process i to engage BESSD staff earlier given them the
) Tl S R N hority to make
bythe owned i design decisions for
v toidentfy mumnmmrmmmmg.mmmmmwmngwm; n/zs/zrm DHs the department. This
time f - has resulted in
> project, esp now improvementin the
« turn around time for
i d with the availabiity of DHS product owners, SMES, and managers. As a decisions being made.
business processes. result, IV is lowering the criticalty rating to low.10/31/2021 - The ASI has

regarding BESSD staff with the new BES Project Manager, who brings

to'the project. 9/30/2021 - A BES PM has been selected and will begin on
October 1, 2021. The new contract PM was previously involved with the.
the project,

8 PM.
‘Administrator will provide an active decision-making role in the project. IVV

position, 7/28/2021 - DHS continues to P the 85 PM position
G in,
e e ey e
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Identified

high-level result.

ate Categorv Recommendat Event Horizon a a
63 The lack of early planning and coordination ~ Al Pangelinan Finding - 1/21/2021 Integration and items have of 1 Establisha for for the Q42021 4 1 Low Open  01/28/2022 - There were no changes to the interface communication plans
with interface partners may resultin Risk Interface and documented by the AS. - Connectivity s planned to utlize a presently  time needed to effectively manage allthe tasks duration of Identfy and in this reporting period. Based on discussions with the AS), two
schedule delays, Management  undefined ETS APl Gateway; however, there is have sharing, plan and documentall ! contacts. 3. Define a recommendations are complete. 01/05/2022 - No changes to the interface: 7/20/21 RAP - The AS|
this regard. - There is schedule I d . coordination, and i team requests that the
for along with fiskof in 01/04 COMPLETE 4. are 3 MOAs @ 3 unittest IV reassess the
coordination, design, and testing activities (Unit Test, SIT, UAT).- Interface  addition, after planning. will have to a Due severity o thisrisk in
and alinterfaces. 01/04 COMPLETE 5 the IV has o light of the following
partners, are Complete all MOAS and obtain approval. 6. Confirm testing dates with Low. 11/28/2021 - No changes to the interface communication plans i this reasons: a) the ATC
interface partners in writing. w schedule extension
nterface partners during interface implementation after MOAS have been process for the IRS interface, the DLIR modernization phase, and the has made the urgency.
pproved, b aflat for tackling these tasks.
been frequent. with DOTAX. These new items may impact the project schedule, the existing less than it was before
process for the DHS Financial Management Office, and the functional that started lessening
Gesigns for 10/28/2021 - to the schedule risk, b)
) is stil the increase from
outstanding. There are 3 MOAS (DAGS, HYCF, NCOA) sill outstanding. WV Medium to High in
has recently been invited to interface meetings, which have been very May was based on a
productive. The ASI and DHS have made major progress in identifying misunderstanding of
and planning e . Note-Since the current state of
this w fora the MOA's and contact.
separate finding regarding the implementation of interfaces. 09/30/2021 - metrics, ) substantial
The project team continued to update the communication plans. IVV. progress has made
against each of the In
g h been documented, Progress
b d,2 a recommendations,
UAT dates confirmed, 27 need pilot and production cutover dates and it continues to
confirmed. IVV understands that DHS is responsible for identifying the trend in the right
contacts. MOAS are aporoved. direction. In regards to
61 Poorly executed JAD and design sessions  Brad Finding - 11/30/2020 System Design  ASlled Workflow JAD sessions have been held for CMIM, with the following  The CMM Workflow JAD sessions restarted in November. DHS indicated - be lead BAS with  ASAP 2 5 Med Open  1/31/2022 - Based on progress by ASI, two of the recommendations are
could ead to inaccurate design and rework. Issue. - i i MM Workflow JAD sessi Is, objectives and ~The ‘complete. The revised Design Sprint process wil Kick-off on 1/31/2022,
803l of the JAD, overview on the process and the importance of their Do the. inderstand use thelr which both of /3/21 RAP - The V&
participation. workflow? (2) pport  questions. - The DHS and inthis finding. 12/31/2021 - WV continues to observe misalignment does participate in
ted, the d Incomplete or unclear insufficient between DHS and the ASI on design decisions made later in design sprint many facets of the
Too much to poor design, 8 %o be business process. - The AS should The AS! and eisgn process
i the call for 30 this including screen mock-
seconds or more - cause to dentify these items as early in the SDLC as possible. - The Product reporting period. IVV will look for improvements based on these changes up reviews, backlog
workflow could be designed to ease/improve process for client that, hopefull, willreduce these misalignment concerns. ~ 11/30/2021 - grooming sessions,
proactively seeking collaboration. 10/5/21 Complete - The Functional ‘and Sprint demo's
Id be Product owner
(Closed, sometimes request a reviit of prior decisions, and in some cases, the discussions are meant
1/31/2022) - Invite IVV to al future design sessions and design sprints to p the solution. to have limited
allow IV i could participation. The
processes. (Cl ~Asland negatively impact the design of solution. 10/31/2021 - The BES Project team is concerned
the in-progress design with al SMEs for the area of focus. Team (DHS, AS), V) has shared concerns about ssues arising late in the. about the participation
d w of the IV&V for two.
: where we. main reasons: 1) IV&V
d ookt does not always stay
discuss potential resolutions with DHS and the ASL. 9/30/2021 - W sient in discussions on
design despite
d DHS. IVV has observed and assurances from the
level o V&Y PM that itis not
‘owners in design meetings has increased. ~8/30/2021 - WV did not their role, and 2) V&V
participtation typically
therefore, update this month. drives what are meant
tobeinformal
included in orocesses to more
60 System Integration of the BES Modules  mfors Finding - 9/30/2020 Integration and MM, FMM, S57 loped by and g P ~prioritize the 6 N/A 3 2 Med Open  1/31/22 - The ASl has stated they continue to make progress in integrating
(CMIM, FMM, S5P) will be developed in the Risk Interface demo's are conducted separately with each release. Integration points early in the development effort could lead to unexpected design and (through early end-to-end testing) meet expectations throughout their teams to assure Integration points are effectively and efficiently
later releases vs. 2 continuous integration Management  between the modules are currently stubbed and the AS! has yet to d lead to of hem for addressed.  The AS| has also stated that they have me some 7/30/21 R0 -
model within each release which may cause he modul Abig bang’ integrati heendof  approaches. - integration tasks in the schedule to further mitigate this risk. 12/31/21 - Integration of the core
schedule delays, The ASI delivered an updated BES project schedule on 12/20/2021. WV will modules (55P & CMM
dand testing time is are eview the schedule to assess any updates that may impact this finding. and CMM & VM) will
completed. 11/29/21- developmer continue to evolve in
teams have ., and as result future releases. RO.S
into However, most of will demonstrate the
firstintegration points
10/28/21- s between CMM & SSP.
is improving each team’s understanding of integration requirements and This is now four
impacts to each team's code base. Therefore, IVV is owering this risk releases before the
eritcalty to Medium. However, IVV remains concerned that final plann
in Gevelopment release.
lead to " Similar interfaces
issues. 09/29/21 - The ASI has stated that several integration points are between CMIM &
their Current will begin in
R0.7, 3 releases before
WV s concerned that pushing theend the final development
of release. The AS! team
integrate as expected and more work i required to develop and test is mitgating the risk
08/30/21- The ASI has stated they intend to demonstrate some CMM/SSP stated by the V&V in 3
integration as part of release 0.6. With only 4 releases remaining before the ways: 1) gaining
inal be completed and fully agreement from both
tested without schedule sippage. The ASI has described their plan for development teams on.
between their the integration
develooment erouns. 07/27/2021 - This reportine oeriod. IVV obser methods. and service
49 Poor quality project deliverables may impact Brad Finding-  4/16/2020 Project In April, four ontrol Document  The staff planforall [ be performed by the  Immediate 2 2 low Open  1/31/2022-Based 06/30/2020 - 8110
system design, testing arifacts and the Issue. Management client review. Th of 85 attendance. Qual quality ssues, 7/30/21 RAP - The ASI
project schedule. The d . 1fp inuetobe  singl 50 there could p y sub-rel defects from design, the  DHis will be revised agai team willreview and
lack of alogical org: an 3 root causes of dentified, primary concern of this finding should be addressed. 12/31/2021 - The respond to this ssue.
detail, and a lack. i ticipated rework, w completion of g, again when a material
from both gged this issue in P v d additional design. Iread) update is made by the.
by the ASI, Closed 7/30/2021. ASIreviews ts Quality Management Plan to ensure that ol 8 this VY. We also
this in finding. 11/30/2021 - The results of the system test for release 0.6 showed recommend the
ticular, the ASI fitisi pr , which could

rethinking of the frst

Section 3.1.2 Measure Project Quality, which states, ASI measures process recommendation
and product quality by 1) selecting BES implementation process and product v ASl. 10/31/2021 based on the
3) reported inconsistencies between wireframes and Functional Design assessment from the.
o . i

number it . W

-asl
verifies that the information in design and testing artifactsis kept in sync

nd consistent. - ASI perform a root cause analysis with DHS and IVV in
attendance to determine the source of the design defects. (closed,
1/31/2022)

in defects

Wand

" h

impact the project. IV added a new recommendation that the ASI focus on
9/30/2021

2021

in this
publish

thelack
‘and will valuate raising the critcality rating of this finding. 8/31/2021 -

align with the revised process using the Confluence taol however, they have

priority project of th
focused on the SDLC with the. Confluence tool has
7/30/2021 - improved the
deliverabl

functionality vs. format/erammar/soelling. This imolies imorovement

ble.
management orocess.
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Date Categorv
47 The COVID-19 pandemic and the related  mfors Finding - 3/29/2020 Project O 3/23/2020, the Governor of Hawailissued a “stay at home, work from particip - 3 s 2 Open zm/zz “The ASi has reaffirmed that remote meetings are a less effective
"stay at home" order could hinder project Risk Management  home” order that has reduced 3 hindered, tofocus on form of communication than in-person and therefore, COVID continues to  TBD. 7/30/21 RAP - The ASI
activties and negatively impact the project functional as o remote. By (e, MS. have a negative impact on the quality of some project actiites, albeit agrees that COVID at
schedule and budget. be v the  Teams/skype). - Complete - Suggest the project and DHS create a detailed, 2/31/21 - 3 this time i lkely a low
completely shut down untilthat time as well. Unclear i the order will  sessions. Going forward, most f not al more than thatis the project has indicated they do not plan to make changes to current fisk to both schedule
extend beyond that date. evised i and budget for the
will s00n lose some key members o the PMO, the PMO lead will retire on  impacts. The plan should include the possible economic impacts to the state 11/29/21.- The AS! has transitioned their team from working remotely to project despite some
4/30/20and June 2020, Update the OCM Plan to primarily working in their Honolulu office as of October 2021. It remains. increases related t
OVID, which o updates to planned toaid the the delta variant, The
could lead to i hiring & igh this the short and long term. activites. 10/28/21 - No material update in reporting period. 9/29/21 - No ASI team continues to
freeze, DHS PMO may not be able to replace these key resources Complete - Send broad communications to stakeholders to assure clear material update in reporting period. 8/30/21- The ASI has recently maintain social
‘Additionall, if the state insttutes furloughs, DHS project team resources  understanding of changes to the Project with this regard to impacts of reported they will be closing their offices for at least 2 weeks given the distancing in the office
Unclear f COVID as well remain the CovID cases. , they do not in line with State:
impact overall project funding, same. expect sgnificant impacts to productivit. 7/27/21 The AS! has reported mandates. However,
< team is back having the team has
d for team some challenges with COVID. IVV remains concerned that some essentially reached the.
members not wat for meetings to converse. tonot new normal in
being P Honolulu. This
includes fewer
s resources travelling
converse. 6/28/21 - The ASI continues to limit thei office occupancy to ‘and more conference
calls; however, the
members continue to see increased productiviy from in-person project project has adjusted to
s will continue t the lack of in person
could Earl oviD meetings. In our off-
impacts to their offshore (India) team because of the spike in new cases shore office, we stll
‘appear to be subsiding. IVV changed the criticalit of this finding from have staff working
edium to low and will continue to monitor. 5/27/21 - The ASI has allowed from home. We exvect
43 DHSPMO project team membershave  Ryan Finding - 1/10/2020 Project s reported in various project meetings, several key DHS PMO, BES and ASI history of ~5/31/2021 - ashp 3 5 High Open  1/28/2022 - No material updates in this reporting period. 12/30/2021 - No 02/08/2021 - Brian Donohoe does not agree with Vs high-critcality rating 4/23/21 RAP - From
transitioned off the Project, which may Issue. nagement i Jutions, and b identif ~In progress The state. ‘material updates in this reporting period. 11/26/2021 - No material the ASI perspective,
cause gaps in knowledge transfer and next few months or have already transitioned off the project. While there  of project team. plan for resources as updates in th 10/31/2021 in this January 29, 2021. the changes to the
leadership on the Project. are plans and acti i is critical for d d identified in the RFP (reference RFP section 3.4.3 'DHS Staffing'). The plan 9/30/2021 - s th Final on i
In January, the ASI did d introduce an interim it DH. 02/8/2021). ho is inthe o o
buta plan fora i directly in relation to the project resources. - Closed The ASI should project. Involved in Arch d tool sets, have provided little
currently known. plan for each by the RFP “The Assistant future vsion, etc. Day to day PM working closely w/ Gary and Emerald. We  impact on the overall
7 i e project. At this point,
Closed project. P the knowledge
The remaining DHS PMO positions continue to be unfilled. 8/30/2021-No. transfer gaps have
material period. 7/28/2021 been closed and the
021 - No material upd: leadership of the.
period. 5/31/2021 No material updalem(hlsreporlmgpu\cd project remains strong
e hing freeze hands from DHS. W
recommend that the
3/31/2021 - No material update to this ﬁndlnx in this reporting period. IV reassess the
2/28/2021 -No material update to this finding i this reporting period. Note probability of impact
= v and , they. and severity of impact
and lower the overall
updates and critcalty ratings. The BESSD Staff are now in finding #65. rating for this
01/31/2021 - DHS assigned several BESSD staff to the project tea this 1isk3/3/2020 - The AS!
‘month and they are in the onboarding process. The DHS PMO positions ted the Project
Coordinator position is
tin. w until filled and they wi
proj ded for the long- begin work on
term. 3/3/2020, transition
activies from Donna
estimates included for the activities and tasks. 12/31/2020 - DHS identified will besin next
29 Uncertainty and/or a lack of communication mfors g 52872019 o Some platform and B have yet to be made - =t hi ashe 2 2 tow Open  1/31/22 - The ASI has yet to fully share and vet details of key change 06/30/2020 - Combined application is stil planned. App still not finalized by
around long term architecture decisions Issue agement  and socialized to the project. For example, the ASI and DHS have stated that  inclusive of all known bl additional details as with any requests with stakeholders. The ASI plans ta review these details with DHS. Fram Avch persectv,we arebuldin n Leray. Future tegaton 412321 3p- The AS
could impact the project budget, schedule, KOLEA and a Siebel inthe future,  architectural changes are finalized. - Complete - DHS should finalize the PACXA (subcontractor) in the coming weeks. 12/31/21 - Details o the  of the portals s stil an
system design, and planning decisions. implementing two Siebel instances (one for KOLEA, one for BES), but thisis  planning hould I Portal strategy and outstanding draft Change Requests (CRs) have yet to b fully shared and  originally plannec for data sharing. If change s made to Adobe, this would  refine the final plan
log. Jikeh d project teams. - venEdbvaHs(akehn\dzrsand project impacts remain unclear. Delaysin  require a CA. for the two portal
It remains unclear if the details of the rationale for tis decision or the plan i &, and costs the two P little time to vision. We expect that
tegrating. systems n the future. ADA, Configuration Management tools), MandO, MQD, and BES systems. fesc o sgnfcant architecture o cther CRchanges. 11/25/21. Te ASI final decisions will
and/mdo(umenmd Furthr, thre may b some uncertinysround before finalizing architectural decisions. - DHS continue to request AS| reported progress in finalizing details of the Two-Portal and GCP change. likely be madie during
en/if h requests (CRs) and vetted several key detals with DHS. They are also this reporting period
w:llbemoved 0 the cloud. d continue to working to finalize some of the architecture components. However, it and communicated to
ssure a common understanding of the implications of these decisions. - tted by the the project. The AS!
The Project should continue to ensure communication between \arger project team. w/zx/n Vel concerne with th sgrificant efers the IV&V to our
o al, G February update
that could in each area. - (cm The Reschedullng oo prev\cus\y tracked as the KOLEA ATC CR. regarding
processes R will Recommendation 3.
‘communication between the architecture team and the rest of the project changes From our perspective
team to assess impacts of architecture decisions to the Project. ‘and vetted by the larger project team. 9/29/21 - The Two-Portal and GCP all necessary actions.
ot finalized. WV are complete. If the
potential impact on the project schedule and budget. IVV also remains V& does not believe
concemed hat the averal rcitecturs rmalns nflx and hat ongeing itis Complete
team pursues request supporting
wil splnning detail
8/30/21 - In August, the revised Two-Portal change reques
publshe. The S| ontinues o research ADAtools it Lom»a!\ble with 4/23/21 rap - The AS!
and DHS continue to
and to what extent, the project will perform configuration management. refine the final plan
n for the two portal
but have vet i d th vision. We exoect that
16 Lack of clear understanding of the DD mfors Finding - 12/17/2018 Several Design, Development, ool hand fisk o RS 1/31/19 3 3 Med Open  131/22- their 1/7/19; Note. DHS did not decline 9/9/21 RAP - The most
‘approach may reduce effectiveness of all Issue. Development JAR and JAD other thi the Unisys offeredto  recent updiat
SDLC Processes. bserve S| they do not d decis especially new details Given each JAD session. SDLC have been added
5 15 days, it For new
unclear. ool o 12/31/21- is participants in the JADs the ADshouldbe  promised. The testing
JAR session, . product i eld for paricip lead will continue in
id accuracy, which is delaying final approval. These issues may have been the her role as testing lead
by new result of a lack of stakeholder understanding of the DDI approach. It and willalso continue.

members of the team, or by other interested parties

needed to assure thei effectiveness In ther role.

11/29/21 - The AS! has reported that their new testing approach has

overall effort. DHS has reported that some of their product owners (POs)
si) I of

is
in the form of enh; =
unclear to

which could later lead to cost overruns or scope reduction. 10/28/21 - It

and

team. Furth

B be better

9/29/21-

‘meaning DHS staff

)
ipate in SIT. Individual Release UAT will no

to play an advisory.
ole on the design of
the system as she has
done throughout the
project. The process
changes did not
change her role.
7/20/21 RAP - The ASI

published Confluence.
They contine to.

retrospective feedback
from the development
teams. We will
leverage the monthy
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Type Date [ Signi
2 Late delivery of project deliverables has  Ryan Finding - 11/28/2018  Project Based upo dule for lead and too many late 9/30/2021 i
caused schedule delays. Issue Management fcs) of delays e
the date of this report, oL depicts all path - 1/2021 -
Plan (PMP), which i the formal document that is used to manage the the Project can suffer hedule, cost, and practice of b
execution of the project. . this isk a Without a equired level of I3
backiog of detail late. - Complete 4/30/2021, 7/23/2021, 12/30/2021 - DHS and the ASI

and acceptance from the State.

be

managed. S

evaluate the estimating process to determine if changes should be made to

reduce the number of late tasks and-or conduct a root cause analysis to
~Prior finalize the

, the ASl, and WV,
essons learned. - Closed - Establish the process for DHS and the ASI to
‘mutually agree to the revised project schedule baseline. - Complete -
Establish the process for on-going schedule management and weekly
updates, utiizing the Schedule Management subplan of the Project
Management Plan (81-04). - Complete 5/31/2020 - inalize the updates to

dentified by

DHS and IWV. - Closed. 5/31/2020 - Establish the process for DHS and the ASI

to mutually agree to the revised project schedule baseline. - Closed

3/31/2020 - Add al tasks that have been performed or planned to be

performed in the interim schedule. Closed 5/30/2020 - effective 5/15/2020
w

the ASI complete the Project Management Plan deliverable, work with DHS.
‘and IV for review and edit as needed, and attain approval of the PMP. This

ta
1/28/2022 -
DHs approval Gl

tou
track tasks. Until a baseline is developed and agreed upon, there is no
reference to 4 pa:
Release 0.6. 12/30/2021 - The project i currently developing a new

oval. The proj
version of the unapproved schedule to track tasks. Until a baseline s
project

s

bles are late. 11/26/2021 -
ample,

ot going into Release 6 System Integration Testing on schedule. As project
is not

The project

schedule. WV risk 1474

to monitor planning and scheduling activties. 10/30/2021 ~ This month the

raised by DHS.

and IW. activites/tasks
planned,
complete understanding of the project work. Additionally, the overlap of
Releases 0.4 - 0.10 s concerning based o (1) the lack of visibilty into.

resource requirements, and (2) historical project team performance does

ble, real .

1-
a draft BIS Project Schedule for DHS and IVV review and comments. The

Ived. the schedule. IWV

ts
7/20/21 RAP - The AS|
will continue to refine
the published schedule

from DHS and the
V& while we work
through the final
change request for the
ATCwhich i nearing
completion. Regarding
the recommendations:
Recommendation #1:
Based on progress
made to date, the ASI
is hopeful, that we can
agree in principle on
the ATC change
request in luly and
have a final schedule
published by the end
of the month.
Recommendation #2:

tracking actions be
taken on late work on





