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Executive Summary




Executive Summary

(1)

ﬂthis reporting period the BES project team appears to be at a crossroads, where they are facing several challenges. Somx

of those challenges include:

to the SDLC process.

of an approved project schedule.

executing mitigation plans for these

» Discrepancies between the ASI's design artifacts and DHS' requirements, which have not been mitigated by modifications

» Delays in release 6 development, which includes the CMM Interview, SSP, FMM Overpayments, and Interfaces.

+ |nefficient project management, evidenced by a continued inability to accurately plan and execute tasks, and the absence

The BES Project Schedule was opened as a new risk finding by IV&V. While the lack of an approved schedule has been
reported for months in conjunction with finding #2 concerning late deliverables, the inability to accurately plan and execute
tasks is now tracked as a separate risk.

IV&V notes four of the six categories have a high criticality rating. The BES Project leaders and staff are developing or

resources are added, this increases the risk the project team cannot meet the planned BES Pilot and Go-Live dates.

risks/issues meaning they are diverted from planned to unplanned activities. Unless nevv/

Sep Oct Nov Category

Project
Management

IV&V Observations

The criticality rating for this category remains high due to the: 1) absence of an approved
and reasonable schedule 2) lack of velocity reporting on FCM (CMM and FMM modules)
development that drives project planning, and 3) lack of state funding to fill vacant PMO

positions. This category has been at a high criticality rating since July 2020 (17 months).

‘,, '\’/Ix‘ ‘,, ';A‘ ‘,, '\’/Ix‘ SyStem

IV&V observed DHS product owners (PO) raising design concerns late in the process. In
some cases, the DHS PO assigned has changed over time, and design artifacts do not
capture enough detail including prior decisions.

IV&V remains concerned about the complex design of the BES Infrastructure and possible
impacts. The ASI stated that the proposed BES Infrastructure is designed to automate tasks
and improve efficiency.
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Executive Summary (1)

Sep Oct Nov Category

N | Configuration
(M) [ (™M) | (™) |and
| Development

IV&V Observations

IV&V is concerned that DHS POs are being asked to finalize designs before they are fully
vetted by DHS. The DDI process does not appear to be consistently followed, as design
issues are showing up after development.

Integration

y y y and Interface

Management

IV&V is concerned with additional scope regarding the 120-day certification process for the
IRS interface, the DLIR modernization phase, and the modernization of the tax interface.
These new items may impact the BES project schedule, scope, and previously completed
work.

Q M/] (M) y Testing

This category has elevated to high based upon the Regression testing finding.

IV&V requested the ASI further detail the root cause of defects found during testing and the
remediation plans to address.

The ASI demonstrated the ADA compliance tool against the vendor’s website, but it has not
been verified to work for the BES application and environment.

y y y ﬁﬁ\c,;g;y and

DHS and the ASI continue discussions on the BI-13 BES Security Plan DED to ensure it will
meet all State and Federal Partner requirements.
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IV&V Findings and Recommendations




IV&V Findings and Recommendations 7))

As of the November 2021 reporting period, PCG is tracking 19 open findings (11 risks and 8 issues) and has retired a total of
50 findings. Of the 19 open findings, 10 are related to Project Management, 2 in Integration and Interface Management, 3 in
Testing, 2 in System Design, 1 in Configuration and Development, and 1 in Security and Privacy.

Open Risks & Issues

Security and Privacy

Integration and Interface Management

Testing ® Open - Med
B Open - Low
System Design H Open - High

Project Management

Open Risks & Issues by Category

Configuration and Development

= Configurationand Development

= System Design

o
N
w
S

3

\

Testing
= |ntegrationand Interface Management

= Securityand Privacy
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IV&V Findings and Recommendations 7))

The following figure provides a breakdown of all IV&V findings (risks, issues, concerns) by status (open, retired).

All Findings

—
-
—

Finding - Risk

M Retired
Finding - Issue
H Open

Concern

0 5 10 15 20 25 30
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IV&V Findings and Recommendations D
Findings Retired During the Reporting Period

Risk — Missing and incomplete artifacts required as entry and exit criteria for each testing
stage could lead to schedule slippage or delivery of a solution that does not meet

business needs or requirements.

54 . , _ _ _ - Project Management
IV&V observed multiple go/no go meeting for testing. Artifacts required as entry and exit criteria

have been provided by the ASI and approved by DHS for transition to the next testing stage.
Therefore IV&YV retired this finding.
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IV&V Findings and Recommendations 7 )

Preliminary Concerns Investigated During the Reporting
Period

Insufficient configuration management may result in preventable defects, schedule delays,
budget issues and resource adjustments to compensate for quality and schedule issues.

The ASI stated their plans to utilize Service Now as their Configuration Management Database (CMDB).  Configuration
70 if utilized to its fullest extent, Service Now can effectively track system configurations and provide and

system support personnel with an effective means to resolve system bugs. V&V will continue to monitor ~ Development

for the effective build out of the CMDB and further elaboration by the ASI of their configuration

management plans.
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IV&V Findings and Recommendations D
Findings Opened During the Reporting Period

Risk — The ASI demonstrates the inability to accurately plan and execute tasks in the BES
project schedule, which could result in late deliverables, cost increases, and a late go-live.

Observation: DHS and the ASI have tried multiple times to rework the schedule with results that have
not yielded improvement. Concerns with the structure, estimating practices, and ability to manage to
the schedule persist. The use of multiple tools to track resources obfuscate resource management.

Significance: If estimates for project schedule activities are not accurate, this can lead to constant
schedule changes, resources not being available when needed, rushed activities, and general
frustration which can lead to schedule delays, low quality output, scope changes, and budget issues.
Recommendations:

Project
% Using the available tools, review the current estimates to complete each activity compared to past Management

actual hours.

- Update as necessary and provide the DHS/ASI Project Managers with reports and data that
accurately reflect the DHS/ASI resource needs along with over/under allocations of staff for the
duration of the project.

- Develop mitigation and contingency plans that are tracked/managed by DHS/ASI for all tasks that
are behind schedule or are at risk of being behind schedule which includes resource management.

- Discuss, validate and address additional concerns within the project processes that may cause the
project delays other than inaccurate estimates such as over reliance on POs, slow design sprints,
and cadence of development teams.
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IV&V Findings and Recommendations ')

Project Management

- Criticality

Issue — Late Delivery of project deliverables may cause schedule delays.

Some project deliverables were late this month. For example, CF Special Indicator and CMM Interview did

2 notgo into Release 6 System Integration Testing on schedule. As project deliverables slip, it may be an y
indication that the schedule itself is unreasonable versus the execution of project tasks. The project team is ‘
currently re-evaluating the schedule. IV&V has opened a new risk #74 to monitor planning and scheduling
activities.

Recommendations Progress

» DHS and the ASI agree and publish the revised schedule based on the KOLEA ATC impact, CMM

development delays and any other changes to address the potential SDLC Process adjustments. L[l

» Despite not yet having a revised baseline schedule, continue monitoring and analyzing deliverables that may

have impact to the critical path. In[pfeeees
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IV&V Findings and Recommendations H
Project Management

. Criticality

Issue — Uncertainty and/or a lack of communication around long-term architecture decisions could
impact the project budget, schedule, system design, and planning decisions.

29 The ASI reported progress in finalizing details of the Two-Portal and GCP change requests (CRs) and vetted @
several key details with DHS. They are also working to finalize some of the architecture components.
However, it remains unclear if these changes are fully communicated and vetted by the larger project team.

Recommendations Progress

» DHS should finalize the Portal strategy and communicate the strategy with the stakeholders and project teams. In process

» The project should continue to vet possible architectural change impacts to the platform (e.g., ADA,

Configuration Management tools), M&O, MQD, and BES systems before finalizing architectural decisions. pocss

* DHS continue to request ASI perform due diligence in any recommendation for foundational architecture
change decisions and continue to review with appropriate DHS stakeholders to assure a common In process
understanding of the implications of these decisions.

» The project should continue to ensure communication between development leads and architecture leads to In Drocess
assure optimal collaboration on possible architecture changes that could impact decisions in each area. P
* Maintain current communication processes to ensure regular communication between the architecture team

and the rest of the project team to assess impacts of architecture decisions to the project. In process
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IV&V Findings and Recommendations H
Project Management

Key Findings ngﬁig{y

Issue — DHS PMO project team members have transitioned off the project, which may cause gaps in i
43 knowledge transfer and leadership on the project. \g

No material updates in this reporting period.

Recommendations Progress

* DHS continue to work with the appropriate organizations to identify the funds necessary to fill these positions. In process
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IV&V Findings and Recommendations ')

Project Management

# | Key Findings Criticality
Rating

Risk — The COVID-19 pandemic and the related "stay at home" order could hinder project activities
and negatively impact the project schedule and budget. @

47 The ASI has transitioned their team from working remotely to primarily working in their Honolulu office as of

October 2021. It remains unclear whether the new COVID variant (Omicron) will disrupt project activities.

Recommendations Progress

* Suggest the project and DHS create a detailed, documented risk mitigation strategy and plan that is reviewed
regularly and revised to address the current state of the COVID-19 threat and related impacts over the next 6 to

12 months. The plan should include the possible economic impacts to the state budget directly related to LIPS
project resources.
+ Send broad communications to stakeholders to assure clear understanding of changes to the project with this
. . S ) . In process
regard to impacts of COVID as well as clarifying communications as to what will remain the same.
* Project leadership continue to encourage independent phone conversations to enhance and accelerate In process

communications, and for team members not wait for meetings to converse.
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IV&V Findings and Recommendations H
Project Management

Key Findings ngtciﬁl;y

Issue — Poor quality project deliverables may impact system design, testing artifacts and the project
schedule.

49 The results of the system test for release 0.6 showed a significant reduction in defects compared to prior @
releases, which could reflect improvement in the quality of deliverables. V&V will review the root cause
analysis when provide by the ASI.

Recommendations Progress

« ASI review the Quality Management Plan to ensure that the project is working within the Quality guidelines. In
particular, the ASI should evaluate and consider if it is in alignment with Section 3.1.2 Measure Project Quality,
which states “ASI measures process and product quality by 1) selecting BES implementation process and
product attributes to measure; 2) selecting component activities to measure; 3) defining value scales for each In process
component activity; 4) recording observed activity values; and 5) combining the recorded attribute values into a
single number called a process quality index.” V&V has not seen evidence indicating the ASlI is utilizing
metrics to measure its process and product quality.

» ASI verifies that the information in design and testing artifacts is kept in sync and consistent. In process

» ASI perform a root cause analysis with DHS and IV&V in attendance to determine the source of the design

defects. Not started
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IV&V Findings and Recommendations H

Project Management

- Criticality

Issue — Inability to measure development team velocity may impact the projects' ability to forecast
the delivery date of the remaining features.

62 |v&V met with the ASI on November 3rd to discuss the velocity charts. There are six development teams (3 ﬂ
for FCM and 3 for SSP). IV&V found that the velocity charts contain aggregated data that does not represent
each team's velocity. At this time, IV&V cannot determine if each development team is tracking its velocity.

Recommendations Progress

» Calculate the average velocity from past iterations to be used as a historical reference. In process

» Provide velocity charts with committed and completed story points for projects documented in Jira. In process

+ Optimize work based on estimations. In process
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IV&V Findings and Recommendations H

Project Management

- Criticality

Risk — Insufficient project availability of DHS BESSD staff with expansive business knowledge could
lead to a BES solution design that falls short of the DHS business needs.

65 DHS BESSD staff with extensive business knowledge have been available for the project, especially in the @
last month now that a permanent BESSD PM has been hired and involved. There is significant improvement
with the availability of DHS product owners, SMESs, and managers. As a result, IV&V is lowering the
criticality rating to low.

Recommendations Progress

* DHS continue to identify BESSD SME’s to support the project as the project progresses. In process
+ |dentify and on-board a replacement BES Project Manager. Complete
» Continue coaching the new BES Product Owners to ensure the new system takes advantage of new
) . : In process
technologies and aligns to the planned business processes.
* DHS continue planning, transitioning, and adapting to staff changes. In process
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IV&V Findings and Recommendations H
Project Management

Key Findings ngziléty

Risk — The lack of the final agreement on the scope and costs of the GCP Change Request (CR) may
lead to unanticipated DHS costs, schedule delays, and/or the need to reduce scope.

71 DHS has received information and pricing for the GCP CR from the ASI. The ASI and DHS are working to 'V'
confirm the scope of this change request. IV&V waits to see if the ASI addressed our recommendations in
the CR details.

Recommendations Progress

* The ASI should document the current environment M&O activities to ensure all activities are known with a clear
understanding of the “AS IS” and “TO BE” model for services beginning with the DDI, through Not started
Pilot/Implementation and M&O.

* The ASI clearly document the scope of work and cost for the GCP CR during DDI and M&O and provide to

DHS for approval. Not started

» DHS and the ASI agree to a firm delivery date for when DHS will receive the GCP CR. In process
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IV&V Findings and Recommendations H

Project Management

. Criticality

Risk — The inability to measure and report the overall Data Conversion work effort and progress may
lead to schedule slippage.

72 The ASl is re-estimating the remaining Data Conversion work and is developing a Data Conversion
Dashboard, intended to provide a comprehensive view of work completed and work remaining. Additionally,
the ASI added a data modeler to the Data Conversion team.

Recommendations Progress

» The ASI should develop reports with metrics that accurately measure the Data Conversion progress. In process

» The Data Conversion team should evaluate the Just In Time (JIT) approach to determine if there are risks to

. . |
the project that should be monitored/managed. fl process
» The DHS Data Governance committee continue to clarify the usage of MDM so the BES conversion team IN Drocess
aligns to the planned governance structure. P
» The Data Conversion team consider using use cases and story points to measure progress. Not started
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V&V Findings and Recommendations H
Integration and Interface Management

Key Findings ngtciﬁléty

Risk — System Integration of the BES Modules (CMM, FMM, SSP) will be developed in the later
releases vs. a continuous integration model within each release which may cause schedule delays.

60  The ASI stated that communications between their development teams have improved, and as result, moved M )
some integration components into earlier releases. However, most of the integrations are scheduled for
implementation shortly before go-live based on the project schedule.

Recommendations Progress

 Prioritize the build of integration points within each module and the creation of scripts (API calls) required for

. ) In process
integration. P

+ If the ASI needs all the remaining releases to demonstrate an end-to-end solution of the identified business
processes across all modules, V&V recommends planning and communicating the mitigation strategy for In process
handling risks associated with this approach.
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V&V Findings and Recommendations H
Integration and Interface Management

. Criticality

Risk — The lack of early planning and coordination with interface partners may result in schedule

delays.
No changes to the interface communication plans in this reporting period. IV&V has concerns regarding the
63 120-day certification process for the IRS interface, the DLIR modernization phase, and the modernization ﬁ

of the tax interface from a flat file to a direct web service with DOTAX. These new items may impact the
project schedule, the existing process for the DHS Financial Management Office, and the functional
designs for the FMM module.

Recommendations Progress

+ Identify and document all interface partners' contacts. In process
+ Define a detailed schedule for each interface to include milestone dates, coordination, and execution and
. ) In process
share with the interface partners.
+ Determine which deliverable will include the details associated with the planned connectivity and detailed
. : . In process
technical designs of all interfaces.
* Complete all MOAs and obtain approval. In process
» Confirm testing dates with interface partners in writing. In process
+ Distribute preparation procedures for interface implementation to the interface partners. In process
+ Develop a mitigation plan to address the unavailability of Interface Partners during interface implementation. Not started
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IV&V Findings and Recommendations ()
Configuration and Development

- Criticality

Issue — Lack of clear understanding of the DDI approach may reduce effectiveness of all SDLC

Processes.

The ASI reported that their new testing approach has reduced DHS testers level of effort to support testing

and streamlined the overall effort. DHS reported that some of their product owners (POs) may have been
16 put in a position (by the ASI) to provide final approval of designs without a proper understanding of what <

should be considered and vetted by other DHS stakeholders/SMEs. This has led to testing DHS SMEs to
request changes to the finalized designs in the form of enhancements. Further, it remains unclear to DHS
SMEs whether enhancement requests will incur additional costs to DHS which could later lead to cost
overruns or scope reduction.

Recommendations Progress

» ASI make available their DDI approach documentation/materials for stakeholders to review and/or refresh their

knowledge on demand. In process
+ The project monitor DHS product owner productivity, ability/willingness to provide effective feedback to the ASI
for design and other important decisions and provide coaching as needed to assure their effectiveness in their In process

role.
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IV&V Findings and Recommendations H
System Design

. Criticality

Issue — Poorly executed JAD and "design sessions" could lead to inaccurate design and rework.

IV&V continues to ramp up participation in design sprint meetings. 1V&V observed that new/replacement

61 DHS POs who were not involved earlier sometimes request a revisit of prior decisions, and in some cases,
the replacement PO will have a different opinion on how to design the solution. V&V will continue to
observe these meetings and capture issues that could negatively impact the design of solution.

Recommendations Progress

» JAD and design sessions should be led by experienced senior BAs, with goals, objectives and results

communicated to all participants. In process
» The facilitator should use their expertise to drive discussions through leading questions. In process
+ The DHS and ASI product owners should actively participate to ensure the system meets the requirements,
; . . ) , . In process
designed taking advantage of new technology and aligns to the ‘to be’ business process.
* The ASI should back-track significant differences in design direction to determine the root cause to identify
) . . In process
these items as early in the SDLC as possible.
* The Functional Design Document process, to include the Design Sprint concept, should be clearly defined and
. - In process
shared with all project team members.
* Invite IV&V to all future design sessions and design sprints to allow V&V to observe and assess the
i . ) In process
effectiveness of the revised design processes.
» ASI and DHS should work together to vet the in-progress design with all SMEs for the area of focus. In process
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IV&V Findings and Recommendations H
System Design

. Criticality

Risk — The planned BES infrastructure is complex which could be difficult to implement and maintain
and could lead to schedule/cost impacts

The ASI stated that, though their infrastructure is complicated and cutting edge, the risk is acceptable given M
73 the long-term benefits as they expect the final platform will be highly functional, efficient, resilient, automated,

and could reduce long term maintenance costs. V&V remains concerned with the level of effort and

component costs of implementing and maintaining this sophisticated technology and the potential schedule

delays if the work is more than expected.

Recommendations Progress

» ASI clearly communicate the potential costs and schedule impacts to implementing the planned infrastructure. In process

* DHS work with the ASI to assess the potential challenges of maintaining a complex environment and consider

scaled back options that could reduce this risk and reduce long-term support costs. LIS

» ASI develop a process to closely monitor cloud and other product changes (software updates/new releases),

. . In process
manage changes, and regression test once updates are applied.
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IV&V Findings and Recommendations H
Testing

indi Criticality

Issue — The number of issues/defects found during testing may cause planned work in the future
sprints to be delayed due to the resolution and retesting of issues/defects.

The computation of the defect leakage between Integration and SIT for the last 2 releases trend favorably )

66 and shows that most of the defects/bugs are identified during Integration Testing. This partially meets the ‘™)
recommendations made by IV&V but does not meet all recommendations. The ASI has categorized the
defects but has not identified the true root causes or developed corrective action plans to minimize future
occurrences of these defect types.

Recommendations Progress

+ Adjust the project plan and provide reasonable scope for SIT in subsequent releases taking into account the

number of defects and testing time needed. In process
* Execute System and Integration testing more rigorously. In process
* The ASI should report testing metrics and DHS should monitor this Key Performance Indicator (KPI). Not started
» Perform a joint Release 0.5 SIT (DHS/ASI/IV&V) Root Cause Analysis (RCA) to identify and take corrective Not started

actions.
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IV&V Findings and Recommendations H

Testing

Key Findings ng;ﬁléty

Risk - The Americans With Disabilities Act (ADA) Section 508 compliance tool has not been
installed for the project, which may cause significant rework.

The ASI demonstrated the capabilities of the AccessiBe tool as provided by the product vendor. The
67 demonstration showed that the tool can identify accessibility issues based on the chosen or configured y
rules. The ASI also generated a report to document compliance. It is not clear that this tool will work
successfully with the architecture of the BES solution. IV&V looks forward to a future demonstration once
the tool is shown to work with the current BES architecture and is acceptable to DHS.

Recommendations Progress

» The ASI should gain DHS’ approval on the tool selected after the ASI validates it will perform as expected

within the BES architecture, meeting all contractual and project requirements. L[l
* The ASI create and communicate the plan for when the ADA compliance tool will be put into action, how the
tool will report compliance or non-compliance, how non-compliance will be corrected, and how and when DHS In process

and V&V will be provided the reports from the ADA compliance tool and how to interpret those reports for the
code from previous, current and future releases.
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IV&V Findings and Recommendations H
Testing

Key Findings ng;ﬁléty

Risk - Lack of DHS visibility into regression testing may cause defects/rework within the BES
application.

g9 Thisrisk was previously a concern. Although the Regression Testing dashboard provides a significant H
amount of data, there is no explanation of what that data represents. The ASI has agreed to explain the J
data in the Regression Testing dashboard to help DHS and others understand it. IV&V will review the
Regression Testing dashboard once clearly understandable regression test data is provided.

Recommendations Progress

* The ASI document the process of regression testing from start-to-finish and then review that process with DHS.
The documented process should include how the candidates for inclusion in the regression suite are selected,
how those chosen candidate test cases are validated, how the regression tests are reviewed and how failed

tests are resolved and reported, the timing for when regression testing is scheduled, where the regression test [[ALEEEE
cases are stored and documented, and how the project is notified that regression testing is complete and
accurate.
* Regression testing results should be reported to the project on a regular basis and be included in the weekly
dashboards. It is important that DHS be informed of all regression testing results of those passed and failed In process

test cases and that any failed test cases be analyzed to determine if code or configuration changes need to be
made.
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IV&V Findings and Recommendations H

Security and Privacy

- Criticality

Risk - Insufficient planning/execution of the BES Security Plan activities may lead to delays in
gaining Federal Partner approval for the BES to begin the Pilot Phase.

The BI-13 DED is not finalized as DHS has requested verbiage that explicitly states that federal approval is

6g Ppartof the acceptance criteria. The ASI believes that their contract already states that they must meet e
federal standards as prescribed by IRS, FNS, and SSA so they are reluctant to add verbiage to this J
document. The DED discussion is ongoing. The Security Requirements Traceability Matrix is being
developed in Aha and the ASI will be providing a report from Aha for DHS and IV&V to review. Per DHS,
this is to be done as soon as is possible.

Recommendations Progress

+ DHS and the ASI agree and finalize the BI-13 DED. In process
* The ASI continue to develop the BI13 Security Plan in close collaboration with DHS. In process

» DHS and the ASI agree upon the tools and process that will be used to document and track security control
implementation, if not included in the BI-13 Security Plan. The process should define the level of detail needed

to track progress (estimates, target dates, risks, issues, evidence) along with the Requirement Traceability In process
Matrix.
» ASI, per DHS guidance, should begin to pivot toward the adoption of 800-53 Rev 5 since Rev 4 will be In process

obsolete when the system goes live.
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IV&V Status




(1)

V&V Engagement Status

IV&V Engagement Area Sep Nov Comments

IV&V Budget

The ASI is conducting a BES project schedule review that
may result in changes to the IV&V schedule.

IV&V Schedule

IV&V Deliverables PCG submitted the final October IV&V Monthly Status Report.

IV&V Staffing

IV&V Scope

Engagement Status Legend

. . The engagement area poses a
The engagement area is The engagement area is L .
s . significant risk to the IV&V
within acceptable somewhat outside acceptable : . X
project quality and requires
parameters. parameters.

immediate attention.
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V&V Activities

* V&V activities in the November reporting period:

Completed — October Monthly Status Report
Ongoing — Review the BES Project Artifacts and Deliverables

Ongoing — Attend BES project meetings, (see Additional Inputs pages for details)

Reviewed available ASI Original Contract and BES Optimization contract amendment
documentation

* Planned IV&YV activities for the December reporting period:

Ongoing — Observe BES Design and Development sessions as scheduled
Ongoing — Observe Bi-Weekly Project Status meetings

Ongoing — Observe Weekly Architecture meetings

Ongoing — Observe Weekly Security meetings

Ongoing — Observe Agile Development meetings

Ongoing — Monthly IV&V findings meetings with the ASI

Ongoing — Monthly IV&V Draft Report Review with DHS, ETS and ASI
Ongoing — Participate in weekly DHS and IV&V Touch Base meetings

Ongoing — Review BES artifacts and deliverables
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Deliverables Reviewed

) Deliverable .

Deliverable Name Version
Date

BI-10 R0O.6 Common Functions Special Indicators — REVISIONS 11/29/2021 V1.2
BI-31 DED - REVISIONS 11/23/2021 V2.0
BI-29 DED - REVISIONS 11/23/2021 V2.0
BI-14 Release 0.6 Technical Desigh Document - SSP 11/23/2021 V0.9
Bl-11 Release 0.8 BESSD Interfaces 11/9/2021 0.1
BI-21 Release 0.4 Updated and Completed Detailed Functional and Technical RTM 11/3/2021 0.1
BI-10 30.6 SSP Application Management (No Account), Prepopulate Online Application deliverable 11/2/2021 10
(Iteration 1)
BI-10 RO.7 SSP Electronic Notes 11/2/2021 0.1
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Additional Inputs — Artifacts

Deliverable Name

Artifact Date

Version

Unisys Contract Amendment 3 4/17/2020 N/A
FNS Handbook 901 01/2020 V2.4
BES Weekly Schedule (BI-5) 11/1/2021 N/A
11/3/2021
11/10/2021
BES Weekly Status Report 11/17/2021 N/A
11/24/2021
11/3/2021
. 11/10/2021
BES Risks and Issues Log 11/17/2021 N/A
11/24/2021
BES Interface Communication Plans and Interface Control Documents N/A N/A
NIST S.pec.|al Publication 800-53 Security and Privacy Controls for Information Systems and 12/20/2020 Rev.S
Organizations
NIST S.pec.lal Publication 800-53 Security and Privacy Controls for Information Systems and 1/22/2015 Rev. 4
Organizations
ATC Impacts to BES_DHS Exec Summary 2/22/2021 N/A
IATC Impacts to BES_DHS Additional Details 4/9/2021 N/A
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Additional Inputs 1)
Meetings and/or Sessions Attended/Observed:

Weekly Platform Status Meeting — 11/2/2021, 11/9/2021, 11/16/2021, 11/23/2021, 11/30/2021
Weekly DDI Architecture Review Meeting —11/9/2021

Bi-Weekly Project Status Meeting —11/10/2021, 11/24/2021

Bi-Weekly BES PMO and IV&V Touch Base — 11/10/2021, 11/24/2021

Weekly BES Dev Stand-up —11/3/2021, 11/10/2021, 11/17/2021, 11/24/2021

Weekly SSP Backlog Grooming Session — 11/3/2021, 11/10/2021, 11/17/2021

Weekly CMM Backlog Grooming Session —11/10/2021, 11/17/2021, 11/24/2021

BES Data Conversion Meeting—11/1/2021, 11/8/2021, 11/15/2021, 11/22/2021, 11/29/2021
BES Data Conversion Working Group Meeting —11/16/2021

Weekly BES Project Schedule Review Meeting —11/2/2021, 11/16/2021,

IV&V Team Meeting — 11/1/2021, 11/4/2021, 11/8/2021, 11/10/2021, 11/15/2021, 11/18/2021, 11/22/2021,
11/24/2021, 11/29,2021

12. Weekly DHS-Unisys Security Touchpoint —11/2/2021, 11/9/2021, 11/16/2021, 11/23/2021, 11/30/2021
13. Velocity Discussion —11/3/2021

14. RO0.6 Weekly SIT Status — 11/4/2021

15. BES — Touch base with DHS —11/4/2021, 11/17/2021

16. BES CCB Monthly Meeting — 11/3/2021

17. HI DHS BES October Draft IV&V Report Review — 11/15/2021

18. Bi-Weekly DHS and IV&V Touch Base Meeting—11/2/2021, 11/16/2021, 11/30/2021

19. ASI/IV&V Mid-month Check-in —11/19/2021

20. Executive Steering Committee Meeting —11/18/2021

21. HIBES ASI and IV&YV Touch Base - Functional Team — 11/16/2021

22. HI BES ASI and IV&V Touch Base - Technical Team — 11/23/2021

WoONOUAEWNRE
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Additional Inputs — Continued L)
Meetings and/or Sessions Attended/Observed:

23. Monthly Project Risk and Issue Review Meeting — 11/3/2021

24. [BES] R0.4 BI-21 Updated and Completed Detailed Functional and Technical RTM Deliverable —11/12/2021

25. Implementation Planning — 11/10/2021, 11/17/2021, 11/24/2021

26. R0O.6 SSP SIT Exit Go/No-go — 11/18/2021

27. FMM RO.8 issuance functional sessions — 11/4/2021, 11/18/2021

28. FMM OP Recovery functional session — 11/9/2021

29. [BES] DHS PO Working Session—11/2/2021, 11/9/2021, 11/16/2021, 11/23/2021

30. CMM Product Owner Meeting—11/1/2021, 11/4/2021, 11/12/2021, 11/18/2021, 11/19/2021, 11/23/2021

31. CO20 View Alerts Product Owner Meeting — 11/5/2021, 11/12/2021, 11/19/2021

32. Interface Consumption DHS PO Meeting (CMM Interfaces) — 11/2/2021, 11/4/2021, 11/9/2021, 11/16/2021, 11/23/2021,
11/30/2021

33. MDM Data Sharing and Consent Management —11/4/2021, 11/16/2021, 11/18/2021, 11/23/2021

34. [BES] Release Checkpoint —11/4/2021

35. [BES] RO.7 Sprint Demo - CFO7 Manage Case Assignment — 11/4/2021

36. Sprint Demo — 11/8/2021, 11/23/2021

37. [BES] R0O.6 Sprint Demo - CO05j Manage Asset Information —11/18/2021

38. [BES] R0.8 Prototype Review - QM24, QM24a-f —11/18/2021

39. [BES] R0.6 BI-22 Walk-Through — SSP — 11/19/2021

40. R0O.5 and RO.6 RCA Review —11/22/2021

41. BES Defects and Enhancements — Action Item Updates —11/10/2021

42. Review ADA Compliance Sample Report —11/16/2021

43, Junit test case Demo —11/24/2021
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Appendices




(1)
Appendix A — IV&YV Criticality Ratings

Rating

A high rating is assigned if there is a possibility of substantial impact to product quality, scope, cost, or
schedule. A major disruption is likely, and the consequences would be unacceptable. A different
approach is required. Mitigation strategies should be evaluated and acted upon immediately.

o A medium rating is assigned if there is a possibility of moderate impact to product quality, scope, cost,
‘i\'\") or schedule. Some disruption is likely, and a different approach may be required. Mitigation strategies
’ should be evaluated and implemented as soon as feasible.

@ A low rating is assigned if there is a possibility of slight impact to product quality, scope, cost, or
schedule. Minimal disruption is likely, and some oversight is most likely needed to ensure that the risk
remains low. Mitigation strategies should be considered for implementation when possible.

HI Systems Modernization Independent Verification & Validation Monthly Report: November 2021



Appendix B — Findings Log

» The complete Findings Log for the BES Project is provided in a separate file.
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Appendix C — Acronyms and Glossary

Acronym
APD
ASI
BES
CCWIS
CM
CMMI
CMS
CR
DDI
DED
DHS
DLV
E&E
EA
ECM
ESI
ETS
FIPS
HIPAA
IDM
IEEE
IES
ITIL

Definition

Advance Planning Document

Application System Integrator

Benefits Eligibility Solution

Comprehensive Child Welfare Information System
Configuration Management

Capability Maturity Model Integration

Center for Medicare and Medicaid Services

Change Request

Design, Development and Implementation

Deliverable Expectation Document

Hawaii Department of Human Services

Deliverable

Eligibility and Enrollment

Enterprise Architecture

Enterprise Content Management (FileNet and DataCap)
Enterprise System Integrator (Platform Vendor)

State of Hawaii Office of Enterprise Technology Services
Federal Information Processing Standard

Health Information Portability and Accountability Act of 1996
Identity and Access Management (from KOLEA to State Hub)
Institute of Electrical and Electronics Engineers
Integrated Eligibility Solution

Information Technology Infrastructure Library
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Appendix C — Acronyms and Glossary N

Acronym Definition

V&V Independent Verification and Validation

KOLEA Kauhale On-Line Eligibility Assistance

M&O Maintenance & Operations

MEELC Medicaid Eligibility and Enrollment Life Cycle
MEET Medicaid Eligibility and Enrollment Toolkit
MOU Memorandum of Understanding

MQD Hawaii Department of Human Services MedQuest Division
NIST National Institute of Standards and Technology
OE Operating Environment

oIT Department of Human Services Office of Information Technology
PIP Performance/Process Improvement Plan
PMBOK® Project Management Body of Knowledge

PMI Project Management Institute

PMO Project/Program Management Office

PMP Project Management Plan

QA Quality Assurance

QM Quality Management

RFP Request for Proposal

ROM Rough Order of Magnitude

RMP Requirements Management Plan

RTM Requirements Traceability Matrix

SEI Software Engineering Institute

SLA Service-Level Agreement

SME Subject Matter Expert
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Appendix C — Acronyms and Glossary N

Acronym Definition

SOA Service Oriented Architecture

SOW Statement of Work, Scope of Work

VVP Software Verification and Validation Plan
XLC Expedited Life Cycle
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Appendix D — Background Information N

Systems Modernization Project
The DHS Enterprise Program Roadmap includes contracting with three separate vendors with the following high-level scope:

» ESI or Platform Vendor — responsible for the shared technology and services required for multiple Application vendors to
implement and support functionality that leverages the DHS Enterprise Platform.

» ASI or ASI Vendor — responsible for the DDI of the Benefits Eligibility Solution (BES Project) enhancing the currently
implemented Medicaid E&E Solution (KOLEA) and providing support for the combined Solutions.

* CCWIS Vendor — responsible for the DDI of the CCWIS Solution to meet the needs of child welfare services and adult
protective services (CCWIS Project) and providing support for the Solution.
Systems Modernization IV&V Project

IV&V performs objective assessments of the design, development/configuration and implementation (DDI) of DHS’ System
Modernization Projects. DHS has identified three high-risk areas where V&V services are required:

* Transition of M&O from DHS’ incumbent vendor to the ESI and ASI vendors
- BES DDI
« CCWIS DDI

On the BES DDI Project, IV&YV is responsible for:

* Evaluating efforts performed by the Project (processes, methods, activities) for consistency with federal requirements
and industry best practices and standards

* Reviewing or validating the work effort performed and deliverables produced by the ASI vendor as well as that of
DHS to ensure alignment with project requirements

* Anticipating project risks, monitoring project issues and risks, and recommending potential risk mitigation strategies
and issue resolutions throughout the project’s life cycle

+ Developing and providing independent project oversight reports to DHS, ASI vendors, State of Hawaii Office of
Enterprise Technology Services (ETS) and DHS’ Federal partners
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What is Independent Verification and Validation (IV&V)?

« Oversight by an independent third party that assesses the project against industry standards to provide an unbiased view to
stakeholders

* The goal of IV&V is to help the State get the solution they want based on requirements and have it built according to best
practices

* IV&V helps improve design visibility and traceability and identifies (potential) problems early
* V&V objectively identifies risks and communicates to project leadership for risk management

PCG’s Eclipse IV&V® Technical Assessment Methodology

* Consists of a 4-part process made up of the following areas:

1. Discovery — Discovery consists of reviewing documentation, work products and deliverables, interviewing project team
members, and determining applicable standards, best practices and tools.

Research and Analysis — Research and analysis is conducted in order to form an objective opinion.

Clarification — Clarification from project team members is sought to ensure agreement and concurrence of facts
between the State, the Vendor, and PCG.

4. Delivery of Findings — Findings, observations, and risk assessments are documented in this monthly report and the
accompanying Findings and Recommendations log. These documents are then shared with project leadership on both
the State and Vendor side for them to consider and take appropriate action on.

IV&V Assessment Categories for the BES Project
« Project Management + Security and Privacy

+ Requirements Analysis & Management  * Testing

» System Design *+ OCM and Knowledge Transfer
+ Configuration and Development * Pilot Test Deployment
* Integration and Interface Management « Deployment
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Finding
Number
7

HIDHS Monthly IV
Status Report
Final - November 2021

Title Reporter  Finding Identified Category Observation Significance Recommendation Event Horizon Impact Probability Analyst Finding Status Update
voe __Date priority _tatus
The AS! demonstrates the inability o Ryan Finding - 11/29/2021 Project Management  DHS and the AS! have tried multiple times to rework the  If estimates for this canlead to tools,review Immediate 4 4
accurately plan and execute tasks in Risk bei needed,  compared to past actual hours « Update as necessary and provide the DHS/AS
the BES project schedule, which could d lead Project Manag DHS/ASI resource.
result i late deliverables, cost ability to manage to the schedule persit. The use of  low quality output, scope changes, and budget issues, ~ the project «
increases, and a ate go-live. multple tools totrack resources obfuscate resource by DHS/ASI for
management. all atrisk of
Includ « Discuss, validate and adef
within the project
estimates such as over reliance on POs,slow design sprints, and cadence of
development teams
The planned BES infrastructure s mfors Finding - 10/28/2021 System Design Cumank A3 nstrcurs s e sl e evelf oo TN schedule impacts to Nextseveral 3 3 Med  Open  11/23/21-The AS! stated that, though their infrastructure is complicated and cutting edge, the
complex which could be difficul to Risk number of sophisticated afed by the A, the  implementing the planned infrastructure. + DHS work with the &SI to asses the  months the long-term o platform will be hghly
implement and lead to schedule/cost complex cloud infrastructure. Further, the Project Team  project could be met with back functional,effcient, resilient, automated, and could reduce long term w
impacts has yet to finalizing exacerbate this risks and_options that could reduce this risk and reduce long:term support costs. » ASI the level of maintaining
infrastructure and the additional costs and time to lead to further delays. devel | the chnology and if
configure, test, an hold the increased potentil upt , and regression
environment remain unclear. for system failure (.., due to the significant number of "moving parts") and  applied.
increase the level of time and effort o resalve infrastructure and application-
level bug. Further, some components remain in an immat
compared to thei legacy counterparts. For example, the project recently
experienced a system falure because Google Cloud faled to clearly
tled to failure in e, Nexus)
Google Cloud is generall viewed s a less mature product offering, compared
to their rvals (Amazon Web Services, Microsoft Azure). V&V remains
concerned that this could lead ta failures at eitcal points in the project
(including post-go ive p failures)
and lead it m&o
0 tasks , they could
y familar with i
infractructure enviranment
The inability to measure and report  Brad Finding - 8/31/2021 h ©) most “The Ast bata a3zl 3 2 Med  Open  11/30/2021 The ASi i andis
the overall Data Conversion work Risk et e foximad o st S workes e rlsses cormple sk D0 projet. A e s et o compleand Conversion progress. - The DHS Data Governance committee continue to clarify the developing a Data Conversion Dashboard, intended to provide a comprehensive view of work
effort and progress may lead to of impactful project team usage of MOM so ST TSI T ISRl S L i s
schedule slippage. strategic/project level s e measure/guage. et Dkl o sl fo Plotand pleeentato s ake | S - The ot Coro sl il th st o T O] team. 10/31/207 the
mitigation actionsif risks are identified. T B e ConS o oo 8 U fevel of work still bung perfwmea on Release 0.4. The AS! data conversion lead stated that the
e tables, in Release 0.4
story points to measure progress. team repor that will be a
UGS A e e
ich res i
o o have eloty tomeasurs pogres. 3/30/2021The btaConverson tesm 5ot
The Al revise
e weekly be accurately example,
team to
monitor. 8/30/2021 - The Data Conversion team continues to progress through the data
cleansing, planning, and conversion actviies. However, the plan does not et include estimates
be. each release so are isks to the
project. Note: ing 58, to
Conversion rick
The lack of the final agreement on the Joe Frasca  Finding-  8/23/2021 Project Management  In April 2020, the DHS/ASI some loud and shifting the ~The ASI should document the current environment M and O activties to ensure all ASAP 5 3 Med  Open  11/30/2021 - DHS has received information and pricing for the GCP CR from the ASI The AS! and
scope and costs of the Google Cloud Risk codified the migration of some of cloud the ESIto the. activities the “ASIS" and “TO BE” model for DHS are working to confirm the scope of this change reques:. IVV waits to see if the ASI addressed
Platform (GCP) Change Request (CR) from an on-prem to cloud h tal th finalized in April 2020. The decision and Mand 0. The our recommendations n the CR detais. 10/28/2021 - The ASI has not submitted the GCP Change.
may lead to unanticipated DHS costs, details were vetted at that point i time. In the tomigrate all made i the Jul t o Asl the scope of work and cost for the GCP CR during DDI and M Request to DHS. IVV recommends that DHS and the ASI agree to a frm delivery date for th
schedule delays, and/or the need to July/August ., DHS and the AS! agreed to oHS' Rto While the BES and O and provide to DHS for approval. - DHS and the ASI agree to a firm delivery change reques:. 09/30/2021 - The ASI met with the IVV team on 09/15/2021 and provided a high-
reduce scope. have all BES environments migrated to the cloud. Since in the cloud, thespecific  date for when DHS will receive the GCP CR. level overview of GCP Change Request. The ASI continues to draft the CR and a date has not yet
then, the scope has been adjusted and the CRis being  services to be provided and by which vendor during the BES DDI and been established to present the CR at the BES CCB. IVV is concerned with the scope of this CR and
drafted by the ASL. It has been over 12 months since the abilty for the proj p scope of work in the
project decided to move all BES environments to the pil.
Cloud solution ~ more than enough time to document,
price and negotiate the scope of wark. The BES is being
developed in GCP and DHS/ASI consistently report they
are working on the CR however, it is ot finl,
Insufficent configuration miors Concern  8/23/2021  Configuration and Devela The BI-6 DDI Plan Deliverable, Section 5 < i i P [z ensures + inBL6DDI  ASAP 2 2 Low  Open 11/29/21- The ASi stated their plans to utilze Service Now as thelr Configuration Management
management could lead to framework for the Configuration Management Plan, he BES is understood and Plan, Section 5. DHS. + » Database (CMDB). If utlized to s fullest extent, Service Now can effectively track system
development confusion and reduce however, it remains unclear if sufficent progress has v provide alevel ation for i d i i
the effectiveness of bug resolution ishing CM lecting (M may red e ) i * Identify POC for the bugs. IV will continue to
tools (e.g, CMDB), and Configuration 8 laboratio by the AS o thel cofguratonmanagermen plns. 10/29/21-The ASI s mace
infrastructure. The Drmaclsaaameclnud Platform (GCP)  However, it s critical that DHS/ASIagreelatheiuH lstoftems that are M steps and 3 prog: g
S A L B L | are effect . < position but have i ing
ich items, v v i it i
e impact CM. The project currently relies on The

Github for tracking of some configurations

creating a CM database.
s wil i ( at DHS) for their

CMDB. The AS! it 9/29/21-The ASI
hasstted their ntention to make updates to the canﬁgurmmn Vanagement lan. 1t

mnﬁgmmm ,
(cMDB).

the ESIto

theAS, Asl prep: v

Client Comments.

Vendor Comments

/3/2021 - RAP: The AS!
acknowledges the need to
update the conversion
metrics to provide overall
progress. We will provide
an update in September.

9/3/2021 - RAP: Point of
clarifcation. The SOAP.
agreement did not
establish that the project
would be deployed to the
Cloud. SOAP provided
that development be
done in the Cloud and
specifically that
deployment would we be

we did acknowledge that
deployment may move to
the Cloud. The final
decision to move to GCP.
for production was made
in July 2020, The costs for
managing the UAT,
Production, and Disaster
Recovery environments
were not included in the
S0AP agreement nor did
the AS! agree that these
‘would be cost neutral. We
continue to work through
the CR process for the

9/9/2021 - RAP: We look
forward to receiving
specific inquiries from the
IV&V team on
configuration
management and having
conversations. We do
acknowledge that the
plan likely needs to be.
updated to reflect the
processes in place on the
project for configuration
management.

Risk
Statement




Finding Title

Number

[z

Lack of DHS visibiity into regression
testing may cause defects/rework
within the BES application.

Insufficient planning/execution of the Jeremy Riley

BES Security Plan actvities may lead
to delays in gaining Federal Partner
approval for the BES to begin the Pilot
Phase.

The Americans With Disabilities Act
(ADA) Section 508 compliance tool
has not been installed for the project,
‘which may cause significant rework.

The number of issues/defects found
during testing may cause planne
‘work in the future sprints to be.
delayed due to the resolution and
retesting of issues/defects.

Reporter

Earl Burba,

Earl Burba,

Earl Burba

Finding

Tyoe
Finding -
Risk

Finding -
Risk

Finding -
Risk

Finding -
Issue

Identified

Date
7/28/2021

7/28/2021

7/12/2021

3/29/2021

HIDHS Monthly IV
Status Report
Final - November 2021

Category Observation Significance Recommendation

Testing 0n 8/16/2021 the AS| reression esing s to helpassure thit code o 8/30/2021 - The ASI document the process of regression testing from start-to-fnish  Immediate
questions posed by the PCG IVV team that clarified more and then review that process with DHS. The documented process should include

p [ Testing. hving 4 robut regresion s e s very inclusion in the lected, how those
Sincetheactulautomated tes scpts ae Bt Bucket  relevant, The AS s wordng o creatingthat obust utomated s and | chosencandite st cses e valdaed o (e eesion et e e
the AS! i G WV, that suite for : hatonly  and how failed tests are resolved and reported, the timing for when regression
Why o manytestruns alled was explined end s rlevant Regresion Test faurs il b reprted for here the regression test 3
expected that asuite of automated Regression Tests that and how the project s notfied that regression testing s complete and accurate.
have passed baseline testing willbe used and built on for Regression testing results be reported to the project on a regular basis and be
allreleases. The goal would be to have only test falure included in Itis important that ofal
where previously correctly executing functionaity fal, regression testing results o those passed and faild test cases and that any faled
0n 7/29/2021 the AS provided feedback to questions to determine if code need to be
from the IVV team dated 6/23/2021. The made.
responselfeedback addressed the IV questions but did
not address how the results through Robot framework
HTML/XML reports and X-Ray integration. Itis
understood that the AS! has reported having built a
regression suite and integrated it nto their Continuous
Delivery pipeline, but evidence has not been observed in
testing status meetings or provided to DHS or IVV to
demonstrate the effectiveness of regression testing. Since
the exit critria for Regression Testing as provided i the.

B1-19 Complete and Final Test Plan.pdf is "Regression Test
Results Report draft has been submitted to DHS” t was
expected that a Regression Test Results Report would be
posted in either SharePoint or Confluence.
Over h teamhas  Th plan to define, implement, test, and ~DHS and the ASI ~The ASIcontinue Asnp
& through the y ~DHS and the AS! agree upon
also A Pilot phase. must be met, and the project used to d
y DHS and the AS| agreed to. team Workbook to Plan. Th hould
) needed to target dates,risk
A and allow for ea the Security _issues,evidence) along with oy Matrix. ASI, per DHS
o ligntoth reqirements and changes o th project Polie Standards, Contrals, and d but add
since inception. for each control. by latest RS guidance. DHS should provide witten notice to AS| when they are to
make the ful shft o Rev 5.

Testing While RO.3 and RO.4 reported that Section 508 and req be ADA 8/30/2021.- The ASIshould gain DHS' approval on the tool selected after the ASI s soon as
compliance ha si compliant the BES. validates it willperform as expected within the BES architecture, meeting all possible and
confirmee thatthere s currntly no working tool The ADA Section 508 intent is to make electronic and information technology The As1 prio to final
installed and that Section 508 compliance testing has ot accessible to people ( for when the AD how thetool wi eport  soltion
been performed. This ik has been discussed with the _disabiltie) ina way that s comparabl to the access avallble to others.  compliance or dhowand acceptance.
ASIover the past several months, Part of the is to meet " e DS il o o s repors v ADA comlance o and how
evidence of results to-date. The ASI did state that they  and federal policies | Jations, and Standard o o code from previous, current and future releases.
are coding to some of the ADA requirements and are  imitation the Electronic and Information Technology Accessiilty Standards
using a desk-top tool for ADA compliance as a interim  associated with Section 508 of the Rehabilitation Act, which was verified in
sliion. W ot eceiedan dta o demontrste e A1 proped Techricl ReduiremertsApproah st aes “The stes
the desk-top ifit complies wi HS and adheres to
ADA compliance tems. WClevel 2 mss.h.h s subparts of ecton 508 o the Amercars

0R), in 45 CFR 85.".If the
Hawail guidel
accessibility/), FNS Guidelines from the 901 Handbook, and contractual
to the Section
of rework to the
solution

Testing During discussions of UAT progress and metricsthe  Since UAT ped Performa (DHS/ASI/IVV) Root Cause Analysi (RCA) to dentify  Immediate
number of defects found during this phase of testing and djust the project plan and provi

completed. f along with not meeting forsiT into account
UAT. 0n 3/29/2021 at the conclusion of RO.3 Sprint 3 planned toshorten © GEECH G (e TG D
there were 306 reported defects (4 High, 10 Medium, and_ complte UAT. T 10/6 Cancelled
292 Low Severity) where 181 are “Unresolved", 108 are " 8 The ASi 44 shoud
documented as “Not a Defect”, and 17 are marked as monitor this ko). frozen prior to
“Done” Sinceth unctonalty ad previouly been U, and
System and Integration, and the needs of the state i be to adjust
clarified during JAD sessions very few defects are e e I e Tl
expected. As such, the amount of testing expected to be R !

completed during the current R0.3 will not be met and
will be pushed to the next release. If that trend continues.
may not complete as planned and the schedule
neginvelv affected. Additionall, since more defects are
being reported and corrected than expected the rate of
it along with the time needed to retest
those corrects, and regression test the functionality
additional risk exists to the planned schedule. At the end
of RO.3 t was reported that 44 issues were “Done” and
238 lssues were ncomplate (30 of whic had all of their
d will be moved
deslsnimd SSP RO.3 UAT Sprint 4.

(RCA) to identify and take corrective actions.

4

5

High

High

High

Med

Open

Open

Open

Event Horizon Impact Probability Analyst Finding Status Update
Priority_Status

11/28/2021 - This risk was previously  concern. Although the Regression Testing dashboard
d s The

ata, there
AS! has agreed to explain the data in the Regression Testing dashboard to help DHS and others
understand it. V& will review the Regression Testing dashboard once clearly understandable
regression test data is provided. 10/27/2021- Lack of DHS visibility into regression testing may
Although a Regression
now avalable, it does not provide a clear view of the actual testing results. Modifications to the
dashboard are in process. There are 3 types of falures reported In Regression Testing: 1- Known
defectin code, 2~ defect ntetsrpt,and 3 new deectnthe code W s foused on type 3
new defects in code, that
each release asthe code i deployed. IV is concerned about th effectiveness of Regression
tests can in previous
functionality that o0zt Isnoted inthe AS
of regression testing in - The AS! responded by W
elated to Regression Testing. - The ASI has added a Regression Testing section in the SIT
dashboard and has provided reasoning for Failed Regression Test Cases. - The ASI has identified
the contact resources to help IVV understand the Python test cases, metrics gathered, the manual
tests being executed by the ASI for regression testing, and regression test results. Meetings
between IVV and the AS! are being scheduled and the IVV team will continue to monitor
regression testing. 9/21/2021- Once the ASI has provided the document addressing the original
questions regarding the Regression Testing process and how to interpret the results of test runs it
is expected that any additional questions will help mitigate this concern. IVV will continue to
eview the reports of Regression Testing with hopes of understanding the Failed tests. 8/30/2021
Carenty, the AS s conducing regession esig without hvin e processfor slectn the

regression DHS. “Failed”
from defects in . IVV met with the AS! in
August to testing tools and k, monitor and

report on the status of regression testing activities. Follow-on research and action items are in-

11/30/2021 - The

that federal The As!

by RS, FNS, and SSA so they are:
I is ongoing. The Security.

Requirements d the AS! will be

from Aha for DHS and IVBY t reiew. P DHS,this s t be done a soonasis ossble

10/28/2021 - The 8 to resolve the the BI-13 Security
Plan DED.
follow 800-53 h several latest IRS
1075 pubhcalmn mnsw P
Plan to inform them g when they are.
expected TheASI

based upon by DHS and IVV. The
Asi Wy,
from prop that

Gt d how the GCP
satisfies the control objective. 9/30/2021 - The AS! received all feedback on the BI-13 Security

Plan DED and i in the process of finalizing the document. Discussions between DHS and the AS!
about which version (Rev 5 versus Rev 4) of NIST Special Publication 800-53 system security and

asi how to shift to Rev 5 and
2 compltatha work on e The projecttea s bagn documentig contros. 1YV has
use of the RTM to track the data
used by the AS The lack of
delaysif AS| and srs/zL:
y that the AS\
how to shift
toRev 5 and still cnmplﬂe the work on time. a/zn/znn m S s updating the BI-13 Security.
Plan m DHS and IVV.
11/28/2021 - The A demonstroted of the capabiies o he AccesiBe ol as provided by the
d on
the chosen he AS! also generated Itis not
clear that this tool will work successfully with the architecture of the BES solution. IVV looks
forward toa the tool is shown
hi d DHS. 10/27/2021 this reporting period.

Until a tool is proven to work with the current architecture this finding will remain open, and IVV.
will continue to monitor. 9/28/2021 - IVV met with the ASI development lead on 9/23/2021 to
observe the use of the Section 508 Compliance (ADA- ml; currently used by developers to test
pages locally
reporting to support ADA compliance. The ASI team is evalualmg AccessiBe to provide the
reporting and ability to work within the Google Cloud Platform (GCP). Once AccessiBe has been
tested a follow-on demonstration will be scheduled between IVV and the AS! development lead.
IV will continue to monitor the progress n selecting, testing, configuring, and demonstrating the
Secton 508 complance ool (ADA). 9/21/2021 W cotacted th development team rovgh

to d the selected ADA testing

tool. bya 9/15/2021

team responded with dates/times for meeting. IVV then scheduled a meeting for a demonstration
of the seected ADA tesing [ . 8/30/2021-The ASI

has stated that a tool to ct fo

As an interim solution, the AS! tool to identify

Howeve, IV s ot seenthe resuls o th ntrim solution, o s known i he existing BES
from Release 0.1 tool

11/29/2021 - The computation of the defect leakage between Integration and SIT for the last 2
identified during Integration

Testing, This partially
Th

or
10/27/2021 - While proved, that does not
CELERENCE DL CEE Do e A e
A U T G = e i o i
TS i DR M
I AT A e T CE A T T e
(TS I el e S )
ysis, DHS not perform UAT per release and
e oS G i By combining the DHS and AS! testing teams to
(e S B SN L G e o
prove. During
project team along with IVV 9/9/2021- i
annteratd testing eam approac or ST tat teams OHS testers with th AS EiTEs
7. since

there wilbe o utur Sprint AT defecs i lmdmx become&

approach for INT and SIT and to monitor defect Ieakase i qualny meticsrelted o he

number of d d. 8/30/2021 - The AS| d the
SDLC process to no longer wnﬂ\m 2 UAT testing wcle with each BES release; a Final UAT phase
toPilot. if be retired after DHS
oL d d the ASI do plan to

Root I h the project
50, the ASI has indicated

7/26/2021 - In th

generate and

Client Comments.

Vendor Comments

9/3/2021 - RAP: The AS
disputes the overall tenor
of the findings of the
concern on regression
testing. Regression test
case selection was.
discussed with the V&V
inJuly. If there are follow-
up questions, we
recommend that those be
completely vetted before
the Concern is migrated
to.aRisk. We are in the
process of developing a
document to address the
original questions asked
by the IV&V in late July on
this and will publish in
early September. The
results of the regression
tests are recorded in JIRA
We do review reports of
the runs internally
weekly. We are happy to
ook at publishing the
results on amore regular
basis.

9/3/2021 - RAP: The.
decision to move to GCP.
for deployment has.
driven the need for a
complete rewrite of the.
security plan per DHS. The
ASlis in the process of
planning the effort to
make these updates. The
effort required to
complete this work will be
included in either the GCP
change request or anew
change request We look
forward to additional
discussions with IV&V and

9/3/21- RAP: The ASI has
invited the IV&V to make
contact with the
development team to
review the results of the
desk-top tool to gain
insight. To date, the IV&V
has not contacted the
development lead to have
further discussions on this
topic.

7/20/21RAP - In
response to the specific
recommendations, we are
taking the following.
actions: Recommendation
‘We will perform a RCA
led by the esting leads
this month.
Recommendation 2: In
progress, we are currently
planning to integrate the
UAT and SIT teams into a
single team that will
participate in ajoint INT
and SIT test. UAT will be

they are promoted to UAT
as fixed. Most wil likely
not become good
regression candidates as
the majority of the
defects at this point are
cosmetic, 5o once they
are fixed, they are fixed.

Risk
Statement
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61

HIDHS Monthly IV
Status Report
Final - November 2021

Title Reporter  Finding Identified Category Observation Significance Recommendation
Tvoe __Date
Insufficient project availability of DHS ~Ryan Finding-  3/2/2021  Project Management  As the BE hereis alack of BESSD staff d availabilty are critical to 9/30/2021 - planning, transit d changes. -In - ASAP.
BESSD staff with expansive business Risk the project needs and effectively progress [C DHS continue
knowledge could lead to a BES availabiity to work on the project to ensure the BES  documented as the new system s designed and developed. project as the project progresses. - In progress and continuous DHS develop a
solution design that falls short of the system meets the business need and requirements. project team lst that identifies the participants along with their roles and areas of
DHS business needs. -
BI-5 Project Schedule report developed by the ASI to identify those tasks owned by
DHS in the short look-ahead frames.
and activities where there is 3 high-demand on DHS resources. - Complete Identify.
and or-board a eplacement BES rojec Manager. - Complete Continue cosching
the new s ystem Few
d aligns to the planned
The lack of early planning and AlPangelinan Finding - 1/21/2021  Integration and Interface execution i the here DDI projects often the 1. Establish = the Qa2021
coordination with interface partners Risk been addressed and documented by the ASI. - d BES DDI activities. partners'
may result in schedule delays. oy s plannec y tacts each interface to
ETS API planning, and execution acti long with dination, and executt the 4. Determine
detail in this In addition, after  which deliverable wil include the details associated with the planned connectivity
regard. - There. tive and sufficient and detaile interfaces. 5. Complete all MOAS and obtain
‘communication with interface partners for coordination, e Iy approval. 6. partners in writing. 7. Distribute
design, and testing actvities (Unit Test, SIT, UAT). - tested before deploying the system to production. preparation pr 8.
Interface planning and execution tasks and activities, address the y
including those for interface partners, are neither interface implementation.
resident nor managed within the Project Schedule.
mitigation plan has not been developed to address the
unavailability of interface partners during interface
implementation after MOAs have been approved, testing
dates have been confirmed, and communications have.
been frequent.
Inability to measure development Al Pangelinan Finding - 12/28/2020 Project Management  The i currently which provid e past used as a historical 2
team velocity may impact the Issue track and report Sprint velocity to the ASI. how many reference. 2. and compl points for
project’s abilty to forecast the compete th remaining work Development teamsusevelodty o vok over- Jira. 3
delivery date of the remaining committing to work n future Sprints. Velocity can also be an early indicator
that
dates. 1 he ASI does ot rack development teans vlocty, they cannot
the , which may
place the project cost and critical path at risk.
Poorly executed JAD and design Brad Finding - 11/30/2020  System Design ASI \ed Workflow JAD sessions have been held fuv CMM,  The CMIM Workflow JAD sessions restarted in November. DHS indicated - d BAs, withgoals,  ASAP
sessions could lead to inaccurate. Issue o clear the CMM Workflow JAD ffically; (1) Do obj d e
design and rework. m"odumonm all participants on the goal ohheJAD the erstand how the C: through their expertise to drive discussions through leading questions. - The DHS andASl
overview on the ther riflow? (2) be made in the new BES to support  product owners should actively participate to ensure the system meets the.
participation. - On Incomplete or uncl requirements, desig ne gy and aligns to the to.
needed to be driven by expected, toapoor: lack to be'b - design
but was instead ~Too muct direction identify th iy in the SDLCas.
PSR T ST e (o e Svstemdes\gn ossible. interaction with t
development team, proactively seeking collaboration. 10/5/21 Complete - The
the callfor 30 seconds or more - Lack of thought Functional hould
leadership from the AS| on how workflow could be. be clearly defined and shared with al project team members. - Invite IVV o all

fesigned to ease/improve process for cient

w assess the
effectiveness of the revised design processes. - AS| and DHS should work together to.
vet the in-progress design with all SMEs for the area of focus.

Event Horizon Impact Probability Analyst
Priority_Status

High

High

Med

Finding Status Update

Open

Open

Open

11/26/2021 - DHS BESSD staff with expansive business knowledge have been sufficiently available
for the project, especially in the last month now that a permanent BESSD PM has been hired and
involved. with DHS product MEs, and
managers. As a result, IVV is lowering the critcality rating to low.  10/31/2021 - The ASI has
reported significant improvement in the participation of experienced DHS BESSD staff since this
finding was opened. IV wil validate this input regarding BESSD staff with the new BES Project
Manager, aminimal significant value
tothe project.  9/30/2021 - A BES PM has been selected and will begin on October 1, 2021, The
new contract PM was previously involved with the project n a different role and therefore s
knowledgeable of the project, which may mitigate the departure of the acting PM. The Assistant
the project. IVV will continue.
to monitor. 8/30/2021 - DHS continues to recruit the BES PM position. 7/28/2021 - DHS continues
to recruit the BES PM position. 06/30/2021 - In the 06/09/2021 Status Meeting, DHS reported they
added and two tothe UAT test team,
the BES PM position. 05/31/2021 -

BES to take adk f the new technologies. DHS has.
identified BES PM; dis

04/30/2021 - The DHS totheir new roles

and designing BES to take advantage of the new technologies. DHS has identified a replacement
BES PM, onboarding i planned for May 2021 03/31/2020 - The DHS Product Owners continue to

adjust
is lakmx lhe planned actions to replace the DHS PM. 02/28/2021 - In January, DHS added many
BESSD. the project. With of DHS' BES Project
Manaﬁev (enecnve 1) and B 1 plan

loped to support PM. DHSis
DHS developed a DHS BES Resource Pool to support future resource needs on the project. DHSis
using a rep: focused on the DH d tasks planned to
be performed in the next 4 months to provide y to peak
11/28/2021 - No changes to ing period. IVV has
phase, and flleto
DOTAX. y imp:
Financial , and the 10/28/2021 - The
project team continues to upd: plans. ReA) s still
outstanding. There are HYCF, w
invited v pr “The AS! and DHS have mad

jor progr Not

since 8 WV o aseparse ﬁndmg

vggavdmglhe\mplememamonolmleﬂaces 09/30/2021 -The projectteam continued to update
plans. IVV

that 1 d approved,

2need unit d test and UAT 2

production cutover. w ble for identifying the

contacts, 8 d, cutover dates. IVV.

wil cantinue to memwr 08/31/2021 P

plans. IVV

partners' 3MOAs have not been

dates confirmed, 6 need system test and UAT dates confirmed, 27 need pilot and production

cutover.

Partners o DH fo resoluion.  08/30/2021.- The tats has not changed. IVV conducted another

review of the C

d,3 12 need unit 13 need

system test and UAT d: firmed, 27 need pilot and

07/28/2021 - The project team continues to update the interface planning documents. IVV.
] & .

contacts have not been documented, 3 MOAs have not been approved, 12 need unit test dates
11/29/2021 - V&V met with the ASI on November 3rd to discuss the velocity charts. There are six
development teams (3 for FCM and 3 for SSP). IV&V found that the velocity charts contain
Atthis time, IV& cannot
determine if each development team is tracking its velocity. 10/28/2021- IVV reviewed the
y in Jira for Release
However, the velocity charts were incomplete for FMM, CMM, CF, BESSD Interfaces, and Shared
Interfaces, which were scheduled In Release 0.6. In addition, IVV noted inconsistencies in story.
points for Release 0.6 SSP between Ahal (222) and Jira (799). IVV will continue to monitor.
09/30/2021- WV y MM, FMM, and pment in Jira and found
inconsistent . The FMM not contain committed o
completed story points. The CMM and FMM velocity charts contained the committed story
story points. To
Should report both th commited and completed story poins. Vil meet with the S|t
discuss the velocity charts n Jira and monitor this issue.08/30/2021 - IWV observed continued
improvement in the development of planning estimations for SSP in Release 0.6, However, IVV
will meet with the ASI to discuss the Jira velocity chart to gain an understanding of how the actual
by

completed story Jira. The ASI plans to
release the FMIM and CMM velocity reports in September. 7/27/2021- IWV observed
mprovement 5, and although

finished yet, the planned vs actual velocity chart is trending in the right direction. There were
major improvements this reporting period regarding FCM (FMM/CMM) work estimations in Ahal.
Use case estimates are now in Aha for the current and follow-on release. The FCM team is

g story p willbe:

Jira so the Kk and report FC
Complete. IV willontinue to monior the progres o the SSP and FCM srint teams abilty to
track velocity. 06/28/2021 - No progress to report this reporting period. The CMM/FMM team is
sill inable the FCM_ALL
pr but tomore

11/30/2021 - IVV continues to ramp up participation in design sprint meetings. IVV observed that
revisit of prior

d 3
the solution. IVV will continue to observe these meetings and capture issues that could
negatively impact the design of solution. 10/31/2021 - The BES Project Team (DHS, ASI, IVV) has
latein
[ been invited

where we will d ; and look to discuss
potential resolutions with DHS and the ASI. 9/30/2021 - IVV received invites to selected Design
Sprint Meetings on 9/30 and will esume monitoring design discussions between AS! and DHS. IVV
has observed and DHS/AS! has confirmed that the participation level of AS| and DHS product
owners in design meetings has increased. 8/30/2021 - IV did not participate in any design
sessions or design sprints in herefore, we
L B o S LS T T LA (Ui

th are scheduled by the project

team. 7/30/2021
Draft Functional Design Documents. It is IVV's understanding the project is planning to initiate

"Des\sn SPrlnls" i include DHS/AS! , and
dadl
s/zu/zun NoJAD or Des period. H the As!
provided IVV the proposed
concert with In addition, th Systems
Y pe 513012021 Afow treen
between Product
owners raised the Inf

screen migh not be needed s the nformation could becaptared asewhere. This s exactly what

w in May. 4/30/2021- revised

Client Comments.

Vendor Comments

4/23/21 RAP - DHS has
added anumber of
product owners to the
project over the past few
months and given them
the authority to make
design decisions for the
department, This has
resulted in improvement
in the turn around time
for decisions being made.

7/20/21 RAP - The ASI
team requests that the
IV&V reassess the severity.
of this risk in light of the
following reasons: a) the
ATC schedule extension
has made the urgency for
tackling these tasks less:
than it was before that
started lessening the
schedule isk, b) the.
increase from Medium to
High in May was based on
2 misunderstanding of the
current state of the
MOA's and contact
metrics, ¢ substantial
progress has made against
each of the In Progress
recommendations, and it
continues to trend in the
right direction. In regards.
tothe final
recommendation, the AS!
does not doubt the
importance of this;

9/3/21 RAP - Please see
the notes from 7/20
regarding planning
estimates for SSP. The
V&V is welcome to reach
outin any of the regularly
planned meetings to
review the process for
maintaining story points
in JIRA; however, based
on evidence to date on
the SSP team, itis not
clear why IV&V would
have any need to
understand those details
in order to m

accurate assessment on
fisk to the project
schedule. Ifthey are just
interested in the process,
we are happy to have that
discussion as time allows.
7/20/21 RAP - First in
regards to the statement
from the IVEV that
"Velocity is being tracked
for the 5P sprint team

9/3/21 RAP - The V&Y.
does participate in many
facets of the deisgn
process including screen
mock-up reviews, backlog
grooming sessions, and
Sprint demo's. Product
owner discussions are
meant to have limited
participation. The team is
concerned about the.
participation of the IV&V.
for two main reasons: 1)
IV&V does not always stay.
silent in discussions on
design despite assurances
from the IV&V PM that it
is not their role, and 2)
IV&V participtation
typically drives what are
meant to be informal
processes to more formal
processes that are less
effective based on their
participation. There are a
number of meetings

Risk
Statement




Finding
Number
2

a9

Title Reporter  Finding
System Integration of the BES
Modules (CMM, FMM, $5P) will be
developed in the later releases vs. a
continuous integration model within
each release which may cause
schedule delays.

Tyoe
mfors Finding -
Risk

Poor quality project deliverables may _Brad
impact system design, testing artifacts
and the project schedule.

Finding -
Issue

‘The COVID-19 pandemic and the
related "stay at home" order could
hinder project activities and
negatively impact the project
schedule and budget.

mfors Finding -
Risk

DHS PMO project team members have Ryan
transitioned off the project, which

may cause gaps in knowledge transfer

and leadership on the project.

Finding -
Issue

Identified

Date
9/30/2020

4/16/2020

3/29/2020

1/10/2020

Category

Observation

Integration and Interface The BES Modules (CMIM, FIMM, SSP) are developed by

separate teams and demo’s are conducted separately
with each release. Integration be

Significance

Failure to perform integration testing and/or proof of concept integrations.

HIDHS Monthly IV
Status Report
Final - November 2021

Recommendation

- the build and testing of integs N/A 3 2

uld lead
hes and lead to

carly endto-end testing) meet expectatons
instead of waiting to perform then for the first time as go-

modules ae currently tubbed and the ASI hs et to
demonstrate integration of the

unexpected delays. A 'big bang’ the end of

a between t

functionality.

integrate
as expec(sd and additional testing time is required once repairs are
complets

X o -
ASI plan and communicate the mitigation strategy for handiing risks associated with
their integration approact

in April, four The staff theplanforal [ performed by the AS| with Immediate 2 2 Low
Control for client DHS and IVV in attendance. Q v asingle entityina
review. There : itpoorq project, oot causes o this current.
for each of oduced , thiscan continue to resultin condition identiied, WV
formati o o d be employed to
flow, an insufficient levl of detail and a lack of d submission fosed 7/30/2021 ASI ts Qual
understanding of the subject matter from both a delays. toensure delines of this
functional and technical perspective. DHS logged this Plan document. In particular,the AS| should evaluate and consider f t isin
issue i the Project lssue Log for corrective action by the. alignment with Section 3.1.2 Meastre Project Quality, which states, AS| measures
ASI. The ASI acted by conducting an internal oot cause 1) selecting d proc
analysis and provided DHS and IVV the high-level resuts. atributes to measure; 2) selecting component actvities to measure; 3) defining
value scales for each component activity; 4) recording observed activity values; and
5) combining the recorded attribute values into a single number caled a process
qualtyindex. IVV. indiating
in desgn
and testing artifacts s kept in sync and consistent. - AS! perform a root cause
analysis with DHS and IVV i attendance to determine the source of the design
defects.
Project Management  On 3/23/2020, the Governor of Hawallssued a “stay at pation i key  -Continue , trin, and assist Asap. 2 2 Low
me, work from home” order that has reduced state ot tely but also work devices and
departments'ability o be fully functional a the large  services o beneficaries. Planned key actvitis such as design sessions may. kype). - Complete -
oy of e ks il b e o wrk s b oot emorly ahch s e h iyt s, G Suges e oo and DL et el documentad ik i Aty
least forward, mostif not all project activites will more than likely be conducted  and plan that i reviewed regularly and revised to address the current state of the
offices may be crsis passes. The DHS project team covip- The plan should
wel. Unciear fhe rder willextend beyond that dte. . key mermbersof the PO, another he state budget directly related to project resources. - Update the OCM
in June 2020, experience.Plan o Include ny new actiesof updatest planned ettt aid the
asignificant loss of revenue due to COVID, which could lead to DHS budget  organization through this COVID-19 pandermic inthe short and long term. Complete
challenges. If the state/OHS insitutes a hirng freeze, DHS PMO may not be - Send broad
le o reiac thes ke resources. Adionaly f h Sote metnes . hanges 0 he reect with s rgard o mpaces of COVID 5 vell o s
furloughs, DHS project Undlear
ifthe state budget challenges will mpact overal project funding. K BESSD SMIE work on theprject. - Complte _Projet leadership continue 6
accelerate
d for wal comverse.
As reported | key DHS v BES Project provide history of 5/31/2021 - Ashp 3 s High
PO, BES and AS! project team dits soft lutions, and b long with a level of funds s I progress documenta
retire or eave the project within the next few months or team. proj in the
for the BES DDI and KOLEA Modif d REPsection 3.4.3 'DH Staffing). The plan should include the possible COVID-19

have already transitioned off the project. While there are
I |

tly in relation

transition/succession plan has not been documented. In
January, the AS! did announce and introduce an interim
Project Manager, but aplan for a permanent replacement
is not currently known.

required

Closed Th plan for each
by i

Y
staffing) - Closed

Open

Open

Open

Event Horizon Impact Probability Analyst Finding Status Update
Priority_Status

1/25/21 The ASI tted tht commanicationsbeeen el deslopment teams have
releases. However,

hortly
Dm,ecl schedule. 10/28/21 - Increased communication between the ASI's development teamsis

code base. Therefore, IVV is lowering this risk critiality to Medium. However, IVV remains
concerned that implementation of some integrations will occur in later releases which could lead
se issues. 09/29/21- The AS|
has stated that several ntegration points are being defined as part of their ongoing development
workand J gration points can
originally planned. IVV is concerned that pushing this work towards the end of development could
resultin \d more workis required
to develop and test. 08/30/21- The ASI has stated they intend to demonstrate some CMM/SSP.
integration as part of release 0.6. With only 4 releases remaining before the final release, it
lear if al integ be completed and fully

The AS! has described their plan for mitigating ths risk which includes enhancing communication
between their development groups. 07/27/2021 - This reporing period, IVV observed
improvement in fahofthe
upcoming releases plan to demonstrate the first megranon points between CMIM/SSP and
CMM/Current (Workflow Tool). The AS! provided IVV with steps towards mitigating this risk and
we will review the mitigation plan to verify the steps are currently in progress or complete.
06/28/2021 - Thi WV reviewed in Confluence
that points. The document
was designed as a reference for developers and contains the expected low-level details (API calls,
request/response]. To prepare for future knowledge transfer, it should also include high-level
information (specific module names associated with each integration point). The SSP integration
document will continue to evolve and s a positive step towards the mitigation of ths ris.
05/27/2021 -The ASI provided IVV with a timeline for the planned integration of the BES modules.
11/30/2021 - The r:sults of the system test for release 0.6 showed a s\gmﬁcim reduction i

rior releases, in the quality of
R P A e cause analysis when provide oy the Ao 10/91/2021 DHS
d Functional Design Documents,
IV and DHS are
these qualiy issues
that the ASI focus on

test cases and

ncerned
could Vaddeds
i e 9/ /2021 - No material updates in this reporting period. The.
AS! reported in April 2021 that lhey would publish proposed quality metrics, but this has not
occurred. WV is
Management Plan and will mmm raising the crmcilllv rating of this finding. 8/31/2021 - The ASI
has 1o plan or revised
rocess using the Confuence ool hawever, they have not et publshed them. IV recognizs
this may be a lower priority item since the project team has been focused on the SDLC changes.
along with 7/30/2021 - The
this month appeared to have most comments focused on functionality vs
without published AS| metrics on
abletovalidate. 6/30/2021
DHS and IVV will review when they are
published. 05/30/2021 - One deliverable was Submmed in thls reporting period and is currently
/30/2021 - Improved
collaboration between ASI, DHS SMEs and Product Owners in design-related discussions is having

the quality of the.

a the quality y
w 03/31/2021 - The quality
of deliverables continues to show improvement, mainly due to the use of the Confluence tool and
p: w monitor and the
02/28/2021 - toimplement

quality
Release 0.2 Lessons 8 y. Confluence is

Client Comments.

06/30/2020 - New deliverables this.
month included BI-10 and B1-20.
B1-10 was initialy called back for
quality issues, and the issues were
corrected. DHS is not comfortable
with BI-10 re-format, will be
revised again.

u/za/u The AS! has transitioned their team

thi Homohly oficeof ctober 2073 1t remain unle whether th new COVID arat.
(Omicron) willdisrupt project activities. 10/28/21 - No material update in reporting period.
s/zs/za No material update in reporting period. 8/30/21 - The ASI has recently reported they.
OVID cases. As
work will be ongoing, they do not expect significant impacts to productivity.  7/27/21The AS! has
reported that their off-shore (India) team is back to full strength again after having some

that some between the project
team could be hindered due to not being able to work in closer proximity. IVV recommends
project leadership continue to encourage independent phone conversations to enhance and
d for

. 6/28/21-
Th i to has
indicated to see increased pr in-person
SME® work ly which could pose a
challenge to their.

team because of the spike in new cases appear to be subsiding. IVV changed the criticality of this

finding from medium to low and will continue to monitor. 5/27/21 - The ASI has allowed their

team and select DHS team members to return to their office. DHS’ acting PM has noted in-person
st PM level. It

or

be impacted by,

to COVID. 4/28/21 - ot
Though in-p

who may

can
and

been directly |mpacled by the increased covm mfectmn rates as 34 M their developers nm
contracted COVID,

be delayed until
September/Qctober. T8D.

Vendor Comments

7/30/21 RAP - Integration
of the core modules (55P
& CMM and CMIM &
FMM) will continue to
evolve in future releases.
RO.6 will demonstrate the
first integration points
between CMM & S5P. This
is now four releases
before the final planned
development release.
Similar interfaces
between CMM & Current
will begin in RO.7, 3
releases before the final
development release. The
AS! team is mitigating the
risk stated by the IV&V in
3ways: 1) gaining
agreement from both
development teams on
the integration methods,
and service contracts as
noted in the July report
from the IV&V, 2)
providing a periodic

7/30/21 RAP - The ASI
team will review and
respond to this issue.
again when a material
update is made by the
V&Y. Wealso
recommend the
rethinking of the frst
recommendation based
on the assessment from
the IV that this s a low
tisk. The tone, tenor, and
substance of that
recommenation is out of
step with a isk perceived
by the IV&V for a number

team agrees that the full
‘embrace by the project of
the Confiuence tool has
improved the deliverable
management process. We.
agree that the risk of poor
quality deliverables
impacting the project will
remain low i al parties.

7/30/21 RAP - The ASI
agrees that COVID at this
timeis likely a low risk to
both schedule and budget
for the project despite
some increases related to
the delta variant, The ASI
team continues to
maintain social distancing
in the office n line with
State mandates. However,
the team has essentially
reached the new normal
in Honolulu. This includes
fewer resources travelling
and more conference
calls; however, the project
has adjusted to the lack of
in person meetings. In our
off-shore office, we still
have staff working from
home. We expect that to
continue for at least the
rest of the year. However,
the impact to our off-

3/31/21-As to covmsume, shore resources have
their level on proi (e.8., UAT testing, Hawail State ameliorated since the
11/26/2021 - No material updates in 10/31/2021 - 02/08/2021 - 4/23/21 RAP - From the.
9/30/2021-The. d DHS BES e AS! perspective, the
fgned from DHs. & d ( DHS, rating on

backfled theOHS

the BES

experience. Tt

to the DHS team on January 29,

th
project. IV wm monitor the impact of these OISO T changes. The remaining DHS
PMO positions continue to be unfilled.  8/30/203

2021, Final DHS,

project have provided
little impact on the overall
project. At this point, the

7/28/2021 - No material update in this reporting penod 6/30/2021 - this Roles an gaps
reporting, penea. 5/31/2021 - No material update in IV have been closed and the
reported x the budget for 06/30/2020 - Mark _leadership of the project
positions. 3/31/2021 - oiis in
reponlngpenad 2/28/2021 -No material updalemlmsimdmgm(hls reporting penod Noler the project. Involved in Arch  from DHS. We

y e DHS PMO and 7 decisions and d recommend that the

]

ratings. The BESSD Staff

tool sets, future vision, etc. Day to

55D staff
ositions rem:
added retains this as a high-priority.
until DHS has validated the project has the staff with me Veqmved sklll sets needed for the long-
term, v vercuo manage the
dule and Aha d d
tasks. 12/31/2020 - DHS identified 2 additional staff o begin assisting in the e
rocess in January 2021, Additional BESSD staff may be needed to support the project in the near
term for the large pe n
11/30/2020 - DHS has identified additional part time BESSD staff to work on the project in the
DHS is pl

are now in finding #65. 01/31/2021
status.

IS

members and continues
m/an/znzn No material updte to thi incing dring tis reporting period. 9/30/2020 - Th lack
staff is negatively

g the project.

y ary
and Emerald. We have no insight
into other DHS stafing.

IV&V reassess the
probability of impact and
severity of impact and
lower the overall rating
for this isk.3/3/2020 -

The AS! PM stated the
Project Coordinator
position isfilled and they.
will begin work on.
3/3/2020, transition
activities from Donna will
begin next week. ASI PM
also stated they are
currently flling the AS!
PM and AS| Engagement

Risk
Statement



Finding
Number
29

16

2

Title Reporter  Finding
Tyoe

Uncertainty and/or a lack of mfors Finding -

communication around long term Issue

architecture decisions could impact

the project budget, schedule, system

design, and planning decisions.

Lack of clear understanding of the DDI mfors Finding -

‘approach may reduce effectiveness of Issue

all SDLC Processes.

Late delivery of project deliverables  Ryan Finding -

may cause schedule delays. Issue

HIDHS Monthly IV
Status Report
Final - November 2021

Identified  Category Observation Significance Recommendation Event Horizon Impact Probability Analyst
Date priority _tatus
5/28/2019  Project Management  Some platiorm and BES system The current i d design should ~The AS! continue to make updates o the BI-12 System Architecture Deliverable  ASAP. 2 2 Low
have yet to be made and socialized to the project. For  inclusive of all known future solution plans as possible. As an example,If  with aditional details as they become available and with any architectural changes
example, the AS! and DHS have stated that they have  KOLEA and BES are to move to a single nstance of iebel in the future, are finalized. - Complete - DHS should inalze the Porta strategy and
reached agreement that the p planning ow. I i
with implementing two Siebel instances (one for KOLEA,  such significant future changes are not planned for now, the project s likely  and project teams. - The project should continue to vet possibe architectural
one for BES), but inthe se d costs when tothe pltform (e.g., ADA, Confguration Management tools), M&O,
project change log or the project decision log. It remains  systems in the future. maD, and
unclear ifthe detais of the rationale for this decision or request AS! perform due diligence in any recommendation for foundational
the plan fo integrating the two intances post go-lve review
have been thoroughly vetted and/or documented. Kehold
Further, there may be some uncertainty around whether decisions. - The project should continue to ensure communication between
when/ifall environments (including KOLEA and BES d architecture lead on
production) will be moved to the cloud. posble riectur hnges ol mpc dectfons i are. - W
between the
areitctur team and th es fth rolecttean o ssess Impacts farchiecurs
decisions to the project.
127172018 Lack i to the S| DDI approach and more itigate thisrisk, + ASIprovide an 1/31/19 3 3 Med  Open
ey (o01) i dditional DDI fimey
approach is unciear. observe sI 1135 oth d d on elements of the methodology, especially new product owners. - Complete
activity and have participated in some SI activites, they 8/27/2021. 2 ool
do not understand how it al fitstogether and some and/or refresh their « The project
activity objectives seem unclear. The S| conducted a DDI
‘approach overview session during an initial JAR session, feedback to the AS for design and
however not all stakeholders were present. IVV did not as needed to assure their effectiveness in their role.
locate any DDI approach documentation or materials that
could be referenced by stakeholders who may have
missed to the overview session, by new members of the
team, or by other interested partis.
1/25/2016 Proect Management. Basd upon the project schedule ded 11/26/18(rfer  WithoutaPMP that deicts ll roect Management proceses, the eret 020z - De monitoring T80 a5 High  Open

pecifics), proj
deliverables have been missed. As of the date of this

may have impact to the critical path - In process

parameters. Without a schedule that provides the rEﬂmred vl ot deaito

report,
Management Plan (PMP), which is the formal document
that i used to manage the execution of the project. In
some instances, this risk may be compounded by a
backlog of Deliverable Expectation Documents (DED)
requiring approval and acceptance from the State.

g 3 fisk to be successful

5/31/2021 When the revsed schedule s publshed the project team shou\d restart

mitigation plans for those tasks that may be late. - Complete 4/30/20213nd
7/29/2021 - DHS and the ASI agree and publish the revised schedule based o the.
KOLEA ATC impact, C any ges

DL d

determine if be

or.
determine and address the root cause(s). - Closed 8/31/2020 Recommendatmns, -
Prior the new baseline, project
schedule to address the outstanding. wtems/nssues et by DS the A, and IV
toinclude the Release 0.1 lessons learned. - Closed - Establish the process for DHS
and the AS| e revied . - Complete -
Establish the process for on-going schedule management and weekly updates,
sub-plan of the

e
04).- Complete.
the outstanding items/issues identified by DHS and IVV. - Closed. 5/31/2020 -
Establish the pi and the ASI v agr
- Closed

nned inthe Closed
5/15/2020 the AS!is no longer maintaining the interim schedule. IVV recommends
that the ASI complete the Project Management Plan deliverable, work with DHS and
IVV for review and edit as needed, and attain approval of the PMP. This will help.

in

have been performed or

collaboratively developed and implemented to meet the needs of the project.
discuss the

Finding Status Update

Client Comments.

11/29/21- The ASI reported progress in finalizing details of the Two-Portal and GCP change 06/30/2020 - Combined
requests (C . They are application isstill planned. App

Vendor Comments

4/23/21 rap - The AS| and

However, it remai fully by DHS. From
team. 10/28/21- with the Arch perspective, we are building

gniicantdeleys n fnliang the Two Poral, GCP, o Rs).The  in Liferay.
Rescheduling CR was previously tracked as the \OLEAATC ch lehev. e unclear f these  the portals s still to be-
CRs will fully  determined, but is not more
‘communicated and vetted by the larger project team. s/zs/n TheTwo Portal and GCPchange complex than originally planned

i ot finalized. VY he potential impact on the project  for data sharing. If change is made
schedule and budget. IV also et concemad the the verl rcechte remins flux,  to Adobe, this would require a CR,
ursues the most optimal
8/30/21- In August, the

w

revised blished. The AS| continues h ADA tools
h There s alack of clarity

how, and , the proj management.

their desire but have yet to

resolve licensing issues and the ASI has vet to commit to the level of configuration management
they will perform. 7/27/21- The ASI has completed cost estimates for the 2 portal change order
but plan. Many
unclear on how, and the

MQD and BESSD. Therefore, it is I

and socialized prior to the CCB meeting. ~6/28/21- The ASI reviewed e :hanﬁe order to
impl MQD) instead of portal. Some details of
this
The AS! indicated that the project is considering replacing the existing State hub with Boomi
toolsets but details are not yet available.  5/27/21- Although the ASI has taken efforts to clarify

between

refine
the final plan for the two
portal vision. We expect
that final decisions will
likely be made during this
reporting period and
communicated to the
project. The AS refers the
IV&V 10 our February
update regarding
Recommendation 3.
From our perspective all
necessary actions are
complete. If the V&V
does not believe itis
Complete we request
supporting detail,

4/23/21 rap - The AS| and
DHS continue to refine.
the final plan for the two
portal vision. We expect
that final decisions will
likely be made during this

y Hub, some Vet o be decided by DHS and the reporting period and
ASI. IV will continue to between assure communicated to the
11/29/21 - T has reduced 1/7/19; Note. During the 010218 9/9/21 RAP - The most
some of their  [sic] DHS did not the
v position (by. and made SDLC have been added to
be considered DHS  suggestions. To my understanding, Confluence as promised.
This has the P
form o P 1AD contive n et role a5
could later  session. d will lso
lead 10/28/21- at the
testing and the SDLC bythe in For y the
project team. Furth [ new participants in the JADs,a  design of the system as
she has gh
9/29/21-The project  JAD should be held for those new  the project. The process
team and ) ff - participants. changes did not change
willno longer be performed at the end of each her role.
release. the final UAT. It whether this 7/20/21 RAP - The AS
approach was chosen by DHS and the ASI to improve testing or to address the significant number provides updates on the
both SDLC processes on
appronchwil i heburden g from the At iread published Confluence.
constrained. ifthe SDLC. have b d They continue to evolve
fully understood bv oA, G 8127121, the ASI conducted a Lunch and Learn in response to lessons
session to help the proj nd their D learned, project schedule
e B The. changes Inlude th addition ofdesignsrintsand impacts,an
sting and The retrospective feedback
m the development

51 s stve ey their DDI approach
Confuence, 7/27/21.-The St h st ey wil coninue o provide the OHS and ther

H
project team the sDLC
11/26/2021- rne Dro,eclmnlmueslodemons(ra(eIa(edehverakﬂes For example, CF Special

going. Integration
itselfis not

As project deliverables slp, it may

pro y
schedule. IVV has opened a new risk #74 to monitor planning and scheduling activiies.
10/30/2021 - This month the ASI
by DHS and IWV.

many

provide
Dro’eclwork dionally, th overap of Releses 0.4-0.10 s concernig based 0 1) th ack of

Support the ggressve schedule. DHS I reviewing th schedule with the ASI o ensure t s

measurable, realistic and in-line with the project teams’ past performance and resource

availability. 9/30/2021 - The ASI published a draft BI-5 Project Schedule for DHS and IVV review
he intent s that the projs

are resolved, and o about

while the 8/30/2021-No in this
reporting period.
changes. The revised target date for DHS to accept the schedule is mid-September. ~7/28/2021-

Revions o he prject schculecontnuedthis month. DHS and the AS| e curtetly evlusting

updates. Additionally, the schedule

impacto ol the KOLEA ATC changes is not yet final however, the ASI i planning on gaining DHS

approv: . 6/30/2021 - The ASI

schedu\e onG/17/2028, TheAS s jewi

DHS and IVV. The project team is mor
iges may be applied prior

forward with the revised schedule understanding that

the revised

P e
development. 4/30/2021 been published
scope of the project due to the KOLEA ATC impact (the CMS required KOLEA modifications are.

teams. We will leverage
the monthly release
updates like we did for
the RO.4 updates in July to
7/20/21 RAP - The ASI wil
continue to refine the
published schedule based
on feedback from DHS
and the V&V while we
work through the final
change request for the
ATC which is nearing
completion. Regarding.
the recommendations:
Recommendation 1
Based on progress made
todate, the AS! is hopeful,
that we can agree in
principle on the ATC
change request in July and
have a final schedule
published by the end of
the month.
Recommendation #2: The
team has reinstituted
every other week
schedule meetings and is
tracking actions be taken
on late work on a weekly
basis.

4/23/21 r3p - The AS|
acknowledges that in this

Risk
Statement






