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DAVID Y. IGE
GOVERNOR
OFFICER
OFFICE OF ENTERPRISE TECHNOLOGY SERVICES
P.0. BOX 119, HONOLULU, HAWAI‘l 96810-0119
Ph: (808) 586-6000 | Fax: (808) 586-1922
ETS.HAWAII.GOV
April 3, 2020
The Honorable Ronald D. Kouchi, The Honorable Scott K. Saiki,
President, and Speaker, and
Members of The Senate Members of The House of Representatives
Thirtieth State Legislature Thirtieth State Legislature
Hawaii State Capitol, Room 409 Hawaii State Capitol, Room 431
Honolulu, Hawaii 96813 Honolulu, Hawaii 96813

Dear President Kouchi, Speaker Saiki, and Members of the Legislature:

Pursuant to HRS section 27-43.6, which requires the Chief Information Officer to submit applicable
independent verification and validation (IV&V) reports to the Legislature within ten days of
receiving the report, please find attached the IV&V report the Office of Enterprise Technology
Services received for the State of Hawaii Department of Labor& Industrial Relations Disability
Compensation Division’s Modernization Project — Electronic Case Management System.

In accordance with HRS section 93-16, this report may be viewed electronically at
http://ets.hawaii.gov (see “Reports”).

Sincerely,
TN - —~ o~
DOUGLAS MURDOCK

Chief Information Officer
State of Hawai‘i
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Avpendix D: Prior Findinas Loa

reduce DL

[prepere for proper det comesion.

1.1 pending DUIR approvel) describe the date comverslon process and
roles and responsiblitties between DataHouse end DUR. DUR Is

ltne fine! ot yet p
[tasks. The deta conversion plans do not provide sufficlent dtalls and
[DLIR ioes ot have Insight to the DataHouse deta comversion teams’

activitles, tools, reports, risks and Issues, and testing. As such, DURIs

oL Y - Migretion fersion

responsible for performing UAT an the deta and ukimetaly signing off on

[data conversion process.

reconclilstion steps and share avaliabie reports and logs.
+Explain the process for how the deta conversion plans will be
upcieted for changes In system requirements.

-Provide detalls on timing, number of data extractions and tests to
be performed, and necessary remepping of data.

[2019.11.1701.R2

[Formelize DLIR data convarsion test
pians.

[*Focus DLIR tests to address Identifled data conversion risks and
lssues.
+Estimate data converslon test resource needs and ensure adecuste]

lupdated to Include a sample report from the data comversian tool.
[DLIR still needs to us Sto) it
lsteps the dots conversion tool Is pesforming to generate the report

01/24/20: DR plans to procure additional resources to support
data comversion ectivitles.

|Accuity wil evaluate deta conversion plans as progress Is made.

Lnable to properly pregare for thelr part In the procass and will not be \dentified, tralned, ! -
able to adjust thelr data conversion test plans for maximum efMdency. 12019.08.PM02 and 2019.07.PM14).
|Additionally, DLIR has not finalzed! plana for sianning curent paper fllss oo oo E———Y _r prr—
[t ensure necassary data quallty to support systam Use &t go-Ihe. ldeta conversion scanning plans.  |data comversion scanning approach options.
[The VAV racommendations made at 2019.07 PM02.R3 and Pegin o
2019.07.PM13.R2 regarding DataHouss Inciuding DLIR In project activies| sy
and adding detalled tasks to the project schedule will also address this
|finding. Below are additional recommendetions to further Improve data.
corversion plans and actvities.
[Soope ana Zo7s 0PM0T Rk Figh Figh [The currer KT Glewthecumert  [2018 TO.FMOTRT improve requirementa traseabiliy. [-Trace = bytha [Open  [T1722/18 and 12/20716: The Gass Management developmert team
Requirements Jtoot may hinder traceabliy, which mey process geveiopment tesms ta ensure completeness. [began adding acceptance crterta for user storfes. No other
Management mpact the abiikty to ensure the owersil |developed sepernte from the DetaHous contract requirements and more -Consicer Identitying high-leve mare ignificant " ty were made.
[eCMS salution fu detalied by the Coment detalied In tracesblliy
and prov Cose o u Aso esign and testing. 01/24120: DUR and Detatous dlscussed and cierifed the process
Jfor design, development, and testing. [resutt,there o Inthe Iikety Trace requirements to the project oblectives success metrics fefer ty. Detatouss oll Case
P o hroughout the life of the projest. Jeo fincing 2018.07.PGOS) opproved storles and Cantert
Datatouse made Incremental Improvements to the RTM. The acics business vaive. e troced to testing documentation.
used by the -Add acceptance eriterls to the RTM to ensure stskeholder
[Content Manegement development team or user starles used by the Case| Jsotistoction. |Accuity wl evalusts the RTM a3 Impravements ore medie.
ofa whn grester
o150 acided to the RTM but have not yet been traced to the requirements lfunctionallty.
used for 0 profect
ca
orto .
|the RTM Is maintained In Microsoft Excel which limita version-control,
and review, and Integr X
[Quety Zoretommor  [Rs Moderste Figh Lack of spproved test piors may Impact | According to the Praject Management Plan fversion 1.3), the DateHouse _[2018.10.701 RT Finallzs the test pian. fy opp [Open — [11722775: o =
Management ana Jtne exccution and qually of test lest pian was scheduled for completlon on September 3, 2018. Due to -Delincste roies and responsiblities between DetsHause and DLIR [pienned. DatoHouse Is performing some testing activities, hawser,
[Testing activities and documentation. e need to focus rescurces on the AWS setup and network connections, refer to fincing 2019.07.PM02) |Accuity does ot have Insight Into testing activitles to provide an
DatatHouse Is now targeting to compiete the test pien In Navember 075, needs and resol updste or assessmert of testing.
DLR pianned to compiete the DLIR test pian In October 2019. Due to ientifieg, troined, and seheduied (refer to finclngs 2018.08.PM02
resource constraints end the e to work on other DUR IT Inkistives, the o 2019.07.PM14) 12/20118: The Cese Manegemert developmert team walked
[DLIR tast plen expected completion dats was revisad to November 2019 lthrough the tool that will be used and the steps to perform and
and the plan may be combined with the DataHouss test pian. document preliminery UAT for each user stcry at the end of sach
development Eple. The DetaHouse and DLIR tast pians ers still
|As DataHouse test activities are scheduled to begin In November 2019, [pencing.
DLR nesds D et nsecis. DLIR
thelr own a8 Identify, traln, and 01/24/20: The DataHouse test pian Is targeted for completion In
lschecule DLIR tast resources. [February 2020, DL pians to procure additional resources to assist
[vdth ‘the DUII
activitles.
|Acculty will evaluat the tast pians when they are fnalized.
[Security 2019.10.102  [Risk Trigh Figh [Lack of formalized securtty policies and |DLIR cumrently does hot have formal securtty pollcles to detsrmine secarity |2019.10.TO2.R1 [Formelize security policles. [Workwith ETS to align DLIR policles with State polidesandiora_[Open [11722719: DLIR bagan working with EDPSO and ETS to Identity

[project detays.

[procedires may Impact the security and
privacy of the dats and may lead to

In piace to adequately pratect eCMS Prgject dete. The lack of pallcles

[primerily Impacts the completion of the AWS setup and the Cantent
nt oy daud

must end controt

sctivities. The determiretion of security requirements Is critical o5 dta
conversion activities sre aiready delayed for the AWS setup and testing

= siso oy lon andl
design that DataHouse Is responsible far {refer to finding 2018.07.1T07).
[Securlty pollcles and the resuking security requirements should be:
determined Immedietely to pravent further delay of the project.

rexquirements for the eCMS Project and does not have security procedires

|AWS ervironments can be used for planned deta comverslon and testing

ectivities are to begin In November 2019. The development of formallzed

lstanderd securtty framework.
-Consider priorkiring security policles that are most relevant for use
of cloud services and dets protection fe.g., security ogging and
monttoring, MFA, remate eccess, encryption of data-at rest and
data-in-transit)

[2018.10.702.R2

[Formaiize ana
procedures.

Fy ty between DLIR
onal ETS.

+Ientity specific resources to perform securlty procedures.
-Consider priorhizing security procedures thet are necessary for the
loperstion of the AWS emvironments.

|security requirements.

12/20119 and 01/24/20: Efforts are undenway to Identiy minimum
Isecurity requirements whh a focus on AWS end Implementing
Isecurity controls to allow AWS to be ready for use.

|Acculty wit eveluate the securty palicles, requirements, and
[procedures es they are finallzed.
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[Requests, with an Impact

Log. DetaHouse Is In the process of farmallzing Change Requests for|

Cose Management.

longer supported. The product wes sold by IBM to HCL Technalogles, an
Indlan IT company. DUIR's licenses for the product ended In June 2019
enc DUR Is unable [l HCL [

State Procurement Office (SP0) compllant vendar. This system wil be
repiaced by the eCMS Case Management solution which Is scheduled to
go-ive In November 2020. Any major Issues with the current system may
Impact the data conversion process leading up to the go-live dts and
[potentially the overall system deveiopment. DLIR has Identified this as &
risk but has not yet assigned a risk owner of finalized the risk mitigation
plans. Acculty will continue to monitor this preliminery concerm untl the
risk mitigation plan s finalizad.

orgentzstion ang Ioed. process that Requests,
[Management [and & Change Log. The change t AWS (refer to finding 2019.07.IT01 In [assassment. and the Change Log In [the project scheduls and AWS. DLIR s aiso evalusting AWS Control
|Appendix D) and the revision of the Contant Management go-live data laccordance with the Project [Tower options which mey resuit In a Change Request. DLIR siso
by DLR InCl a M: defined thrasholds for changes that are reportad to the 6CMS
Change Log.  the change o  [z019.08.PM01RE tting ‘or criterla for changes that go through [Exacutive Steering Commites (refer to finding 2019.07.PG0Z) and
have buit In updated pr greater clarlty processes. [DataHouse Intiated discussions on the requirements prioritization
Ifor the change and changes are appropriataly communicatad to Impacted leffectiveness. ¢ and {refer to finding 2019.07.PMOS).
|stakeholders. Jproduct awners, change contral board, steering committes).
-Implement acdhlans! columres In the Chiange Log to emsure 11722119: Entriea were added to the Change Log but the Change
Jupdites are made ta all Impected project plans, documents, or [Requests for the project schedule and AWS were il not drafted.
to all Impacted
Jstskenolcers. 12720119 and 01/24720: No updstes to report.
| Accuity will review the Change Requests as they are finalized and
evaluate Improvements to the Change Log.
[Cost, Screduie and [z010.09.PM0Z_ [Risk Prolim Moderote Undicfined [This was orlginsity reported In the September 2018 V8V Morthly Report |2016.08.PMOZRT Develop procedures to extimate |-Detoll nocessery steps and Informetion needed to estmatesnd  [Open [10/25/19 and 11/22/19: Acclty will continue to montor this
Resurce [processes and procedures may resuit In o5 & preliminsry concam but Is upgmded to a risk In this report. The landi rofing DLIR rescurce refine . [pretiminery concern as the testing, detn comversion, and sprint
[Management resource Pion fersion 1.3 Includes & human resource Irequirements. -Consuit Inputon
inscequate resources, or praject roles and IDLIR resources and clarfty expectations of resources.
. |of verious does pr ond establlsh 12/20119: This wos changed to a sk In the Desember 2018 V&Y
(Updated) Iwill be managed. This will bacome more critical for DLIR as the project resources estimates for major project activities (a.g., deta [Morthty Report.
[gars up for mare resolres demanding activities Indluding deta Jconversion, testing).
conversion, tasting, DUR [2019.00. PMOZ R2 [Develop processes to optimiza [~Consider working with managers of project resources to reassign_[Open 01/24/20: DLIR @ new tool
not fully tothe projact and still Job lutiization of DLIR project resources. ftsam members’ other job duties. to better utllize and
duties. Developing processes and procedures to track and quantify +Consider periadically reconfirming and renewing resource [project resourcen. DLIR also plans to procure additional resources to
Ident! procure or obtain commitments to the project. |support data comversion and tasting activities.
resaurces, “Ensure team members understand thelr responsibliities (e.g.,
[with sssigned resources and their supervisors, and train resourcas for Jesting, sprint user story contact, prject communlstions, OCM) |Acculty will evaluats how the new tool Is functioning and how detalls
assigned tasks will help to minimize project delaya. ot assignments. Ifor the plans to procurs resources are developed.
+Ensure team members ore property tralned snd prepared to
[DLIR developed a rough estimats of hours to perform scanning and data [oerform thelr essignments.
ermry of C: paper flles bait more -Explore use of tools for rescurse calendars and tracking of team
on a trlal run of sample cases and a declsion on what cases must be mermber ssslgnment progress and completion.
converted by go-live Is needed (refer also to finding 2019.11.1T01).
|Adaitionally, DLIR needs to porform on eralysis to determine how many
resources can be ecquired whh budgeted Ninds and whether thase
ocquired be ¥ doto comversion
octivities by the torgeted go-iive.
[DLIR has not yet completed  test plan frefer to finging 2018.10.T01),
estimated testing, or plen for
lscheduling testers.
|The IV&V recommendations made et 2018.07 PM14.R1 and
2019.07.7M14.R2 regerding evalueting resource needs and resource
reports wil siso address thls finding. Below are acditional
urther plars and activiles.
[Systom Softwere, [2016.02.1102 [Pretim I3 NIA Uncicar MO roles srd responsibiitics. | The M&O roles and resporsibiiiies should be clorflod ond ossoclated [N/A N7 for prefim findings. IN/A for prafim findings. [Open (10725718, 11722719, 127207719, ond 01/24/20: Acculty wil cortinue
Horcwore and lsupport processes should be established prior to go-ive of the Content tox concen as the p Ols
irtegrations Case Cumently, developed.
responsibiitcs within DLIR Eectronic Deta Processing Systems Office
(EDPSO) team and any shared responsibliities with ETS and DataHouse
ore urcicor. This wil become more crkical for DLIR as the project
goliv MO needto be
quantified and resources elther Identifled within the exlsting DLIR EDPSO
lteam or edditlonal rescurces scquired. This should be done with suficlent
[time for tralning and knowiedge trarsfer 5o that M&Q rescurces are In
llve. The Project ! 1.3) shows the
Operations with a target
completion dita of Dacember 26, 2018 for Contant Managemert and
(October 6, 2020 for Casa Marmgement. DLIR EDPSO Is In the process of
assessing eCMS support resources. Aceuity will continue to moniter this
[pratiminary concern as plans for M&Q are finalized.
[Dota Conversion  [2019.08.108 _ [Prelim I3 IR [Ursupported 1BM Lotus Notes Domino | The cument cese management system, IBM Lotus Nokes Domin, Is i |N/A [N7A for prefim findings. [N7A for prefim findings. [Open  [10725/18, 11722/19, 12/20/18, ond 01/24/20: DLIR Is working wih

[the: State of Hewsll State Procurement Office {SPO) and the vendar
lto get the maintenance service required.

|Accuity will continue to moniter this preliminery concern as risk
mitigation pians are executed.
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[Manegement

Jcommunications with the DLIR Project
[Team contributed to DUR's Incomplets
Junderstanding of the technical solution,
[potential risks, and upcoming project
activities.

1.0) dld ot oczur as planned ay
ot begin urtil April 2019 and the first progress report was not completad
urtil February 2019. Desphe the commencament of reguler project

DLR to ocur.
mernbers had a plecsmeal understanding of the tchnical solution {refer
[to finding 2019.07.1T02) and project risks and lasues (refer to finding
2019.07.PM3). Additionally, Information regarding upcoming project.
activities was not provided timely. For example, DetaHouss did not timel
DLIR what design [

[what would be covered each day. which end Lsars nesded to perticipats).
[There has also been a lack of commurnications regarding the Upcoming
bulld stage activiies (refer to finding 2019.07.PMOS).

[The IVAY recommendations made et 2019.07.PM02.R2 and
2019.07.PM02.R3 regarding DataHouse working on-site and Including
DLIR In project activities wil aiso address this finding. Below are

I meetings between DataHouss and
DL Project Managers.

(HIghCritical) to Level 2 {Moderate). The DataHouse and DLIR

ly points
in-person meetings, Go To Meetings, emall, phone, and text).
[Furthemore, as noted above at finding 2019.07.PM02, DLIR has
[besn IndiLxded In more DetaHouss meetings Including sprint
[planning, reviews, and retrospectives.

10/25/19: Some Improvement of communications were made
[through DLIR's prticipetion In more Case Management

of DUR

ETS. C reing upcoming
[project activities, milestones, and due dates need to bs revamped to
Increase effextiveness (s.g.. regular praject scheduls reports fikered
Ifor DLIR resources only and sorting by start dates).

11/22119, 12/20118, and 01/24/20: No updates to report.

[Communication  [2019.07.PM07  [Risk

[Manegement

[Organizational  [2019.07.PM08  [Risk
Change
[Managemert

ot Identify pockets of resistance or
actequately anable Individual change.

OCM activities but these were not formalized In & plan of processes.
[There are no OGM specific tasks or resoLrces assigned for OCM actiities
In the project schedule (refer to finding 2019.07.PM14). Although there Is
o formeal o coordinated OCM approach, some elements of OCM oceur
[through reguler project management communication and training
activities. The DLIR Project Managers Inclusive and collaborative
approach with Intsrnal staksholders (refer to finding 2019.07.PMO1) and
lthe DCD ‘s ective and the project
[reter to finding 2019.07.PGO1) also mitigetess the lack of & formal
approach.

|Atthough projects may progress without a formal OCM approach, Industry

structured OCM approach compliments
project manegement approaches In Incressing probabiiky of project
lsuccess. Performing activities whh an OCM focus will help to better
[prepere, equip, and support Iniviculs throughout the project and to
ensure thet the solution s uitimately adopted and embraced by

lemployees.

Jstructured OCM approach.

[through surveys of Interviews.
Creete and mobllizs a change coltion group of managers.
|supervisors, and key Influencers.

align OCM businass process
Jengineering (BPR). and training activities.
+Develop OCM Identfied
Ipockets of resistance.

increase adoption.

ocialtional to further o |Accuilty will continue to evaluete the effectiveness of these project
communications. communication channets
[Moderate [Moderste |The tack of tallored project Ts o partof Plan_|2019.07. PMO7.R1T Into groups by Teeds such [Open  [08/20/19: Acculty decressed the severity rating from Level 2
communications for oll Impected developed by DetaHouse, however, the plen Is not comprehenshe and plan: os by Hearings, te) to Level 3 {Low). DLIR plans to hold two sesslons on
adoption [pr ly Project meetings, statuis reporting, and lssue reparting. [Claims), by position {e.g.. manager, supervisor). or Intarnal and [October 1, 2019 to updats the DLIR Internal stakeholders (including
Jand stakeholder buy-In. [The approved Project Management Plan (version 1.2) wes updated to Jextarnal {e.g., clalmartts, Insurance agencles). Inelghbor Isiand staff) on whet has been happening for the last year
Include a matrix *Consider the list of method listad In on the 6CMS Project Including a brief demo by DetaHouse of how
activities. While this Is an Improvement over the previows version, the BAFO. |the new system will werk and look. DLIR also plans to update the
iatest draft plan still doas not provide adequate detalls regarding +Due to limited DLIR resources avallable for communication DLIR website to Include project Information that Is accesdble by
activitles as all ‘together for activities, the Intemal and external stakeholders.
|three broad communication methods and activities. be prioritized to focus resources most efficlently.
ol Pproject for d 10/25/19: DLIR held two sessdons for Intarnal stakehoiders to providel
|A formal to Jassigned resources {refer to finding 2019.07.PM14). an update on the project prograss and timeline. DLIR worked on
[detarmine the Information nesds of Intarnal and external project plans to update the websits and draft the carmer newsletter to
|stakeholders. There Is not & process to ensure the timely distribution of inciudie project Lpdates. Asnoted above at finding 2019.07.PMOS,
project Information and there Is no dexdicatad role or adequeats resources [the Scrum o all
assigned to communications management {refer to finding |who will be partieipating In sprint activities.
2019.07.PM14). As such, communication actiities have cecurred
The limited acthvities [11/2219: Accuity Increased the severlty rating from Level 3 (Low) to
o5 the DLUIR Project Manager Involves Intamal stekeholders In project- Lovel 2 (Moderate) es plans to updste the website and send out &
reloted meetings and werking sessions. However, ths Informal spproach ietter to corriers regarding upcoming changes were ot completed
does not Include all Intermel stokeholders or any extemal stokoholders. Its
Istokeholders to be executed timely.
[12/20/19: The letter to carrlers was sent out, however, the webshe
hos not yot been leunched. There Is Iot of opportunity to leverage:
lthe <CMS DLIR Core Team members to communicate project
updotes to Internal staketolders on & more frequent basis, however,
[the network of core team members should be extended taInclude
[nelghbor Isiand representatives.
01/24/20: No updetes to report.
| Accuity will continue to evaluets project communication plans and
activitles.
[Moderate Low [Missing key OCM steps or activiies may [There s no formal OCM plan or epproach. DataHouse's BAFO lIsts varlous[2018,07.PMOB.RT [Develop and Implement a Collect basaline i [Open [09/20/18: Accutty decreased the saverity rating from Level 2

(Mocterats) to Level 3 {Low). A number of communication activities
are planned to provide awareness of the upcoming project activities
Includiing the DLIR Intarnal staksholder meeting and DLIR website
discussed above et finding 2019.07 PMO7.

10/25/19: Communication activiies were exscutsd or are In
[progress which help to pertially address OCM. ETS hes esdgned an
[OCM resovrca to assist with the eCMS Project.

11722119, 1272009, oo™
ly ntly to

[There s 1ot of opportunity to leverage the eCMS DUR Core Team
members to execute OCM scthvities.

|Acculty witl cantinue to evaluste the OCM approach and manttor the
change readiness of project stakeholders.

aof11










Management an
[Testing

Imanagement pian and sssigned quailty

lqualtty of project

|une 23, 2019 but was ot yet approved by DUIR. The dreft plan did not

Jassurance resources mey Impact the [include qualky . or quality obj ofthe
does quallty resuita will be
rtad. the Quallty Lsad

[ume.

|As 1t s almost eleven months Into the eCMS Project and several

and many are Itls
Important for  quality management pian to be formallzed and resources
assigned to perform quality managemert activiles.

(dentified In DataHousa's BAFO Is not assigned to the project tsam at this

pian.

Ifinding 2019.07.PM03).
«Update the project schedule to assign quallty assurancs resources
refer to fnding 2019.07.PM14).

reference freferm

[2019.07.1705.R2

[Perform quallty management
[ectivities on previously approved or
lsubmitted deliversbies.

[The that
qualtty
ltesting. As such, Accuity will work with DLIR to understand what
aciditional quality management activities and metrics need to

10/25/19: DataHowse ciarified that the DateHouss Qualky
[Management Plan dellverable does not need DLIR approval es It Is
ot & contract deliverable and s Just to communicets the DetaHouse
approach to quallty management to DUR. The Case Management
quality assurance testing was performed for Eplc 1. DLIR Is working
on the DLIR quaiky meragement approach.

11722119, 1212019, end 01/724/20: No updatas to report. Aceuty
does not have accas to the project tsam's tasting resources and we
ore unsble to provide an updete on testing activities.

|Accuity will continue to evaluste the quality management plan snd
octivities.

[Configuretion  [2018.07.106  [Risc

[Moderste [Mocerate A lack of o A plen has not yet been arefted. DetaHouse [2019.07.T06.R1 [Develop 6 formal configuration |-Ensure the plan Is In sccordance with IEEE 628-2012 - Stancar for| [08720/19: Acculty hes kept the severty rating as Level 2 (Modrate).
Iplan may pians to prepare o by October 11, 2018. plan, Systems and Software Englncering |Atthough y a
quaitty of the system if unauthorlzed or  [Bssed on the currert: project pian, the eCMS Prject wes suppased to ona planning process, ond
untested changes are promoted [begin the Bulld stage of Phase 1. Although the recent DHS deveiopment process, Cose teams, DataHouse Is sl In the
between environments. [wiillikety citey the start o the Bulld stage, not having a configuration [process, staty ing process, [process
In plece Incresses the may not be suditing process, Interface control process, snd relesse opproach.

[properly tested, accepted and spproved which may Impact system
[performance or qullty.

DLIR should callaborate and onthe
plen o

best serve this project.

[10/25119: No updetes to report.

[11/22119: DataHouse provided » summery of the configuration
[

[tsam In addition to the previously provided summary of the Content.
h.

used by the other [
s stll not clear. .8
DetaHousa plan
[was not completad.

12/20119: There was confusion about configuration Itams and
required DUR walackofa
corfiguration management plan.

01724720: No updates to repart

|Accuity wil continue to evaluste the canfiguration management pian
ond approsch.
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