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EXECUTIVE SUMMARY 
BACKGROUND 

The State of Hawaii (State}, Department of Labor and Industrial Relations (DUR} 
contracted DataHouse Consulting, Inc. (DataHouse) for the Disability 
Compensation Division's (DCD) Electronic Case Management System Project 
(eCMS Prqject). DUR contracted Accuity LLP (Accuity) to provide Independent 
Verification and Validation (IV&V) services for the eCMS Project. 

The Initial On-Site IV&V Review Report (IV&V Initial Report} was issued on 
August 30, 2019 and provided an initial assessment of project health as of 
June 30, 2019. Refer to the full Initial Report for additional background 
information on the eCMS Prqject and IV&V. The Monthly On-Site IV&V Review 
Reports (IV&V Monthly Reports} build upon the Initial Report to update and 
continually evaluate project progress and performance. Refer to Appendix E: 
Prior IV&V Reports for a listing of prior reports. 

The project is currently in the Phase 1 Build stage for both Content Management 
and Case Management. The focus of our IV&V activities for this report included 
an evaluation of requirements management, project organization and 
management, and hardware. A review of testing plans and processes was not 
performed as the test plans have not yet been completed. 

The IV&V Dashboard on the following two pages provides a quick visual and 
narrative snapshot of both the project status and project assessment as of 
January 24, 2020. Additional explanation is included in the Findings and 
Recommendations by Assessment Area for new findings and in the Appendix D: 
Prior Findings Log for prior report findings. Refer to Appendix A: IV&V Criticality 
and Severity Ratings for an explanation of the ratings. 

Executive Summary 

PLANNING FOR SUCCESS 

"Our goals can only be 
reached through a vehicle 

of a plan, in which we 

must fervently believe, 
and upon which we must 

vigorously act. There is 
no other route to 

success." 

-Pablo Picasso 
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ASSESSMENT AREA & RATINGS SUMMARY 

NOV DEC JAN IV&V ASSESSMENT AREA IV&V OBSERVATIONS 

0 0 0 Overall The criticality ratings for three IV&V Assessment Categories are trending upward and zero are trending 
downward. Although progress is steady and the revised Content Management timeline allows some time to 
catch up, the overall rating continues to reflect the collective foundational project process deficiencies and the 
project resource constraints that limit project performance. Refined project processes and adequate project 
resources are key to ensure the new timeline will be achieved and to elevate project performance going forward. 

Project Schedule: A revised go-live date of June 1, 2020 for Content Management has been tentatively 
approved. Accuity is unable to validate the project progress percentage or assess the impact of schedule 
variance due to the current schedule management practices (refer to finding 2019.07 .PM13). 

Project Costs: Project contract costs invoiced to date approximated $2,594,000. Accuity is unable to validate 
the total project budget or assess cost variances due to the current cost management practices (refer to finding 
2019.07 .PM12). 

Quality: DLIR established success metrics but has not yet finalized quality metrics (refer to finding 2019.07 .IT0S). 
Accuity will evaluate progress towards achieving project goals when DLIR begins to collect metrics data. 

e e e Program The eCMS Project Executive Steering Committee (ESC) continues to provide guidance and oversight to the 

Governance 
eCMS Project through discussions of major risks, issues, and decisions. DLIR established project success metrics 
and efforts are underway to develop DLIR's IT security policies and procedures. 

0 0 0 Project Incremental improvements were made for requirements management, schedule management, and resource 

Management management, however, continued focus on and efforts to remediate these key foundational project process 
deficiencies is critical for effective project management and overall project performance. Limited project 
resources result in regular deferment of stakeholder communications, cost management, and organizational 
change management (OCM) activities. DLIR plans to procure additional resources to support upcoming testing 
and data conversion activities. 

0 0 0 Technology The Case Management development team is steadily implementing user stories, currently in Epic 2 Sprint 3. 
The Content Management development team is awaiting completion of what IBM determined to be an 
enhancement request for additional Datacap functionality. The IBM enhancement release is scheduled for the 
end of March, a primary factor in the revised Content Management go-live date. Efforts to establish the secure 
connection with AWS have delayed the completion of the AWS environments and is another major factor in the 
revision of the Content Management timeline for data conversion, training, and testing activities. Security, test, 
quality management, and configuration management plans remain incomplete and are necessary to establish 
foundational project processes that also have a significant impact on overall project performance. 



AT-A-GlANCE 

FINALIZE security 
and test plans 

Improve 
FOUNDATIONAL 
project processes 

Elaborate SCHEDULE 
details 

Maintain POSITIVE 
momentum 

FINDINGS AND RECOMMENDATIONS BY ASSESSMENT AREA 

0 OVERALL RATING 

The overall rating is assigned based on the criticality ratings of the IV&V Assessment Categories and the severity ratings of 
the underlying findings (see Appendix A: IV&V Criticality and Severity Ratings). The tables below summarize the criticality 
ratings for each IV&V Assessment Category in each of the three major IV&V Assessment Areas. Three IV&V Assessment 
Categories improved and zero declined from the prior report. Although progress is steady and the revised Content 
Management timeline allows some time to catch up, the overall rating continues to reflect the collective foundational project 
process deficiencies and the project resource constraints that limit project performance. 

--- PROGRAM GOVERNANCE 

e e e Governance Effectiveness 

Benefits Realization 

--- TECHNOLOGY 

System Software, Hardware, 
and Integrations 

e Design 

y Data Conversion 

0 Quality Management and 
Testing 

Configuration Management 

0 0 0 Security 

---
0 
0 

e 

PROJECT MANAGEMENT 

Prqject Organization and 
Management 

Scope and Requirements 
Management 

Cost, Schedule, and Resource 
Management 

Risk Management 

Communications 
Management 

Organizational Change 
Management (OCM) 

Business Process 
Reengineering (BPR) 

Training and Knowledge 
Transfer 
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PROGRAM 
GOVERNANCE 

Governance 
Effectiveness 

Benefits Realization 

8 PROGRAM GOVERNANCE 

■■■ 
e 

y y y 

IV&V ASSESSMENT 
CATEGORY 

Governance 
Effectiveness 

Benefits Realization 

FINDINGS 
IV&V OBSERVATION 

The eCMS Project Executive Steering Committee 
(ESC) continues to provide guidance and oversight 
to the eCMS Prqject through discussions of major 0 0 0 
risks, issues, and decisions. The DUR Electronic 
Data Processing Systems Office (EDPSO) is making 
progress to set DUR IT policies and strategy. 

DUR established prqject goals and success 
metrics. These goals and success metrics need to 

0 1 0 
be communicated and metrics data collected to 
monitor progress towards achieving success. 
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PROJECT 
MANAGEMENT 

Project Organization 
and Management 

Scope and 
Requirements 
Management 

Cost, Schedule, and 
Resource 
Management 

Risk Management 

Communications 
Management 

Organizational 
Change Management 

Business Process 
Reengineering 

Training and 
Knowledge Transfer 

0 PROJECT MANAGEMENT 

■■■ 

0 0 0 

e e 0 

IV&V ASSESSMENT 
CATEGORY 

Prqject Organization 
and Management 

Scope and 
Requirements 
Management 

Cost, Schedule, and 
Resource 
Management 

FINDINGS 
IV&V OBSERVATION 

The collaborative and transparent approach taken 
by the DataHouse Case Management 
development team continues to keep that part of 
the project performing well and moving forward. 
Limited visibility and collaboration in other areas 

0 3 0 
impacts DLIR's understanding of and ability to 
properly prepare for upcoming tasks. Clarification 
of roles and responsibilities is needed for M&O 
and testing. Formal change requests are still 
pending for significant prqject changes. 

The process for approving Case Management user 
stories changes and the process for tracing 
contract requirements to system requirements was 
clarified. Documentation of requirements (e.g., 
security, performance, acceptance criteria) is still 

0 2 0 

incomplete. Remediation is critical due to the 
impact it has on development, testing, and 
ultimately user acceptance and satisfaction. 

A revised Content Management go-live date was I 
approved, however, specific task dates are still 
pending DUR approval. The Content Management 
schedule was revised due to the IBM enhancement 
request and the delays in the AWS environments 
and connections (refer to page 1 O). Focus on 
adding missing or more detailed tasks and 
identifying task dependency relationships is critical 0 4 0 
to prevent further delays. Limited resources has 
been a major factor in project performance. DLIR 
plans to procure additional resources to support 
upcoming testing and data conversion activities 
and implemented a new tool to manage resource 
assignments and deadlines to better utilize and 
manage existing project resources. 
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PROJECT 
MANAGEMENT 
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and Management 
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Requirements 
Management 

Cost, Schedule, and 
Resource 
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Risk Management 
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Management 

Organizational 
Change Management 
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Reengineering 
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■■■ 

y y y 
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IV&V ASSESSMENT 
CATEGORY 

Risk Management 

Communications 
Management 

Organizational 
Change 
Management (OCM) 

Business Process 
Reengineering (BPR) 

Training and 
Knowledge Transfer 

IV&V OBSERVATION 

Risks continue to be discussed at the weekly status 
meetings and monthly ESC meetings. however. the 
DLIR and DataHouse risk logs still need to be 
combined, owners assigned, and mitigation plans 
developed for each risk or issue. 

No significant updates since the prior report. 
Improvements are still needed to increase the 
effectiveness of communications regarding 
ongoing project activities, project processes 
and tools, upcoming due dates, and impacts of 
decisions or actions. The project website was 
not launched as planned and DLIR is now targeting 
February 2020 for completion. Stakeholder 
communications need to be timely and with all 
impacted stakeholders. 

No significant updates since the prior report. 
OCM continues to occur as an indirect result of 
other prqject communications rather than through 
a structured OCM approach and planned OCM 
activities. There is a lot of opportunity to leverage 
existing communication channels to execute OCM 
focused activities. 

BPR improvements continue to be delivered 
through each Case Management development 
sprint. 

Training and knowledge transfer activities are not 
occurring at this stage of the project. Introductory 
training on the Case Management user story tool 
for preliminary user testing is planned for February 
2020. The Content Management training dates 
were tentatively revised to April 2020, pending 
DLIR approval. 

Findings and Recommendations 

FINDINGS 

0 1 0 

0 2 0 

0 1 0 

0 0 0 

0 0 0 
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TECHNOLOGY 

System Software, 
Hardware, and 
Integrations 

Design 

Data Conversion 

Quality Management 
and Testing 

Configuration 
Management 

Security 

0 TECHNOLOGY 

■■■ 

y 

0 e 

y y y 

IV&V ASSESSMENT 
CATEGORY 

System Software, 
Hardware, and 
Integrations 

Design 

Data Conversion 

FINDINGS 
IV&V OBSERVATION 

The Case Management development team is 
working steadily to implement user stories in Epic 
2 Sprint 3. The Content Management 
development team is awaiting completion of what 
IBM determined to be an enhancement request 
for additional Datacap functionality (Issue #7 
DataHouse RAID Log September 2019). IBM 

0 2 0 
expects to provide the production release in March 
2020. Content Management activities are also 
awaiting setup of the AWS environments that are 
still in process due to delays in establishing the 
secure connection between DLIR and AWS (Issue 
#11 Data House RAID Log December 2019). DLIR 
is still refining the network infrastructure details. 

The Content Management and Case Management 
design continues to be refined during the Build 
stage. The Case Management design document 
was updated for Epic 1 changes and is pending 0 0 0 
DLIR review and approval. Although security 
design is still unclear, this is covered in the Security 
IV&V Assessment Category. 

No significant updates since the prior report. 
Content Management data conversion activities 
are still awaiting the DLIR AWS environments. 
DLIR needs to evaluate Case Management data 
conversion approaches and formalize a plan for 
scanning paper files. Additionally, further 

0 2 0 
clarification of the data conversion tools, reports, 
and processes is still needed for both Content 
Management and Case Management in order for 
DLIR to adequately prepare for upcoming data 
conversion activities including pending plans for 
DLIR data conversion testing. 

Findings and Recommendations 10 



TECHNOLOGY 

System Software, 
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Design 
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0 

IV&V ASSESSMENT 
CATEGORY 

Quality 
Management and 
Testing 

Configuration 
Management 

Security 

IV&V OBSERVATION 

The DataHouse and DUR test plans and the DLIR 
quality management approach are still pending. 
DataHouse plans to deliver the test plan in 
February 2020. DLIR plans to procure resources 
to help with development of the DUR test plan 
and support testing activities. DataHouse testing 
activities are already underway, however. IV&V 
does not have visibility to provide an update or 
assessment of DataHouse testing. Content 
Management user acceptance testing (UA T) was 
tentatively rescheduled to May 2020, pending DUR 
approval. DUR plans to hold trainings in February 
2020 to kickoff the preliminary user testing 
activities for Case Management. 

No significant updates since the prior report. DUR 
plans to draft a policy of what configuration items 
require DUR approval and the designated DLIR 
approvers. Data House has drafts of the 
configuration management approaches for the 
Content Management and Case Management 
development teams, however, a comprehensive 
configuration management plan including the DUR 
approval process is still pending. 

DUR continued to work on identifying security 
requirements and assigned EDPSO vendor 
resources to assist with this task. Security is still a 
high criticality area as the identification of security 
requirements and implementation of the necessary 
security controls will impact when the AWS 
environments will be ready for use for pending 
data conversion, testing, and training activities. 
The Security Management Plan that includes 
DataHouse's security documentation is pending 
and a timeline for completion is currently unknown. 

Findings and Recommendations 

FINDINGS 

0 2 0 

0 1 0 

0 2 0 
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TERMS 

RISK 
An event that has not 
happened yet. 

ISSUE 
An event that is 
already occurring or 
has already 
happened. 

Appendix A: IV&V Criticality and Severity Ratings 

IV&V CRITICALITY AND SEVERITY RATINGS 

Criticality and severity ratings provide insight on where significant deficiencies are observed and immediate remediation or risk 
mitigation is required. Criticality ratings are assigned to the overall project as well as each IV&V Assessment Area and IV&V 
Assessment Category. Severity ratings are assigned to each risk or issue identified. 

Criticality Rating 

The criticality ratings are assessed based on consideration of the severity ratings of each related risk and issue within the 
respective IV&V Assessment Area and IV&V Assessment category, the overall impact of the related findings to the success of 
the prqject, and the urgency of and length of time to implement remediation or risk mitigation strategies. Arrows indicate 
trends in the project assessment from the prior report. Up arrows indicate improvements or progress made, down arrows 
indicate a decline or inadequate progress made in areas of increasing risk or approaching timeline, and no arrow indicates 
there was neither improving or declining progress from the prior report. 

800 

• 

A RED, high criticality rating is assigned when 
significant severe deficiencies were observed and 
immediate remediation or risk mitigation is required. 

A YELLOW, medium criticality rating is assigned 
when deficiencies were observed that merit 
attention. Remediation or risk mitigation should be 
performed in a timely manner. 

A GREEN, low criticality rating is assigned when the 
activity is on track and minimal deficiencies were 
observed. Some oversight may be needed to ensure 
the risk stays low and the activity remains on track . 

A GRAY rating is assigned when the category being 
assessed has incomplete information available for a 
conclusive observation and recommendation or is 
not applicable at the time of the IV&V review. 

Appendix 12 



TERMS 

POSITIVE 
Celebrates high 
performance or 
prqject successes. 

PRELIMINARY 
CONCERN 
Potential risk 
requiring further 
analysis. 

Severity Rating 

Once risks are identified and characterized, Accuity 
will examine prqject conditions to determine the 
probability of the risk being identified and the impact 
to the prqject, if the risk is realized. We know that a 
risk is in the future, so we must provide the probability 
and impact to determine if the risk has a Risk Severity, 
such as Severity 1 (High), Severity 2 (Moderate), or 
Severity 3 (Low). 

While a risk is an event that has not happened yet, an 
issue is something that is already occurring or has 
already happened. Accuity will examine project 
conditions and business impact to determine if the 
issue has an Issue Severity, such as Severity 1 
(High/Critical Impact/System Down), Severity 2 
{Moderate/Significant Impact), or Severity 3 
(Low/Normal/Minor I mpact/1 nformational). 

Findings that are positive or preliminary concerns are 
not assigned a severity rating. 

SEVERITY 1: High/Critical level 

SEVERITY 2: Moderate level 

SEVERITY 3: Low level 

Appendix 13 



Appendix B: Industry Standards and Best Practices 

STANDARD 

ADA 

ADKAR® 

BABOK®v3 

IEEE 828-2012 

DAMA-DMBOK2 

HIPAA 

MARS-E2.0 

MITA3.0 

TOGAF9.2 

COBIT 2019 Framework 

IEEE 1062-2015 

PMBOK® - Sixth Edition 

PROSCI 

IEEE 1012-2016 

IEEE 1061-1998 

IEEE 730-2014 

ISO 9001 :2015 

ISO/IEC 25010:2011 

DESCRIPTION 

Americans with Disabilities Act 

Prosci ADKAR®: Awareness, Desire, Knowledge, Ability & Reinforcement 

Business Analyst Body of Knowledge 

Institute of Electrical and Electronics Engineers (IEEE) Standard for Configuration Management in 
Systems and Software Engineering 

DAMA lnternational's Guide to the Data Management Body of Knowledge 

Health Insurance Portability and Accountability Act of 1996 (HIPAA) 

CMS Minimum Acceptable Risk Standards for Exchanges - Exchange Reference Architecture 
Supplement (MARS-El 

Medicaid Information Technology Architecture 

The TOGAF® Standard, Version 9.2 

Framework for customizing and right-sizing enterprise governance of information and technology 

IEEE Recommended Practice for Software Acquisition 

Project Management Institute (PMI) Project Management Body of Knowledge (PMBOK®) 

Leading organization providing research, methodology, and tools on change management 
practices 

IEEE Standard for System, Software, and Hardware Verification and Validation 

IEEE Standard for a Software Quality Metrics Methodology 

IEEE Standard for Software Quality Assurance Processes 

Quality Management Systems - Requirements 

Systems and Software Engineering - Systems and Software Quality Requirements and Evaluation 
(SQuaRE) - System and Software Quality Models 

Appendix 14 



STANDARD 

IEEE 29148-2018 

ISO 16085:2006 

ISO/IEC TR 20000-
11 :2015 

SAMLv2.0 

SoaML 1.0.1 

CMMI-DEV Version 1.3 

IEEE 1016-2009 

IEEE 12207-2017 

IEEE 14764-2006 

IEEE 15289-2017 

IEEE 24748-3-2012 

IEEE 24 765-2017 

IEEE 26511-2018 

IEEE 12207:2017 

IEEE 23026:2015 

IEEE 24748-2:2018 

IEEE 42010:2011 

DESCRIPTION 

ISO/IEC/IEEE International Standard - Systems and Software Engineering - Life Cycle Processes -
Requirements Engineering 

Systems and Software Engineering - Life Cycle Processes - Risk Management 

Information Technology- Service Management - Part 11: Guidance on the relationship between 
ISO/IEC 20000-1 :2011 and service management frameworks: ITIL® 

Security Assertion Markup Language v2.0 

Service Oriented Architecture Modeling Language 

Capability Maturity Model Integration for Development 

IEEE Standard for Information Technology- Systems Design - Software Design Descriptions 

ISO/IEC/IEEE International Standard - Systems and Software Engineering - Software Life Cycle 
Processes 
ISO/IEC/IEEE International Standard for Software Engineering - Soft.ware Life Cycle Processes -
Maintenance 
ISO/IEC/IEEE International Standard - Systems and Software Engineering - Content of Life-Cycle 
Information Items (Documentation) 
IEEE Guide: Adoption of ISO/IEC TR 24748-3:2011, Systems and Software Engineering - Life 
Cycle Management - Part 3: Guide to the Application of ISO/IEC 12207 (Software life cycle 
processes) 

ISO/I EC/IEEE International Standard - Systems and Software Engineering - Vocabulary 

ISO/IEC/IEEE International Standard - Systems and Software Engineering - Requirements for 
Managers of Information for Users of Systems, Software, and Services 
ISO/IEC/IEEE International Standard - Systems and Software Engineering - Software Life Cycle 
Processes 
ISO/IEC/IEEE International Standard - Systems and Soft.ware Engineering - Engineering and 
Management of Websites for Systems, Software, and Services Information 
ISO/IEC/IEEE International Standard - Systems and Software Engineering - Life Cycle 
Management - Part 2: Guidelines for the Application of ISO/IEC/IEEE 15288 (System life cycle 
processes) 
ISO/IEC/IEEE International Standard - Systems and Software Engineering - Architecture 
Description 
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STANDARD 

SWEBOKV3 

ISO/IEC 27002:2013 

FIPS 199 

FIPS 200 

NIST 800-53 V4 

N 1ST Cyber Security 
Framework V1 .1 
IEEE 1044-2009 

IEEE 16326:2009 

IEEE 1484.13.1-2012 

IEEE 15288-2015 

IEEE 29148-2018 

IEEE 29119-1-2013 

IEEE 29119-2-2013 

IEEE 29119-3-2013 

IEEE 29119-4-2015 

DESCRIPTION 

Guide to the Software Engineering Body of Knowledge 

Information Technology - Security Techniques - Code of Practice for Information Security Controls 

Federal Information Processing Standard (FIPS) Publication 199, Standards for Security 
Categorization of Federal Information and Information Systems 
FIPS Publication 200, Minimum Security Requirements for Federal Information and Information 
Systems 
National Institute of Standards and Technology (NIST) Security and Privacy Controls for Federal 
Information Systems and Organizations 

NIST Framework for Improving Critical Infrastructure Cybersecurity 

IEEE Standard Classification for Software Anomalies 

ISO/I EC/IEEE International Standard - Systems and Software Engineering - Life Cycle Processes -
Project Management 
IEEE Standard for Learning Technology - Conceptual Model for Resource Aggregation for 
Leaming, Education, and Training 
ISO/IEC/IEEE International Standard - Systems and Software Engineering - System Life Cycle 
Processes 
ISO/I EC/IEEE International Standard - Systems and Software Engineering - Life Cycle Processes -
Requirements Engineering 
ISO/IEC/IEEE International Standard - Software and Systems Engineering - Software Testing -
Part 1 Concepts and Definitions 
ISO/IEC/IEEE International Standard - Software and Systems Engineering - Software Testing -
Part 2 Test Processes 
ISO/IEC/IEEE International Standard - Software and Systems Engineering - Software Testing -
Part 3 Test Documentation 
ISO/IEC/IEEE International Standard - Software and Systems Engineering - Software Testing -
Part 4 Test Techniques 
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Appendix C: Interviews, Meetings, and Documents 
INTERVIEWS 

DATE 

01/16/20 

01/24/20 

MEETINGS 

DATE 

01/07/20 

01/07/20 

01/08/20 

01/08/20 

01/09/20 

01/10/20 

01/13/20 

01/13/20 

01/14/20 

01/15/20 

01/15/20 

01/16/20 

01/22/20 

INTERVIEWEE 

Interview with Hong Phan (DataHouse Project Sponsor) and Teri Watanabe (DataHouse Project 
Manager) 

Interview with Justin Hiraoka (EDPSO Technical Specialist) 

MEETING DESCRIPTION 

Case Management Sprint 2.2 Review Session 

Case Management Sprint 2.3 Planning Meeting 

Case Management Sprint 2.3 Planning Meeting 

Case Management Epic 3 Look Ahead Meeting 

Case Management Epic 3 Look Ahead Meeting 

IV&V Update and Planning Meeting 

Monthly eCMS Steering Committee Meeting 

IV&V Report Draft Walkthrough 

Case Management Sprint 2.2 Retrospective Meeting 

Case Management Entities and Contacts Discussion 

Security Requirements and Controls Working Session 

Case Management Daily Scrum Meeting 

Content Management Action Date Discussion 
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MEETINGS (CONTINUED) 

DATE 

01/23/20 

01/24/20 

01/24/20 

DOCUMENTS 

Request for Proposal 

DataHouse Proposal 

Request for Proposal 

Contract 

Project Management 

Project Management 

Risk and Issues 

Development 

Development 

Development 

Design 

Design 

Design 

Design 

MEETING DESCRIPTION 

Case Management Daily Scrum Meeting 

Case Management Requirements/Backlog 

IV&V On-Site Summary Meeting 

DOCUMENT 

State of Hawaii DUR DCD RFP No. RFP-17-002-DCD (Release Date 04/12/18) 

Data House ECMS Best and Final Offer (BAFO) Proposal (Dated 06/20/18) 

State of Hawaii DUR DCD IV&V RFP No. RFP-18-001-DCD (Release Date 12/28/18) 

Contract between State of Hawaii and DataHouse Consulting Inc. (Effective 08/27 /18) 

DataHouse Project Management Plan 1.3 (Updated 08/30/19) 

Data House Prqject Status Report (Status Date 12/10/19 for reporting period 11 /16 - 11 /30/19) 

RAID (Risk Action Issue Decision) Log (Updated 01/24/20 by DataHouse Prqject Manager) 

DataHouse Development Team Status Meeting Minutes for 01/15/20 

DataHouse Development Team Status Meeting Minutes for 01/24/20 

Property Descriptions for Content Management (Word file) 

Case Management Design Version 1.2 (Updated 01/24/2020) 

DCD eCMS Architecture Version 5 

DUR AWS Routers Temporary Solution Diagram 

DUR AWS Routers Overall Endgame Diagram 
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DOCUMENTS (CONTINUED) 

Requirements 

Project Management 

Project Management 

Schedule 

Costs 

Governance 

Governance 

Benefits 

DOCUMENT 

Requirements Traceability Matrix (Updated 01/24/20) 

Change Log (Updated 01/24/20) 

DLIR To-Do List Template 

eCMS Microsoft Project Plan as of 01 /15/20 (MPP file) 

DCD eCMS Modernization Project - Services (Excel file) (Updated 01/24/20) 
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Appendix D: Prior Findings log 

I-
DetaConvnon 201e.11.rro1 Risi<. 

Scopa ■nd 

Requirements 

Management 

Quellty 2019.10.IT0l Risk 

Management and 

"""' 

SIICUr1ty 

High 

High 

High High 

'"'""""' Uncleer d!ll:e c~on plans and The Content Manegement Conversion and Mlg-etlon (version 1.2 pending 2019.11.IT01.R1 

processes may reduce DLJR's ablllty to DUR apprtwtil) and Cese MenagementConverslon and Mlgretlon c,-slon 

prepareforproper datllto"""'5Ion. 1.1pendlngDLJRapprovlll)des::rlbethed!ll:ec~onprocessend 

rolestindresponslbllltlesbetween □ateHouseendDLJR. DLJRls 

responslbleforperfcrmlngUATonthedetllandultlmetelyslgnlngoffon 

lmproveDLJRund~ndlngofthe •Expl11lnhtM1d11tllconverslontoolsperformvalid11tlonend 

dateconverslonproces recondliatlonstep,s11ndshare11vell11blereports11ndlogs. 

•Explalnthe processforhowthedlltllcomo,l"Sonplanswlllbe 

updetedfo-changesln,systemrequlrements. 

•Provldedetellsontlmlng,rYJmber~detllextrectlonsendteststo 

Open 12/20/19: The ContentManagementdateconverslonplenv1.Jwu 

updetedtolncludeanmple reportfromthedetec~ontool. 

DUR stl~ needs to understand whet the report represents and wt-et 

stepsthe detllconverslontoollsperformlngtogenellll:ethereport. 

:;;_"~h=:::::;a::::~o;.::::;:;;:;::::e f.c,01=,~.,~,.,=ro~1.R2~----+--,a-~~,~,m~D~UR~o,~~-oo---.~,oo-----,-f""c,,,,oc"'':c...•~"'u"';;_c.''-"'c...~"cc::'-,.::.'-•',,,:'-::,,'•:c.~c'"!.c.,:..c.:c.:w-· .~,oo-,~,..,-,-a,-,--l 01/24/20: DURplanstoprocureeddltlonelresourcestosupport 

dlltllcomo,l"Sonactlvltles. 

DUR does net ha'"' Insight to the D111:eHouse data c~on teems' plllns. 
actlvltles,tools,reports,rlsksandlssues,andtestlng. Assuch,DLIRls •E~matedateconven,lontestresourceneedsandensureadeq.,ate Accultywl~evalu11tedetec~onpl11nsupro'1'1l55lsmede. 

unnbl• toprop• lyprap1111forthalrp11rtlnlha prccass andwlllnotbll rescun;esareldentlfled,trlllned,andscheduled(n,fertoflndlngs 

able to edJust their deta corr.w51on ttlSt pl■ ns fa- mnxlmum llffldency. 2019.08.PM02 end 2019.07.PM1 4). 

Addltlon■ liy. DLIRhas notnn■lizecl pl■nsfor 9Clnnlng Clffllntp■ perflles lc201=9=.,~u=ro~,..,~----+,a-=-,~,~=o=u,=c--~-~,0-,.-,m-,-,.--+c,,~-,-,..,-~-,~,m-po_ct_o_o ,-,_-,~,,-~-,0-, ,-,.,~..,-,-,~--~.,~,-~,.---< 
to ensure~■rydetllquel~tosupport systemu•at go-ll'o<e. date conversion scanning plans. dlltllc~onSC11nnlngepproachoptlons. 

Tha IV&.V recomm11ndI tlons made It 2019.07.PM02.R3 end 

2019.07.PM1J.R2 regarding D■t■ Hou• Including DUR In project activities 

Ind 1ddln9det■ lilld taskstothe pl'Qlectschlldule wlil 1l10 Idcr■ssthls 

flndlng. Below ■re 1ddltlonnl recommendations to 1\Jrth.- Improve deta 

corr.w:slonpl11ns I nd11ctMtles. 

The cl.ffllnt RTM documentlltlon end Added complex~to requirements tr■ ceabli~ Is due to the current 

tool mey hinder traceebllity. which mey requirements menegement proces,s. Requirements documentetlon wes 

Impact the abll~to ensure the oowerell developed sepellll:e from the DataHou,e contnictrequlrements end more 

eCMS solution fulfills all requirements detailed requirements were d8""1oped by the Content Menegement and 

end provides context and expectations Cese Manegementd-lopment teems to use fa development. Ase 

fa design, d-lopment. and testing. result. there Is dupllcetlon of requirements In the RTM which will likely 

lmpedetreceebll~torequlrementsthroughoutthelife~theprq)ect. 

DateHouse made Incremental lmpfO\lementsto the RTM. The 

requlrementsdocumentetlonweretrecedtotheusecesesusedbylhe 

Content Menegementd8""1opment team o- user stories used by the Cue 

Managementd-lopment team. DataHouse contract requirements~ 

elso edded to the RTM but h8"" not yet been traced to the requirements 

usedford-lopment. Requlrements11renotc1.1Tentlytrecedtoprqlect 

oQlectlvesandsuccessmetrlcsto ensurerequlrementseddbuslnessvalue 

o-toacceptencecriterleto ensure!Stllkeholder ntlsfactlon.Addltlonally, 

the RTM Is m■lnt■ ln.:I In MlcrolOft Excal which limits version-control, 

llfl'lclentcoli11bol'lltlon11ndrevlaw. I ndlnt1111"1tlonwltht11stlng. 

Ulckofapprmo,d test ple1'1!!1 mey Impact According to the Prqlect Management Plan t-slon 1.J). tl"e Date House 2019.10.IT01.R1 

the exe0.1tlon and quelity ~test test plan - sdleduled fa-completion on September 3, 2019. Due to 
ectlvltles and documentetlon. the need to fo0.1s resoun;es on the AWS setup and network comectlons, 

DetllHouse Is now tergetlng to complete the test plan In N°""mber 2019. 

DUR plenned to complete the DUR test plen In October 2019. Due to 

resourceconstrelntsandtheneedtoworkonotherDLJRITlnltletkies,the 

DLIR test pllln axpectlld completion dl tll was revised to NOVllmber 2019 

1ndthe pl11nm1yblocomblnlldwlththeD1t■Housetestpl1n. 

AsDet11Housetest ■ctlvltles 11r11 schedula:ltobeglnlnNCM1mb.-2019, 

DLIR nN ds to und-■ nd DlltllHou• 's tllststrltegy and test nea:ls. DLIR 

also ne.isto altllblish their own test strategy ■s -li III Identify. tr■ ln. and 

schlldule DLIRtestresources. 

Lackarfa-m■ llzed • wr~ policies and DLIR a.nrently does not h■ve fa-mnl .::ir~ pollcles to determine security 2019.10.IT02.R1 

proclldLr■s may Impact the 9K:Urlty11nd requirements for the ■CMS ProJact and does not have sewr1ty proclldLr■s 

prlvllcyofthe dalllandmaylelldto lnpl11ceto11dequ11telyprotecteCMSPrq)ectd11tll. The lllckofpollcles 

prq)ect delays. prlmer11y Impacts the completion of the AWS setup end the Content 

Management solution component. Secur~ requlremertsfo-the doud 

erwlronment mu!ll: be determlrw,d end controls Implemented befcrethe 

•E~mate SC11nnln9 time req.,lrements and begin to sched!Je o­

acqulre necesseryresources (re(erto flndlngs 2019.09.PM02 end 

2019.07.PM14). 

Improve requirements tr■ce ■bllity. •Tr■ce contr■ ct requirements to requirements sub9el:s iaed by the Opan 11/22/19 end 12/20/19: The Cua M1n1gementdW11lopment tNm 

Flnelizethetestplan. 

Formnllzesecurltypolicles. 

developmentteemstoensurecompletenes. 

•Conslderldentlfylnghlgh-levelreq.,lrementsthetdupllcetemore 

detelledrequlrementstoreducerect.Jndancylntreceebll~to 

design end testing. 

•TrecerequlrementstotheprQ)ectoQ!ectlvessuccessmetrlcstefer 
ito fl ndlng2019.07.PG05)toensureeed1epprc,,,edrequlrement 

eddsbuslnessvelue. 

•Addecceptancecrltertetothe RTMtoensu-estakeholder 

ls,,tlsfectlon. 

•Conslderuseofarequlrementsmanagementtoolwlthgreeter 

!functionality. 

begenaddlngacceptancecrltertefa-userstorles. Noother 

significant Improvements for traceability were mede. 

01/24/20: DUR11ndDet11Housedlso.JS1Sedendderlfledtheprocess 

fa-trllceebllity. Additionally, DeteHouse confirmed thetell Cue 

Management user stories end Content Management use cues win 

betrecedtotestlngdocumentetlon. 

Accultywln evaluate the RTM as lml)f0""ments ere made 

•lclentlfyeppllcable teststllndardsendrequlrements. Open 11/22/19: DetaHou,eand DURtestplens~ notflnelized u 

•Delineate roles and responslbllltlesb~ DeteHouseend DUR planned. DateHouse Is performing some testing activities. h~. 

(re(erto flndlng2019.07.PM02) Accultydoesnothavelnslghtlntotestlngectlvltlestoprovldean 

•E~matetestresourceneedsand ensureadequateres:iurcesere updete ores,essmentoftestlng. 

ldentlfled,trelned, endtieheduled(refertoflndlngs2019.09.PM02 

end 2019.07.PM14) 12/20/19: The Cue Menegementd8""1opment team welked 

throughthe toolthlltw1Uba u911dIndthestepstop.-fa"m11nd 

docum11ntprellmln■ryLJATforud1u•rstay 1tthe endar 111ch 

d- lopment Epic. The DlltllHou• and DLIR tlllt plans ■re stUI 

pandlng. 

01124/20: The Dllt1Hoiaa t11stpl11nlst■ rgetlldforcompllltlonln 

Fabru■ry2020. DLIRpl11ns toproc1n1 1ddltlon1lresources to anlst 

with the dwelopment arthe DUR test plan end suppattestlng 

AccultywlU ev■ lu1t11the t11stpl11nswhenthey ar11 nn11izecl. 

•Wo-kwlth ETS to align DUR policies with St■tll pol Ides ■nd/0- 1 Opan 11/22/19: DUR bagnn working with EDPSO and ETS to Identify 

fltllnd11rd • wr~fi"lm-ork. 

•Consider prlo-ltlzlng se0.1r1ty policies thet ere most relevant fa use 

ofdoudservlcesanddetllprctectlon(e.g.,secir~logglngend 

monltorln9,MFA,remoteecces,s,encryptlonofd11tll-t1t-restand 

dlltll-ln-tnms11' 

n wr1tyrequlrements. 

12/20/19and01/24/20: Effortsareunderwaytoldentlfymlnlmum 

se0.1r1ty requirements withe focus on AWS end Implementing 

se0.1r1ty controls to ellow AWS to be reedy fa use 

::t~=l~~:~=~.:;s:~~;:u~.:~~:i~:':s1::
9 f.c,01=,~.,~o.,=ro~2.R2~----+--,a-=~,~,~-,a~,~,m~p,.---"~'"-'"~",,.---,-1~,c~,.,~.,-,.~~-,a~,-,~-,o-o,~,,,~,.-M7.,.-,.-'"~",,.-oo-,..~.~.......,,~~D~Uc-lR Accultywlneva1u11tethe secir~pollcles.requlrements,end 

procediresestheyereflnelized. co,,_-,lonactlvltleserealreedydela~fa-theAWSsetupendtestlng procedures. endETS 

ectlvltlesaretobeglnlnNovember2019. Thed8""1opmentofformellzed •ldentlfyspeclflcresourcestoperformsecurltyprocedures. 

pollcleswl l also Impact the appllcetlon secir~ menagement plen end •Consider prlo-ltlzlng se0.1r1ty proceduresthetere necesseryfo-the 

deslgnthatlllltaHouselsresponslble for{r,,fertoflndlng2019.07.IT07). opel'lltlonofthe AWSerwlronments. 
Securltypoliclesandtheresultlngsecurltyrequlrementsshouldbe 

determined Immediately to pre-,ient further delay of the prq)ect. 



l .... 
PrQlect 2019.09.PMO, Issue 

Organlztitlonand 

M1magement 

C051:.Scheduleend 2019.09.PM02 Risi<. 

Menegement 

SystemSoftwere, 2019.09.IT02 Prelim 

Hardware and 

Integrations 

DetaConverslon 2019.09.ITOO Prelim NIA 

he documented change manegement The PrQlect Meregement Plan ~on 1.3) documents the chenge 2019.09.PM01.R1 

processwes not followed es prescribed menagement process that Includes Change Requests, lmpectassessments. 

1nd ■ Ol1ngelog. ThechengatoAWSV...-toflndlng2019.07.IT01 In 
Appendix D) end the l'fllllslon of the Cont11nt Manag■m■ntgo-llve date 

were epproved by DUR but not dowmented In Change Requests or a 

Ct11mge Log. Addltlonally, the ct11mga rrvmagement preens does ncx 2019.09.PM01.R2 

hnw built In mechenlsms to enSLnlthat lmpllCtlld documents ere 141datad 

fa the change and chenges 11n1 approprlat11lycommunlc1t11d to lmpactlld 

Undetlnedresourcemenegement This wes orlglnellyreported In the September 2019 IV&V Monthly Report 2019.09.PM02.R1 

processes end procedures mey res.,lt In as e prellmlnery concern but lsupgreded to a risk In this report. The 

unldentlfled resol.FCe n,qulrements, PrQlectMenagement Plan ~on 1.3) lncludese human n,siJI.FCe 

lnadequateresources,orprqlect manag,,mentsectlonthatoutlinesthehlgh-I-lrolesandresponslbllitles 

resources that are not optimally utilized. ofY11rlous teem members but does notdetlne a process fa how resources 

(Updllt:lld) will b• mennged. This win become more cr1tlcnl for DUR IS the project 

DocumentchangeslnCt-enge 

Requests,wlthanlmpact 
aunsment. and the Changa Log In 

eccordancewllhtheProJect 

Refine the change management •Consider setting thresholds orcriterle for ch!lnges that go ttrough 

processforgreaterclerltyend 

effectl,,.,.,ess. 
dll'ferentapprovt1lprocesses. 
•Deflnethedlfferentappl"O'o'lllprocesses(e.g.,prq)ectmeneger, 

productowners,chengecontmlboerd,steerlngcommlttee). 

•Implement additional columns In the Change Log to ensure 

updatesaremadetoalllmp!ICl:edprq)ectplens,documents,or 

dellverablesandchengeserecommunlcet:edtoalllmpected 

istekeholders. 

Open 10/25/19: DateHowe began to 1111mmarize changes In the Change 

Log. DateHouselslntheprocessofformellzlngChengeRequestsfa 

th• projlld: 9Chadul• and AWS. DUR Is 11190 ...._lultlng AWS Control 

TCMIW options which meyrasult In II Change Requnt. DLIRal90 

daflnedthresholdsforch11ngesthllt.1111r11portadtothe.CMS 

Executl\111 5-lng Commlttae ter«to flndlng 2019.07.PG02) and 

Det■Hou,e lnitilltad dlscu,slons on the r11qulr11ments prlorltlz■tlon 

and cheng• procan ta,rwto flndlng 2019.07.PM0S). 

11122./19: Entrleswer11addedtotheCh11ngelogbutthe011nge 

RequastsfortheprQ111C:t1ehedule1ndAWSwer11il:lnnotdr■ftlld. 

12n/J/19end01/24/20: Noupdatestoraport. 

Accultywlnl'IIM-theCl111ngeRequasts1Stheyar11fln1llzad1nd 

IMllUetalmpr0Y111T1entstotheCllangelog 

Develop procech.resto estimate •DetaH necessary ,steps and Information needed to estimate and Open 10/25/19 and 11/22/19: Accultywlll contln1.e to monitor this 

requirements. 

reflnereso1.FCeSrequlrements. 

•ConsultlleteHouseforlnputonupcomlngectlvltlesthatrequlre 

DLIRresourcesandclarlfyexpectetlonsr:lresources 

•Asslgnresponslbllityforandesteblishtargetduedatestodevelop 

r1190Urcesastlm■w for major project ectlYltles (ag .. dlltll 

prellmlneryconcernasthetestlng,dateconverslon,andsprint 

revlew5wlthstakeholdersactlvitiesereunderway. 

12/20/19: This was changed to a risk In the December 2019 IV&V 

MonthlyRaport 

geers up fa men, rll90Lral demendlng ectlvltl• lndudlng dnta corr.w:slon. testing). 

corr.w:slon.testlng.endsprlntravlaws. Additionally. DURprojecttllllm f.c201=,~.,~,.,=M=02~.R2~--r.c0 -~,,-,,,,..,...--,00~,-,~,m~,m-+-,eom~,a~.,-.... ~,,'-..,,~m-,o-,g-••-"'~P-•J~-~~-=-•--~00-_-,.~,-,+-O,-00--lo1124120: DURlmplern•nt11d11n-tooltom11111ger11source 

rll90Urcesere not 1\Jlly dedlCllte<:I to the prQIIIC:t and still perfcrm other job utlllzntlon of DUR projectrasourcas. !teem members' oc:t.job dull• ■nlgnmentsend dNdllnes to bM:ta"" utilize ■nd manage Misting 

dull•. D-loplng proceues end procecluras totreck end qllllntlly •Consider periodlc■ llyraconflrmlng and ranllwlng rll90Urce project lllSOLll'CM. DUR also plens to proc1n11ddltlon1I l'flSOUrcas to 
upcomlngrasourcenHds.lde~ly ■v1ll1bl•r1110Urcas.proc1n1orobtlln commltmllntstoth•project. supportdlltllcollYllrSlon1ndtestlng11ctlvttles 
commitments r:lr11so1m:•. m■n■ge r1110Urce schedulas. communlcnta 

wlthll9Slgledrll90Ul'CIISllndthelrsupervl901'S,lndtr■ lnr1190Ul'CIISfor 

■,signed Wkswlll help to mlnlmlzaproject.deleys. 

DLIR d-loped II rough estimate of hours to perform 1C1nnlng end data 

entry ofC■• Management pep• fll• but mere prwcl,e estlmetes bued 

on I trlel run ofs■ mple Cll9IIS and II da::lslon on what cues must be 

corr.wteclbygo-llY11ISnNded~1Isotoflndlng2019.11.IT01). 

Additionally, DLIRneeds to perform an enalysls to determine how many 

resourcescenbeacqulredwlthbudgeted1\Jndsandwhetherthose 

acquired resources will be able to complete necessary date cort-sion 

actlvltlesbytheta'1Fledgo-Ii...,. 

DLIRha,snotyetcompletedatestplen(refertoflndlng2019.10.IT01), 

estlmatedresourcereCJ,Jlrementsfatestlng,orformellzedeplanfor 

sd"ledullngtesbn 

The IV&V recommendations made at 2019.07.PM14.R1 end 

2019.07.PM14.R2regerdlngevaluatlngreso1.FCeneedsandresource 

reportswlnal90eddressthlsflndlng. Belowereaddltlonal 

recommendatlonstofurtherlmprc,wedateconverslonplensendectlvltles 

Unclear M&O roles and responsibilities. The M&O roles and respor"Glbllities should be clerifled end essodated NIA 

supportprocessesshouldbeestabllSledprlortogo-Uver:ltheContent 

Manegementand Case Management solutions. Currently, the roles and 

responsibilities within DUR Electronic Dete Proces,slng Systems Office 

(EDPSO)teemandanysharedresponslbllitieswlthETSendDateHouse 

are unclear. Thlswlll become more critical fa DU Ras the prqlect 

approachesthego-Ii...,dates. M&Oresourcerequlrementsreedtobe 

quentlfledendresourceseltherldentlfledwlthlntheexlstlngDUREDPSO 

teemoradditionalresourcesacqulred. Thlsshouldbedonewlthsufflcle 

tlmefortralnlngandknowledgetrllnsfersothatM&Oresourcesareln 

placeatgo-live. ThePrqlectManeg,,mentPlan(verslon1.3)showsthe 

Det■Hou,e Oparetlons Documentation dellY11reble with I urget 
completion date of Decamb• 26. 2019 for Content M1n1gement1nd 

October 6. 2020 for Case Menngement. DLIR EDPSO Is In the proetoB of 

■9911SSlng .CMS supportrasourcas. Accultywlll continue to monlta this 

prllllmln■ry concarn as pl■ns fa M&O era nn■ llzad. 

Unsupported IBM Lotus Notes Domino The current cue management.system, IBM Lotus Notes Domino, Is no NIA 

Case Management. longer tupported. The product Wll$ 90ld by IBM to HCL Technologies, en 

Ind Ian IT company. DLJR"s Hcensesforthe product ended In June 2019 

and DUR lsuneble to renew the licenses as HCL Technologies Is not a 

StateProcurementOl'flce(SPO)complientvendor. Thlssystemwlnbe 

replaced by the eCMS Cue Menagement 90lutlon which ls9Cheduled to 

go~IYII In November 2020. Arf'j major l9SUeswlth the currentsystam may 

lmp11ctthed1taconY11rslonproC11Bludlnguptothego-llY11dnte11nd 

potentlellythe overall system dlMllopment. DLIR his ldentlfled this IS 1 

rlskbuth■snotyetH!llgned11rlsl<.CJV,11'1erorfln11llzadtheriskmitig1tlon 

pl■ns. Accultywlll contnue to monlta this prallmln■ry co11Ct1111 untll the 

rlskmltlgetlonpl■nlsflnellzed. 

NIAforprellmflndlng,s. 

NIAforprellmflndlng,s. 

•Ensureteammem~understandthelrresponslbllitles(e.g., 

~ng, sprint user story contect. prq)ect communications. OCM) 

and assignments. 

•Ensureteammem~areproperlytralnedandpreparedto 

performthelra,sslgiments. 

•Exploreu11eoftoolsforresourcecelend11rs11ndtraddngofteam 

memberas,slgnmentpros,:-essendcompletlon. 

NIAforprellmflndlng,s. 

NIAforprellmflndlng,s. 

Accultywlnev■ Iu1tehowthen-toollsfUnct1onlng11ndhcrNd-■ lls 

fathepl11nstoprocur11r11S01Jrcas ■nIdeveloped. 

Open 10/25/19,11l22/19,12/20/19,end01/24/20: Accultywlllcontlnue 

to monlta this prelimlnery concern as the plan for M&O Is 

developed 

Open 10/25/19, 11122/19, 12/20/19, end 01/24/20: DUR Is wor1dng with 

the State r:I Hawaii Stete Procurement Office {SPO) end the vendor 

togettherrelntenanceservlcen,qulred. 

Accultywlncontlnuetomonltathlsprelimlnaryconcernesrlsi<. 

mltlg,atlonplansereexecuted 



BenefltsReelizatlon 2019.07.PG05 Risi<. High 

PrQlect 2019.07.PM02 Risk High 

Org■ nlz■tlonend 

Menegement 

PrQlect 2019.07.PM03 IS!Ue 

Orgenlzetlonend 

Menegement 

Not defining, tracking, or using cleer end The eCMS Prqlect does not heve e prqlectcherterthetwould h8"" helped 2019.07.PG0!5.R1 

meuun,ble goels end success metrics to to formellze the prQ)ect goels, target benetlts, end success metrics et the 

FormallrernetlU"!lbleg,xlsend •Conslderflnancl9.1,nonflnancl■ l,tanglble,endlnt■ nglblemetrlcs Open 09/20/19: Accultydecreesedthe~tyllltlngfi"oml..evel1{Hlgh) 

success metrics In e prqlectchtrter. isoo, es open,tlonel Key Performance lndk:■ttn (KPlsj, customer or to level 2 (Moderate). The DC□ Business Meneger hu been 

1M1luBtaproj11C:tendcontr11CtOr 

pwforrrvmca may rtlduca ben.nts 

upectK11tprojectcompletlon. 

Th■ clffllntprQIIIC:tm■neganent 

orgnnlzntlonmeyhlnd•project 

perforrrence. 

stllrtofthe project. Besed on Informal racommendetlons made by Team ~ IMlsfactlon, u.- adoption. retirn on lnY■Stment, or~ 1991gned the task.of d.,..loplng end monltcr1ng ■CMS Project 

Acculty during the lnltlel IV&Von-slte l'fllll-. DUR Is In the process a/ !or processing times success mlllr1cswllh the s.ipport end 01111rslght of the DC□ Executl,.. 

crNtlng e project chllrtwthet Includes d■lll rgoels end s.icc.n metrics. •Consider prqac:t managen-.nt. crganln.tlonal change Spon,or. The DC□ Business Men■gerdrefted ,ome prellmln■ ry 

The leek ofcle■r and mHSJrt1ble g011ls ■nd s.icce,s metrics makes It !m■nagament. and banefb ru.lD.tlon management OQfllC:tl',IU ■s metrics for caisld-■ tlon thllt.wln continue to bll l'llllned and 

dlffla.ilt to determine If the project end technlc■I ,olutlon will ■chi.,.. the i,,,.i1 n allgln-.ntto DUR g,xls. 

deslrtK:I 1 .... 1 oflmpl'Dllllm■ntorben.rltsthlt.justll'ythe projac:t'sfln■nclal '=201=,~.,~,.,~o=os~.R2~--'=eo~,,-~..,.~,,~-,-o0~p~roJ~-~----1~,eom~,a~.,'-mM~O-od~.,~.,,,.c.,_~0,-,,~,.~~-,.~,.-.,-,.-...,..-. ,-,.~"'-,---i 
Investment G011ls and success mllll'1cs need to bll defined before going performence dete. observetlon, open forums, or ectuel performence testing. 

1nyfUrth•lntheprQ111C:t n thaysh01JldbeguldlngankllydllClslons •Consldersourcesofdl!Ulsucheslegecysystems.operetlons.end 
throughouttheentlrtoprQIIIC:t 

U,e pmform■ nce dlltlltomonltoror 

■v1 lu1t11 projectorcontractor 

performance 

10/25119: DURcontlnuedtortlflnethesuccassmetrlcsendbeganto 
ldenttry dlltl ,oun:es for b1,ellne metrics. SucCll9S metrics are 

upectadtobllfln1llzed111dcommunlcat11dtoSlll.kllhold•sln 

N01111m1>s2019. 

11/22/19end12/20/19: DURls cl0911toflnallzlng andplans topost 

to the new DLIR-bsltll 

01/24/20: DUR formelized prQ)ect success metrlc,s. DURstlll needs 

to communlcete these meesures of succes end begin collecting , .... 
Accultywlncontlnuetoe'Jllluetethecollectlonendmonltorlngof 

The ■CMS PrQlecthllsflllled to ■chl.,..tllllm ~b--■n DUR and 2019.07.PM02.R1 

Det■HOLJ,e projac:t tam members and ■ppe■ rto 'Mlrk n ,ep■r■ te teams 

Cl■r1fyrol■s and rmponslbllltles •Consider nlVl!llng project nvmagement plens to Identify the p.-s:in Open 09/20/19: Acculty d■cn119ed the lll'M1ty ming n-om Level 1 Q:-ilgh) 

lnsteedofone. D!IUIHouse'Mlrkselmoste.;IU!Slvelyol'f-sltee-=eptfor 

deslgnetedmeetlngs,'Mlrkslops.enddeslgnses!!llonsendDLIRlsnot 

lncludedlnmenyprQ)ectdeslgnord-lopmentectlvltles.Theuncleer 

conbtlcttermsregerdlngrolesendresponslbllltlesb~DLIRend 

DeteHciuse(refertoflndlng2019.f17.PG03),physlcelsepellltlonofthe 

prQ)ect teem, end Nmlted collebcretlon or DLIR 11'11101vement heve ell 

contributedtotheslloed'Mlrkstrelilms. Thlshuelsoledtolneffecti<.o, 

communlcetlonswlthlntheprQ)ectteem(refertoflndlng2019.07.PM06). 

b-•., DUR and DlltllHOLJ•. responsible end 11st splldflc rtosponslbllltl• fa H eh project to I.awl 2 (Moderltll). Although D■t■House does not plan to work 

ThllD■ tal-lousePrqlect Mm,ager 

shouldworkonslteetDURthrough 

prqlectcompletlontolmproveDUR 

iand □-teHouseprqlectteom -· lncludeDURlnprQlectectlvltlesend 

communlcetlonstolncreeseDLIR 

end □eteHOLJseprq)ectteem 

cohesion. 

meneg,,menteree. 

•ConsldertheneedtolncludeenoutllneofDURend □eteHciuse 

rolesendrespon!llbllltleslnecontrectmodlflclltlon(refertoflndlng 

2019.07.PG03). 

onslte et DLIR, they begen to Include DUR In sprint plennlng, review, 

end retrospective meetings. This hes gi<.o,n DUR more Insight Into 

prQ)ectUtusendrolesendresponslbllitles. The □URPrqlect 

Meneger end □CD Executi<.o, Sponsor feel thetthere Is more oven,11 

prQ)ectcoheslonendthetthe □eteHousePrqlectMeneger's 

communlcetlon Is effective vie phone, emd , text, Go To Meetings. 

endln-personmeetlng,s. Asnotedeboveetflndlng2019.07.PG03, 

DLIRplenstoclerlfyrolesendrespon,slbllitleslnprq)ectplen 

updetes. TheCese Meneg,,mentC~onend Mlgn,tlon Plen 

(verslon1.0)dlddelineetesome respon,slbllitlesb~the 

DeteHciuse ConYer$lon end MlliT"tlon Teem end DUR 

10/25/19:Prog,-wesmedetoclerlfyrolesend~onslbllitlesln 

the ereesofsecurltyendnetworkconnectlon,s,however,further 

cl1rll'k:ntlonlsstllln8c■SSllryp1rtla.ilarlylntheer■llsa/tllStlngand 

M&O. 

11122/19: Roles andresponslbllltlesforConttontMen■gementdat■. 

corr.w:slon _.. clfll"ll'led. Det■ Hoiae h■s Included DLIR In Cese 

Menagementd.,..lopmentbutDLIRlsnotsufflclentlylncludedln 

Det1H0U,e'sdlltllco111181"slon,lnt11gretlons. 1 ndtestlng ■ct1vltl■sln 

ord•tobllebletoedequatelyprtoparefor □UR'sp■rtlntheprocess 

orbllebletoldentlfyenyrlsksorlnu•fl'omebu!IIMB"user ....,,.,,w. 
12/20/19: The Scrum rnelhodologyemployedfortheCue 

Menagementd.,..lopment promotes collabor■ tlon. open 

communication, ■nd tr■ nsp■nmcy b-n DU Rend Dat■.HOLJs■. 

lna-eesedcolleboretlonoretleutunderstendlngofotherespec:tsof 

theprqlectlsstlllneeded. 

01/24/20: Noupdetestoreport 

AccultywlU continue to e'Jllluete the clerlty of roles end 

responslbllltlesesprQ)ectplenserereflnedendobservethe 

effectlveressofprQ)ectorgenlzatlon 

he current deli--■ ble review end DeteHciuse preperes prQ)ect del'-'ebles end submits to DUR for review. 2019.07.PM03.R1 Establish del'-'eble ecceptence Consider Including ecceptence criteria In the qll!lllty menegement Open 09/20/19: Acculty hu kept the severity rating u le>o,I 2 (Moderate). 

ecceptllnce process hes contributed to As DUR hu hed limited lnvoi<.o,ment In prqlectectlvltles or the crlterle. plen (refer to finding 2019.07.IT05), In e contrectemendment (refer AlthOLJgh Acculty observed DeteHciuse end DLIR meetings to review 

prQ)ect deley,s end resulted In the preperetlon r:if del'-'ebles (refer to finding 2019.07.PM02), DUR does not flndlng 2019.07.PG03), or In Deliven,ble Expectation Documents dlllft dellverebles end DUR hu expressed greeter setlsfectlon In the 

ecceptllncer:ifdel'-'eblesthetdonot heveenundemendlngofthe purposeofthedelivereblesorthethciught 1,-,.,.==~---+-~~~~--<(D~E_D)~. --------------< dellvereblerevlewendecceptenceprocess,theprocesstoe'Jllluete 
meet lnckl,strystendercts. process end fectors thet were con,sldered In developing the deliverables. 2019.07.PM03.R2 Hold joint DLR and D■t■.Hou,e dellverebles egelnstestebll!ll'led ecceptence criteria hes not yet been 

This hes led to protnicted review periods end ecceptenceofdel'-'ebles fdeli--at>!e rtllllM¥ ~ngsto-lk Implemented. Addltlonelly,the lmpectofdellven,bleson prQ)ect 
thetdo not meet lndustrystenderds (refer to finding 2019.f17.PM10). A ttvoug, del'-'ebles. schedule, roles end respon!llbllltles, design, mlliT"tlon, etc. Is not 

leek of e cleer del'-'eble Ustlng or ecceptence criteria refer to finding 2019.07.PM03.R3 Implement formel dellven,ble •Include both the scope velidetlon process fa ecceptence end the conslsteritlycleer. 

2019.07.PG03), e leek ofe q.,ellty menegement process end reso1.rce to frevlew end eppl'OYlll processes. quelltycontrol process fa com,ctnes,s {refer to finding 
-1fydellven,bles(refertoflndlng2019.fJ7.IT05),endoverteit<edprQ)ect 2019.07.IT.05). 

menegers (refer to flndlng 2019.07.PM14) elso contribute to en lneffecti<.o, •Include en ■v1 luatlon a/deli--■ bles eg■ lnst ■o::ept■ nce cr1tsla 
dellvereblerevlewendecceptenceproces,s. Thedeleylntheepprowlof ■ndre,qulrtoments documentlltlon. 

dellverebles hu been cited by the eCMS Prq)ect teem es one of the •DLIRshOLJld und.-st■ nd how H eh dellvereble lmpectsthe prQIIIC:t 

reasons the Phase 1 go-live dates were extended. Besed on lnfamel IV&V !m,11c1u1e. roles end responslbllltl■s. and ultlm■te lythe qll!lllty of the 
racomm.,d1tlons. DlltaHOLJ,e ■nd DLIR Slll.rted to Implement joint lte,:t,nlc■ I solution ■nd SJCCUS of the projec:t. 
dellverablerllVlewmelltlngsbeglnnlngJune2019. 

10/25/19,11/22/19,12/20/19,end01/24/20: Noupdetestoreport 

AccultywlUcontlnuetoe'Jllluetetheeffecti<.o,nessofthedellven,ble 

revlewandecceptenceprocess. 



l .... 
Communication 2019.07.PM06 Issue High 

Manegement 

Communication 2019.07.PM07 Risk 

Management 

Org■ nlzatlonel 2019.07.PMOB Risk 

Chllnge 

Management 

DateHouse's Ineffective and untimely Communication tictlvltles listed In the PrQJect Manegement Plen (version 2019.07.PM06.R1 

communla,tlonswlth the DUR Prgect 1.0) did not occur as planned uthe weekly prqlectstatus meetings did 

•m contrlbutad to DU R's lncomplate not bagln untn April 2019 and tha nrn progrms repatwu not com plated 

undwStlmdlng ofth• technlcnl 90lutlon. until Fllbruruy 2019. Despltto Iha commancamant r111111-1I1r project 

potantlel risks. and upcoming prQIIICt communications. ml,iundantandlngsend mlscommunlcatlons batwNn thll 

DetllHou,a and DLIR prQIIIC:t ttlllms contlrulld to occur. DUR proJact team 

members had• placem•I undam,mdlng ofthll technlcnl ,olutlon (raf.­
to flndlng 2019.07.IT02) 11nd prQ111Ct risks and l1SUas (refwtoflndlng 
2019.07.PM09). Addltlonally. Information rwgardlng upcoming project 

activities WIS not prollldlld timely. For utimpla. DatnHou• did not tlm•~ 

communicate to DLIRwhettoaxpllCT.forthlldeslgnstaga,asslons(a.g .• 

what would be cowred .. ch day. which end users nNded to participate). 

Therao hes ellO b•n a lackafcommunlcntlons ra,gardlng the upcoming 

bulidstageecttvltlest'afwtoflndlng2019.07.PM05). 

The IV&.V l'IICOmmend■tlons made It 2019.07.PM02.R2 end 

2019.07.PM02.R3regerdlngDateHouseworklngon-slteandlncludlng 

DLIRlnprq)ectactlvltleswl l alsoaddressthlsflndlng. Bel-are 

addltlonel recommendations to further Improve prq)ect team 

The lackoftellored prQlect Communications management Is a pert of the Prq)ect Management Plan 2019.07.PM07.R1 

communications fa a~ Impacted developed by Data.House, however, the plan Is notcomprehensl\o, and 

stekllholdersmeyraoducaousa-adoptlon prlm■r1lyl'llflectsprQ1ec:tmeetlngs,stetusreport1ng, andlB.Jer11pcrt1ng. 

and stekllholder buy-In. The approved Project Management Plan (version 1.2) was updated to 

lndude a communication mntrlx that outllneseddltlonal communication 

activities. IMlliethlslsenlmpl'DllllmentOVlll"thepl'lllllousverslon,the 

letestdreftpl1 n!tllidoesnotprovldeadequate detalisreg■rdlng 

communlcatlon 1ctlvltleses lll lstakllholderser11groupedtogelherfor 

threebrolldcommunlcatlonmethods and 1ctMtles. 

A formal communlcetlon requlraomentsen■ lyslswu not conducted to 

determlnethe lnformetlonneedsoflntamal and ext.-nelprQlect 

stekllholders. Therelsnoteprocaontoensuraothe tlmelydISb1butlonof 

projectlnformatlon 1ndtherelsnodedlcateclrole er adequnteresoun::es 

1nlgnedtocornmunlc1t1onsmenagement(ra,fertoflndlng 

2019.07.PM14). Assuch.communlcatlonectMtleshaveoccurred 

haphazardly. The limited communication activities ls somewhat mitigated 

astheDLJRPrq)ectManagerlrn11Jlveslntemalstakeholderslnprq)ect­

relatedmeetlngsandworklngsesslons. HtJWever,thlslnformalapproach 

doesnotlncludealllntemalstakenolderseranyextemalstakeholders. 

Ml9Slng key OCM steps er activities may Th.-. Is no formal OCM plen or approach. DataHoUN's BAFO listsvar1ous 2019.07.PMOB.Rl 

not ldentll'y pockets of reslstllnca er OCM activities but these werao not formalized In I plen or proc-. 

adequately enable Individual change. Therao era, no OCM speclrlc tasks er rnoirces assigned for OCM 1c:tlvltles 

lntheprojectschedule~toflndlng2019.07.PM14).Althoughtheraols 

noforrnel er coordinated OCM approllch, 10me elements of OCM occur 

through ra,guler prQlec:t management communication and training 

activities. TheDURProjec:tM■neger's lncluslve andcoli■ boratlve 

1pproachwlthlnternel!Ukeholders(ra,fertoflndlng2019.07.PM01) 1nd 

the DCDExecutNIISponsor'sactlve 1ndvlslblesupportoftheproject 

~toflndlng2019.07.PG01)el10mltlgetesthel1ckr:leform1I 

approach. 

Although prQlects may progress without a formal OCM approach, Industry 

best practlcessupport theta structured OCM approach compliments 
prq)ectrnanegementapproacheslnlncreaslngprobabllltyofprq)ect 

success. Performlngac:tlvltleswlthanOCMfocuswl l helptobetter 

prepare.equlp,andsupportlndlvldualstlYoughouttheprq)ectandto 

ensurethatthetolutlonlsultlmatelyadoptedandembracedby 

employees. 

lmplementdallytouchpolnt 

meetlngsbetweenlleteHouseand 

DURPrQlec:t.Menegars. 

Furtherreflnecomrn.,nlcetlon 

management plans 

D.,,,.lop ■ndlmplement a 

strUCILll'lldOCMapprollch. 

Open 09/20/19: Accultydecreasedthe~tyllltlngfi"oml..evel1 

(Hlgh/0-ltlcaQtol.eveI2(Moclerate).TheDateHouseandDLIR 

PrQlectMen1gersh1ve d11iytouchpolntsthroughV11rlous mllthods 

On-person meetings. Go To Meetings, eman. phone. and text). 
Finhennorao,esnotecl ab0118atflndlng2019.07.PM02,DURhu 

bellnlndudedlnmorelleteHou,emeetlngslncludlngspr1nt 

pl■n nlng,revlews. 1 ndl'lllrospec::tlVIIS. 

10/25/19: Some Improvement. of communications werao made 

through DU R's participation In more Cue Management 

d-lopmentttoem meetings end DataHouse's facllltatlon r:I DUR 

corr.w:s■tlons with ETS. Communlcetlons ra,g■rdlng upcoming 

projectectlvltles.mliestaies,andduedatesneedtoberevampedto 

lncreeselllTectlvlln-(e.g .• ra,gulerprQlec:t.1eheduler11portsflltar'KI 

faDURresourcesonlyend 90rtlng bystartda~. 

11/22/19,12/20/19,and0l/24/20: Noupdatestoreport. 

Accultywlncontlnuetoe'Jllluetetheeffectl\o,nessr:ltheseprQlect 

•Segment stakeholders Into groups by communication needuuch Open 

asbydepertrnentunlt(e.g .• Hear1ngs,Enforcement,erRecord!!land 

Clelms).byposltlon(e.g.,man1ger, suparvl10r).orlnternaland 

IIXlllrnel(e.g.,delrrvmts.lnSLnnct1agencles). 

09/20/19:Accultydecreasedthe~tyllltlngfi"oml..evel2 

(Modelllte)tol.eveI3{1..ow).DL1Rplanstoholdtwosesslonson 

October1,2019toupdetlltheDLIRlntamalstakflholdars0ncludlng 

neighbor Island staff) on whet hes been happening fa the Int year 
on the eCMS Project Including e brief demo by DetaHoUN of how 

the newsystemwlliwork 1nd look. DURellO pl■nstoupdatethe 

DLIR-bslteto lndude project Information that Is acce9Slble by 

Internal end lllltemll stllkllholdars. 

•Consider the llstafcommunlcatlon methods listed In DataHou•'s 

•Du• to limltad DURraosoun::es aV111iable for communication 

1ctlvltles,thespeclflcgroups andcommunlcatlon actMtlesshould 

beprlerltlzedtofowsr1110urcesmostllfflclently. 

•Update the prQlec:t 1ehedule fa communlcetlon llCtlvltlesand 

19Slgnedresoun::es(ra,fertoflndlng2019.07.PM14). 

10/25119: DUR held two 989Slons for Internal !takllholders to prcwlde 

■nupdeteonthe projectprogressendtlmeline. DURworklldon 

pl■nstoupdetethewebslteanddrettthec■rrlernewslm«to 

lndudeprojectupdetes. Asnotecl ab0118atflndlng2019.07.PM05, 

the Scrummethodology9houldbecommunlcatedtoelistekllholdars 

whowlilbep■rtldpatlnglnspr1ntllCtlvltles. 

11/22/19:Accultylncreesedtheseverltyratlngfroml.eveI3P-ow)to 

l.eveI2(Moderate)asplanstoupdatethe-bslteandsendouta 

letter to carriers regarding upcoming chenges ~ not completed 

as expected. It Is Important fa communlcetlonswlth lmpected 

stakeholderstobeexecutedtlmely. 

12/20/19: The letter to carrlerswu sent out, htJWever, the website 

hasnoty,,tbeenlaund'1ed.Therelsalotofopportunltytole--.ge 

the eCMS DUR Core Team members to communicate prqlect 

updatestolnternal~holdersonamorefreq.,entbasls.hCM1eYer, 

thenetworkofcoreteammem~shouldbeextendedtolnclude 

nelghborlslendrepresentatl\o,s. 

01/24/20: Noupdatestoreport 

Accultywlncont1nueto11V11lueteprojec:tcommunlcatlonplans 1nd 

activities. 

•Collect b19111Ine change ewaraonns end raoadlness meuurements Open 09/20/19: Acculty decre19ed the lll'M1ty rating from Level 2 

lu,roughsurveyserlntervlews. (Moderete)tol.aveI30-awj. Anumberofcommunlcatlon actlvttles 

•Creete andmoblilzeed'1engecoelltlong-oupofmanagers, 

15Upervlsors.1ndkflylnfluencers. 

•Incorporate ■nd align OCM Into communication. business procns 

englneer1ng(BPR).endtralnlngactlvltles. 

•0.V.lopOCM ectlvttlestoad~ldentll'led aw■renengapser 

pocklltsofreslstenca. 

•Implement raolnforca,ment mechllnlsrns to 91.1ppat change and 

lncreese ■doptlon. 

1r11 plannedtoprovlde awar•n-oftheupcomlngprQlec:tllctlvltles 

lndudlng the DUR Internal !Ukeholder meeting and DLIR-bslte 

dlswnied 1banatflndlng2019.07.PM07. 

10/25/19: Comrn.,nlcatlon activities werao ••wted er erao In 

progr•• which help to p■rtlelly addren OCM. ETS has Hllgned an 

OCM rnoirce to esslstwlth the .CMS Project. 

11/22/19. 12/20/19, end 01/24/20: OCM ectMtles ■I'll not eNCuted 

contlnu■liyorconslstllntlytokllllpstekflholdersengnged. 

There Is a lot of opportunity to leveragi: the eCMS DUR Core Team 

members to e-=ute OCM actMtles. 

Accultywl~ continue to e'Jllluete the OCM approach and monitor the 

d'1angereadlness~prQlectstakehold~-



l .... 
RllkMenegement 2019.07.PMOB IS!!Ue High 

Scope end 2019.07.PM10 Issue High 

Ra:julrements 
M11nagement 

Cost.Schedule11nd 2019.07.PM12 Risk High High 

M11n1gement 

Risks end Issues have not been cleerty Only three risks and two Issues have been Identified by Dlll:t,Hc,use on the 2019.07.PMOQ.Rl 

ldentlfled,tracked,orreportedresultlng prQ)ecttodatewlthnohlstoryofanyrlsksbelngclosed. DLJRprqlect 

In Iha lack of understanding of potential tllllm was not trllCklng 1my of Its own risks or I9!11.J■s related to Iha project. 

lmpects ■cross proJecttenm members A risk.regarding the delay In Iha completion of Iha MOU agreement with 

■ndth .. are no mitigation plensto DHS(rllfertoflndlng2019.07.PM04 and 20109.07.IT01)was-

FcrmellzetheRlskendlssue 
Manegementprocess 

•Aformellzed process shouldcleer1ydeffneresponslbllltlesand Open 09/20/19: Accultydecreased the~tyllltlngfi"om Level 1 
fsteps In Identification, resolution and action 11:emstrecklng, end (Hlgh/O-ltlcaQto~l 2(Mot11,rete). ADLJRRlskMenegerWl:ls 

IISCllllltlonproceclures. 
•Theprojectteammustencourageopen.tran11parentdI9CUSSlon 

1dequetelyeddnmthem. ~~:r:::::.~::1~:::::.:~;:ntn~:l~~'i~~~;;~v: lc,a,°"o".o"',.,....=cc . .,,------l,c-~c,-=,;:=.::;;=-:::,=,cc'.'°'=c'°c-•cc-=i-cc.,~=-=,..,'"':.."'""""-=--=--=.,.,c-ou,c-.,,c~""=•.,c-;.~=,,=-o;;-= . .,=eGO=-,=-;=-.-="""c=-----i 
not Included lnlhe risks and lssias log, Indicating an lnal'l'llctlwr1sk and •Perform adettllled n,ylewof,-ltems.ttatusofopen Items, 

anlgn.:I In August 2019 and has begun to iae mind mapping and 11 
logtoldentllyllnddocunentrl9ks. Rl9ks andlssueshllWbHn 
lndudedonthe agendllforweeklyprojectstatus andmonthly 
ExewtlYII 5-lng Committee (ESC) meetings. The risk 
man11gementprocessr.Klstobefurthwrllflnedtocomblnethe 
DlltaHou,e and DLIR logs Into one source. anlgn risk ownws, end 

d-lopmltlgatlonorrem.:llatlonpl11nsfcrllllchrlskcrlnue l,nue m■nagament process. Based on ln1'0rmatlon N&V recommendation l3t/ls,ue tM"ners, and mltlgt,tlon pi.ns. 
made during the assenrrw1t plll'1od, both DUR and Data.Hou• haw 

communlcatM:1 1 pl11ntostartldentll'ylngandlogglngrl9ksjolntlyonto 
DlltaHou•'s log and ra111-Ing them togethw weekly. A5 ldentll'lcatlon 
and mitigation of risks and lnues ■I'll crltlcal to project success. 11 formal 
process should be lmplementlld before mewing forward In the pl'Qlect. 

10/25/19: Rlsks-.dlsw9'Klllt.the-klystllU.Js~ngs and 
monthly ESC meetings. The DLIR Project Managw and DUR Risk 
M11nageral,omNT.-klyto ra\11- ■nd dl9CUsstherlsklog. The 
risk manegement process lmpl'OYllments notlld as of 9/20/19 ere il:ln 
open. 

11/22/19,12/20/19,end0l/24/20: Noupdatestoreport. 

Accultywlncontlnuetomonltcrtherlskrrenegementproc:ess. 

he Content Menegement end Case The requirements for both Content Menegementend Cese Management 2019.07.PM10.R1 Revise Content Maneg,,ment and •Ensure re(f.Jlrements follow SMART ~eclftc, meesurable, Open 09/20/19: Acculty decreased the ~ty llltlng from Level 1 

M11nagementre(f.Jlrements h1Y111lreedyi:-J 1pprowd.h~.ther«1ulrements 1rt1 lncompllltll Cue mnnagementrequlrements 1ctlon11ble. reellstlc end time bound) guidelines. (Hlgh/Crltk:aQ to l.eYIII 2 (Modera.tfl\). The RTM has bHn updated to 
documentatlonlslncompllltll. (e.g.donotlncorporateaUcontrllctrequlrementsandaUthreeprojec::t documentllt.lon end RTM •Ensure reCfJlrements dowmentatlon Include all r«1ulrements lndude more detailed and specific r«1ulremW1ts end u•rstorles 

phll!llS)andthe dn:rlptlonslntheRe(fJlrementsTraceabllltyMatrlx(RTM) 
lllCk9UfflclentdetaU. Thll ClffllntRTM11l,odoesnotllnkopwatlolllllllnd 

projectobjllCtlY11stodeslgnartlfac:ts. Furthermore.the RTMdoesnot 
lndude non-funct1on11I requirements. Including compll11nce with Hawell 
Rwl•d Stawes. H■w■ U AdmlnlslratlYII Rules end 9Kl.lrlty requirements. 

Ra:julrements mellllgement Is II pert of the Project Management Pl11n 2019.07.PM10.R2 

d-lopedbyD■ta Hoiae,hOWllllllr,theplanlsnotcomprehllnslYII.Th• 

PrQlectM11n1gement Plan ~on 1.2)wasupdateclto Include addltlonal 
detallsreg1rdlngr«1ulrementsm11nagem.,t. Whlle thlsls11n 
lmproY11mentOY111"the pralllousY11rslon,thel1testdra~planstllldoesnot 
provlde1dequated•111sregardlngther«1ulrementsprlorltlzatlon 
process.thetreceebllltystructure,endhowrequlrementswlllbereported. 

A5requlrementsarethefoundetlonforpropersystemdeslgn, 
development.andtestlng,ltlsessentlalthetrequlrementsdocumentetlon 
arecompleteendmeetlndustrystendardsandbestprectlces. 
RequlrementsdocumentatlonshouldberevlsedendreCfJlrements 
meneg,,mentprocessesshouldbelmprovedprlcrtomOYlngfcrwllrdln 

theprqlect. 

llstacl In the DatnHou• contract. au reCfJlrements ldentll'led during from the Ca• Management and Content Management d-lopment 
ilh• !takllholdw - Ions. end for11II three phases of the eCMS teems. DatllHou,e Is In the procen of enhancing their RTM to 
PrQlecL cronwelk end mwge 1111 r«1ulraments Into one m11stw document 
•Ensure reCfJlrements lndude functional. perfa"mnnce. procen. non lndudlng 11 contrllctrequlram.,ts. With the staggered 
ln.mctlonal. security. end lntarfllce requirements. d-lopment rlthe Content Mellllgement and Cue Management 

solut1ons11ndthelter1tlY11n1wreofScrummllthodology.addltlon11I 
lmproY11requlremenbm■nagernllllt •Ensinlhatthw'lllsaclllwU'lderstandlngbetwNn D1taH<>u.and 

proc- iot.Rregerdlngwholsreaponslbleforldentll'J'lngandtracli:lng 
~n'.-.nttypesdrequlrements. 

•o-lop a process fer ~lorltlzlng and reporting requirements. 
•o-lop aprocess fcrtraclngr«1u~tsto!iplldflcsystem 
fd-ign ■Mnents. 

requlremWltswllcontlnuetobeldentlfl.:lthroughoutCue 
M11n1gement dllYlllopment which could h■Yll lmpllcatlons to Content 
M11n1gement. As notlld l bOYII I t finding 2019.07.PM0S. the procen 
for 1pprovlng11ndprlcrltlzlngr«1ulremW1tsstllln•dstobeset. 
Formallzlng the process for man11glng reCfJlrements remains klly. 

10/25/19: DataHou,e prtwlded trlllnlng to the DUR Product Owner., 
thet Included how requirements are managed In the development 
sprlnts(referto2019.07.PM05)andclarlfledresponslbllltyforsecurlty 
requlrements(referto2019.f17.IT07). Contract requirements were 

added to the RTM, h_,,,-. those re(f.Jlrements wen, not traced to 
therequlrementssubsetsusedbythed8""Iopmentteamsfcr 
completer,ess. 

11/22/19end12/20/19: CaseMenegementrequlrementsare 
reflnedthroughuserstcrlesdurlngeechsprlnt. Nootherslgnlflcant 
updatesregardlngcontract.lnte5Tetlon,crsecurltyrequlrementsto 

~pot 

01/24/20: ThelletaHou,eCaseManegementdeveloprnentteam 

clarlft.:I the procen for 11ppl'Olllng n- orra\119KI u,er 1tt1rles. 

Accultywlllcont1nue to11V11lu11tather«1ulrements documentatlon 
andprocesses. 

lnformel cost management practices may There Is no formel cost management plan. A comprehensive total project 2019.07.PM12.R1 Prepare1 comprehenslY11project Open 09/20/19:Accultyhaskllptthe-..rltyratlng ■slllYlll1(Hlgh) asa 

llllldtounupectadcostscr 
OY11rp1ymentsofcontr11Cts. 

budget Is notaented, tracked. or reportlld. D.Jrrently. paymW1ts11re budg• and a schedule of long-term 
trlleklld for the two mnln .CMS Project contracts: DataHou,e SI contract operatlonal costs (e.g .. licenses. 
and the Teem Acculty IV&V contract. Other costs for licenses and subsoiptlons, maintenance, cloud 
equipment aretrad<ed lnfcrmelly es these are often peld from DC D's services) 

regulerorexcessfunds. WlththerecentDHSdevelopment,costsdell 2019.07.PM12.R2 Prepareregulercostreportsfor 
required hardwere end software for the elternetlve solution es well as long management end the executl\o, 
term operatlolllll costs need to be property evaluated end maneged (n,fer steering committee. 
toflndlng2019.07.fT01). Addltlonelly,totalprqlectcostsandfundlng "',01-,-.0=,.,-M-12-.RJ~--+,,.c,-'"-~',-O,-~,-oo-n-poym-,-•,-~-,=-<---------------< 
sourcesarenotformallyreported. 11nd11djustp1yment11Chedulesfor 

ThelletaHousecontrectstetesthatpaymentserecontlngentuponrecelpt 
ofservlces,deli--ebles,endreportslnecccrdancetothemllestonesthat 
meet the expectetlons dthe RFP. DeteHouse provided DUR withe 
monthly peyment schedule end esof June 30, 2019, DLIRhes peld 
DetaHouse'slrniolcesthroughAprll2019(MeyendJune2019Involce 
payments are still pending). Although the prqlect ,chedule, dellvereble 

tlmellnes. 1ndgo-llYlld1tes h1Y11beenpushedb1ck..no 1<!)ustmentsWW11 
made to the monthly p■yment9Chedule which could ~It In 
OY11rp1yments. Duetothel11ckofclearandspeclflcdellY11rable 
expectatlons(rllfllr to finding 2019.07.PG03). Incomplete undentandlng o 
1n the11Cheduledel1ysjref.-toflndlng2019.07.PM13). 1ndundefln.:I 
alta111 for revising the payment.9Chedule. Team Acwlty lsun11ble to 
determine If DetaHou,e payments are appropriately managed. 

9Cheduledeleys. 

comprehenslvllpl'Qlectbudget andlong-termcost9ChedulehlYllnot 
bellncl'lllltlldyet. Addltlon1lly,regularcostvarl11ncereports1r11nct 

prepared er presented. 

10/25/19: Progresshasbeenmadetogathercostlnformatlonand 
setupbudgettraddngtempletes. 

11/22/19,12/20/19,end01/24/20: Noupdatestoreport. 

Accultywln continue to monltcr prqlectcosts lndudlng new AWS 
costs{fromflndlng2019.07.IT01)andcostrrenegementprectlces. 



C051:,5cheduleend 2019.07.PM13 Risk High 

Menagement 

C051:,5cheduleend 2019.07.PM14 Risi<. High 

Menegement 

SystemSoftwllre, 2019.07.IT02 Rl9k High 

Hardware and 

lntagl'lltlons 

lnedequeteschedulemenegement The Phese1 go~lvedetes~ delayed efewtlmesslncethe~ofthe 2019.07.PM13.R1 

prectlces m!I)' leed to pl'Qlect delays. prQ)ect with the Content Menegement go-live delayed five months end 

ml9911d project activities, unreallstlc the Ca,e Management go-Ii... del~ ttne months. Reasons for the 
schedulefa'8casts, or unld.,tlfl.:I delay provided by the .CMS Project tam lnclud.:I additional time for 

CllUHSfordelays. requlremaitsgethwlng, ,ome Phue 2 work that was m01111d up to Ph .. 

Document and apprtwe revisions to 

prqlectwched.Jleclltlvereblel,. 

mlNtonel,andgo-llY■ datMln 

accadllnce with thto Prqject 
Management Plan. 

1,staffwcatlonsdurlngtheholldays.tlmefortheDURl'rQlec::tManngwto•"'"=n,~.,=,.,=•=,a= . .,--->,-_,,-
0
-0 ,-,.-,-,.-..,-~-•oa-,-,.-,..-,.----<---------------< 

write the RFP for the IV&V contnu:t. and delayed prociremert olthe dlltlllls oftmks. duretlons. phe-. 
SC11nnws. Althoughthereerere1U011ebleexplen1tlonsfor,omecfthe 

delays.deta.lledschedulevarlenca analy,estoundel'!tllndcau,esand 
lmpectsofthedelayshavenotbeenthoroughlyp,erfa"rned,documented, 2019.07.PM13.R3 

orreportlld. DldslonsorchengerequeststonlVl,etheprojec::t9Chedule 

1re notproperlyd0CL1mWltlldor1pprovtldlnaccordencawlththel'rQlect 

MenagementPlan. 

Det■Hou,e hu prepared a higher-I-I prQlec::t9Chedule and I mere 

deta.lledt19kllstlng.Althoughtheproj11Ct9Checi.JlewlllnNdtobe 

updetedduetotherecentDHSd-lopmentendselectlonofen 

111temetl\o,wlutlon,thefollowlngdeflclencleswerenotedlnthec1.1Tent 

prQ)ectschedule: 

• Does not Include ell prQ)ecttuks IPJch u Build steg,:sprlnts, 

communlcetlon, OCM, BPR, end qlllllltyeSSU"!lnce tefe,toflndlng,s 

2019.07.PM05, 2019.07.PM0J, 2019.07.PMOB, 2019.07.PM11, end 

2019.07.IT05). 
0 Doesnotlncludeesirreteddl.F!ltlons.Duretlonsereonlylncludedln 

the more detelled tuk llstlr,;j 

•OnlylncludestesksforPl"ese1. ThePhese2end3tuksereonly 

lncludedlnthemcredetelledtukllstlng. 

•Speclnc!IS!Sl'1'edn,sourceserenotldentlfledesonlyegenerlc 

DeteHouseorDCDdeslgnetlonlsused. 

endll!llgr.drll90LrC■S 

Preplll'tl r■gulerx:hedulereports 

end9Ch.:lulev■rlanceenaly,esfor 

men■gementendtheexecuti.... 

steering commlttN. 

Open 09/20/19: Accultyhukepttheseverltyretlngul.e-,o:I1f-Ugh). 

AlthoughDeteHouseupdetedtheprQ)ectscheduletolnclude 

1ddltlonnltll!lksforPhllS8S1,2,and3 andldllntlfy specll'lcresources 

anlgn.:I fors■IIICttHks. th-■ 11n1 still a numbwofdeflclencl• 

noted.Theprojectsct..::1ulelsnotfUlly111S01.1rct1loaded,lsnot 

lntel1'flllldwlthsubcontrllcttJr'sdlltlllledschedul■s.doesnotlncludll 

an DUR project tl9ks. estimated hours. or ad■qulltlllydlltlllled talks 
fa-Phll98S2and3, 1nddoesnotrt1t1.lnblllsellnedetesforv■rlenca 

■nelysls. As ■ r119Ult.Accultylsunebleto ■998ss the01111r-all0Clltlon01 

1'1190Urces, Identify the a1tlclll paths. or d■lllrmlne If time estimates or 

project prog11ss percant11.g• are reasonable. Addltlorally, re11,1Iar 

schedulevarlencareports are notprepillredorprw,entlld 

10/25/19: The project9Chedule was updatKI with time peramteges 

for some of the ta!iks. h~. the Content Management go-Ii... 

dlltlllslnjeopardy agaln.The9Checi.Jleshouldbeupdatlldto 

lncludellnksforpredecessorendsuccessordependendesreletedto 

esecl.l"ltymenegementplen{refertoflndlng2019.07.IT07). Arr, 

DLJRte!!kstheterenecesseryforDeteHousetesksSlouldbelncluded 

lnthep'Q)ect,cheduleendregulerlycommunlcetedtoDLJR~to 

flndlng2019.07.PM06). Theother9Chedulemenegementlssues 

notedesof9/20/19contlnuetollmltthep'Q)ect'sebllltytolmprove 

prQ)ectperformenceendlnCJ"ellSeedherencetorevllledtlmellnes 

11/22/19end12/20/19: Noupdetestoreport. The Content 

Menegementgo-llvedetehesnotyetbeenedjusted. 

01/24/20: The Content Menegementgo-11"" dete wes epprtMMI by 

DUR, however, specll'lc tt11k dates ere still pending DUR epprt,1111I. 

AccultywlUcontlnuetomonltathepl'Qlectscheduleandschedule 

manegementprectlcas. 

lnedequet:e !IS!Slgned prQ)ect resources Teem Acculty was unable to e'Jllluet:e resourcewa-kloeds blllsed on the 2019.07.PM14.R1 ReevelueteprQ)ectresourceneeds •Performp'Q)ect9Cheduleupdetesfortheelternetlvewlutlon(n,fer Open 09/20/19: Accultyhukepttheseverltyretlngul..e>o,I2{Moderete). 

Although two of the eCMS DUR prQ)ectteam members hll\O, been 

es,slgnededdltlonelresponslbllltlestollghtentheloedoftheDUR 

PrQlectMeneger,lnedequeteresourcesendthetlmlngofupcomlng 

endcrltlcelp'Q)ectectlYltlescontlnuetobeeconcern. 

mey leed to prQlect delays, reduced prQ)ect schedule lnformetlon ~to flndlng 2019.07.PM13), hCMlever, 

prQ)ect performance, or turnc,wer of besed on obser.oetlons of the eCMS Prq)ectteam, the DeteHouse end 

prQ)ect resources. DUR Prq)ect Menegerseppeerto be c,wer-tesked. The DUR PrQlect 

Meneger Is the only full-time DUR employee esslgned to the eCMS 

PrQlect andunderstendeblydoesnothave tlmetop,erfa"mellcfthetesks 

endecqulreeddltlonelresources. ltoflndlng2019.07.IT01)endmlsslngtesks(n,fertoflndlng 

2019.07.PM13). 

•Ensure resource levels end skin setsellgn to esslgned tuks. 

to properly manage the prQlector rep--«.DURci.Jrlng projllCt "',01~,~.,~,.,=.~,.= . .,---1,,-,~-,-~-,.,-,~,.-, --.-,-..,,-=~.,-t, ~,c-=~,,-.,~,0,~,,~,,0-,---,~-0-.~,.~,a-,-0, ~.,-,...,--....,--0-,.,~,.-,.--< 
activities. DUR should lncl'tlll• partlcipetlon In design ancl dllvelopmert men■gementend the executi.... •Consider Including DUR 1'1190urces needed end estlmatlld hours for 
activities (refer to finding 2019.07.PM02) but would not b11 eble to with steering commlttN. upcoming prQlect IIC:tlYltles (e.g., design 9Mslons, u,er 
thea.nrentesslgned111S01.11"CM. demonllrl.tlons.oru-testlng). 

Resourcamen■gernentlslncludedlnthePrQlec::tManagementPlanand 

stetes that 'l'IISOllrcas will be prcwlded bHed on project needs. This will 
bll nlVl■w.i with DCD on I quartarly basis.• The Project Status Reports 
prep1redbyDateHou,edonotnoteanyl'll90LrC11r.edsunderthe 

Stllfflng{NHds,AntlclpatedChar,;jes)9Ktlon. Howwer,THmAcculty 

noted that the Data Hou• Quality AM!ranc:e I.Nd has not bHn esslgned 

(retwtoflndlng2019.07.IT05).Dat11Housels1lsoconslderlngaddlr,;ja 

project coordlnllta" 111S01.1rc:e to 1991st with mNtlng mlrutes and getting 

dellvereblescut 

n und■ll r lnterl'llca ,olutlon mey Impact The Content Menagement Design {version 1.0) dowmentwu apprcwed 2019.07.IT02.R1 DOCL1mentthelnterf11C11,olutlon Docum.,tatlonshouldprovlde ■ d■ll runderstandlngonthe 

the design proam end req.,lre by DU Ron Mey 6, 2019. C.. Management lswrrently In the design 

phllSllenddeslgndowmentsh!IVllnotbeenprcwlded. Althoughthe 

Content Men■gementdeslgn document was compl■llld and C.. 
Menagementdeslgn lsln progw,s, the ■1I11ctlntaface,olutlon tu not 

bNn denned. The lnterl'llcas b■-n Content and Cue Management are 

lntel1'flltothe9UCCll9SOftheproject andshouldbefUllydllflr.dlndeslgn 

documentslnaccordancewlthlnci.Jstrystandlll'ds. 

endennlysls. lnterfac:e solutlonlncludlngthefollowlr,;j: 

Due to the recent DHS dWlllopment.. the lnterfllCII options wlll n•d to 
1lsoblln1S111rched 1ndanalyzeddep.,dlngonthealternati....,0Iut1on 

• How Snl11Sforct1wlll query the selecttK:I Content Management 

isolutlon 
• How flies are upl011ded to ,electlld Content Management solutlon 

ifromSnlesfa"al 

"HowmlltlldntalsuploadedlntoSnlllSforct1 

"Wholsresponslblefor181L1p,conflgll"lltlon, andmalntenancaend 

!lheapsrequll'tldforlmplementlltlon 
• Whet ere the costs H90Clated for dWlllopment end long-term 

selected. However,evenprlortothlsdevelopment,DURdldnothevee ia201=c9a,.0as,.,"'rn"',."2=-----tu,""0o=,_,.c-,~=•"'ct~"'•"oa""•,-,"',-+-----------------i 
cleerund~ndlngofthe lnterfecewlutlon u-11 estheCDl'"T1plete define resourcesesslgnedtoeechol 
technlcelsolutlon. DLJR,tlUhedquestlonseboutthelnterfecesolutlon thelnterfac:e-rellllll<:lllctlYltles. 

regardlngthetechnology,connectlvlty,betchvs.re11l-tlme,securlty,cost "'====----+----------<---------------< 
endmelntenenceoftheproposedlrterfecewlutlonbetweenSelesfcrce 2019.07.IT02.RJ Vwllytheproposedlntaface 

endFlleNet. Thelnterfece5olutlonshouldbe cleerlyenelyzed, 

documented, mepped to p'Q)ect requirements. end communlC!lted to 
DUR. 

10/25/19:Re!lourc:econ9trelntscontlnuetobeachllllenge.Focusof 

Det■Hou,e ruourc:es on AWS setup and netwak logistics del~ 

compllltlonofthetestplans andprogrt19Sontheconflgiratlon 

manegement plan. DURl'll!IOurces-■ pillrtlally HSlgned to work 

on other DUR IT lnltl■tlYM which delay.:! compllltlon oftest plans 

and llmltKI progrns on eddrnslng prla IV&V nndlngs. 

11/22/19:Accultylncr81ls■dthe-ltyl'lltlngfroml.aY8I2 

(Modereta)tol.aY8I1f-llgh)asl'll90urceconStrlllntscontlnuetollmlt 

lmpl'Ollllmentsrnndllendthep11C11oftheprojectectlvltleslsplcklng 

up puttlr,;j eddltlonal demands on the project tam. 

12/20/19: No updlltM to repat. SN finding 2019.09.PM0Z. 

01/24/20: DURplenstoprocureeddltlonelresourcestosupport 

detec~onendtestlngectlvltles.DateHouseplenstoshlft 
sorneofthetechnlcelworkfrorntheDeteHousel'rQlectMenegertoe 

technlcelreso1.1"Cetohelpellevl11tetheD11teHouseP'Q)ectMeneger's 

Accultywlncontlnuetoessesstheedeq.,ecyofprQ)ectresoll"Ces. 

Open 09/20/19: Acculty dllcnla,ed the s■-1ty rating from l.evel 1 f-llgh) 

tol.aY8I2(Moderltll). Data.HoU98lncluded a narratl118 aboutthe 

Interface components In the Cese Management Design Document. 
Finhennore,D1taHOUS11org1nlzlldtwodemosof1)theSalllSfa'al 

1ppllClltlonuslnganlnterl'acwAPltog11tto 1 webservlca,end2) 
another web ,ervlca u91ng an IFrame and IBM ICN to get to FlleNet. 

10/25/19: DataHoU98rllflr.dthelnterfacadeslgndeta.llslnthe 

C■• Men■gement Design DOCL1ment{verslon 1.1). 

11/22/19,12/20/19,end01/24/20: Dat■Housereflneddlltllllslnthe 

lnteplons,peclflcetlon,chedule.Accultydoesnothevefull 

lnsl"1tlntolntegretlond-lopmentectlvltlesendweereunebleto 

provide e complete updete on lntegl'lltlon de'olelopment proves. 

AccultywlUcontlnuetoe'Jllluet:ethelnterfecesolutloneseddltlonel 

detellsereflnellmdandud-lopmentpro!,1'eSSU!Slngtheectuel 
solutlonCDl'"T1po,,,,.,tslsrrede. 



Menegementend 

"""' 

Conflguratlon 2019.07.ITOO Risk 

Menegement 

Nothevlngenepprcwedql.l!lllty The O.,ellty Menegement Plen (version 0.1)wesdrafted by DeteHouse on 2019.07.IT05.R1 

menegement plen end uslgned quellty June 23, 2019 but wes notyetepproved by DUR. The dreft plen did not 

■99Ur■ nce rmourcas may Impact the lndude CJ!ellty metrics. quality st1mdrlrds. or qualltyobjectlvm of the 

quelltyof project deliYel'lbles. project end does notdesalbe how quality conlrOI resultswlil be 

documentedorreported. Acldltlonelly.theQu■lltyAnurancele■d 

ldentll'led In DeteHou•'s BAFO Is not I 9!11gn.:I to the project team et !his 

As It ls ■lmostel-n months Into the eCMSProject ■nd -■I 

deliver1bles-ealre■cly 1pprov.:! Indm1ny Irependlng11pprov■ l,ltls 

lmport■ ntror I quality management plan to be form■liztKI and rMOurces 

■nlgn.:I to pwform qunllty management ectlvttles. 

A leek of e configuration menegemert A configuration rrenegement plen h!ls not'Jf!I". been crafted. DeteHouse 2019.07.IT06.R1 

plen rrey lmptict the performance end plans to prepare e configuration menegement plen by October 11, 2019. 

quelltyofthe system ll'uneuthorlzed or Based on the cum=nt prqlect plen, the eCMS Pnaject wes supposed to 

untes:ed chengesere promoted begin the Bulld~e ~ Phese 1. AlthoughtherecentDHSd-lopment 

wlllllkelydeleythestertoftheBulldstege,notheYlngeconflguratlon 

menegementplenlnplecelncreesestheconcernthetchengesrreynotbe 

properlytested,ecceptedendepprovedwhlchmeylmpectsystem 

perfonrenceorquelity. 

Flnelizethe quality menegement •DeteHouse end DLJR,it,ould colleborete end !l51"'ll on the quality Open 09/20/19: Acculty hes kept the severity rating es l.e-,o:I 2 (Moderete). 

plen. 

Parformqualltymenngement 

ectlvltl•onprM'louslyeppl'Olllldor 

submltteddellverebles. 

menegementprocessesendmetrlcsthetwlnbestse,...,thlspnaject. 

•lncludequ11itystend11rdsorr.ferenceto9Pecll'lccrlterl1 (referto 

trJndlng2019.07.PM03). 

•Upd1tetheprQ1ect.1eheduletonslgnqual1ty11ssurancerMOurc:es 

te,..toflndlng2019.07.PM14) 

The DeteHouse Prq)ect Meneger communicated thet DeteHouse's 

qu11l1tynvm1gementresponslbliltles ■respeclflctodeliver1bles 1nd 

testing. As such, Accultywln work with DUR to understand wtat 

I ddltlonnl quI 1itymI nagement I ct1Yltles and metrlcsr-..clto 

supplement the Data.House quality m■negement plan. 

10/25/19: Data.Hou. derlfled that the D■teHouse Quality 

M11n1gementPl1ndeli--tlbledc.snotneKIDLJR11pprtN1.lultls 

not11contrllctdeliver1ble11ndlsjusttocommunlcet.11theDeteHou• 

approach to quality management to DUR. The Case Management 

qu11llty11SSJrancetest1ngwaspwform.:lforEplc1. DURls worlclng 

ontheDLJRqualltymenngement ■pprolch. 

11/22/19,12/20/19,end01/24/20: Noupd■testoreport. Acculty 

does not hI vt1 ■ccen to the project team's testing rmources and -

ereunnbletoprovldeenupdeteontestlngectlvltles. 

Accultywlncontlnuetoe'Jllluetethequelitymenegementplenend 

D-lop e formal configuration •Ensure the plen Is In eccordencewlth IEEE 828-2012 - Standen:! for Open 09/20/19: Acculty hes kept the severity rating es le\o,I 2 (Moderate). 

menegementplen Conflguratlon Menegementln Systems end Softwere Engineering Although Accultyobtelned e betterun~ndlngofconflguratlon 

end lndudesthe conflguretlon menegement plennlng process, menegementthrough Interviews of the Content Menegemert end 

conflguretlon Identification process. configuration change control Cese Menegement d-lopment teems, DeteHouse Is still In the 

process.conflguratlonstetuseccountlngprocess.conflguratlon 

eudltlngproces,lnterfececontrolprocess.endrelelllse 

menegementprocess. 

•DeteHouseendDLJRst1ouldcolleboreteende51"'llonthe 

conflguretlonmenegementplenpurp01Sesendprocessesthetwlll 

bestservethlsprq)ect. 

process~flnelizlngenddocumentlngeconflguratlonrnenegement 

!lppro!!Ch. 

10/25/19: Noupdetestoreport 

11/'l2/19: DeteHouseprtMdedesummeryoftheconflguretlon 

manegement appl'Ollch for the C■• Man■gementd...,.lopment 

taem In eddltlon to the previously prollld.:I summ■ryofthe Content 

M11n1gementd...,.lopmentte1m's ■pprollch. Thecorllguratlon 

manegement appl'Ollch u9KI by the otherdWlllopment teems (e.g. 

lnte11'1lt.lons. AWS/nllt\Mlrk) ls stln not clear. Addltlon■liy, 1 

compr-.henslve DeteHoo• tam conn11,1rat1on m■negement plan 

was not completed. 

12/20/19: Th•ewu confuslon11boutconn11,1ratlonltems 1nd 

requlr.:I DUR ■pprovals dueto a lackofacornprehenslve 

conflgur1tlonmI nI gementplan 

01/24/20: Noupdetestoreport. 

Accultywlncontlnuetoe'Jllluetetheconflgl.l"etlonmenegementplen 

endepproech. 



Security 

~nanca, 2019.07.PG01 POlltlY■ NIA 

'""'-

Nothavlnganappro-,o,dsecurity The Security Management Plan (version 0.0) WlilS prepared by Dal:!IHouse 2019.07.IT07.R1 

manag,,ment plan In place may lmpect on June 3, 2019 but was not yet approved by DUR. Based on the current 

th• .::Lrlty and prlvlcyofth• data. proJIICl plen, the ■CMS ProJ■ctw■s suppot■d to begin the Build age ol 

Pha98 1. Although the r•amt □HS d-lopm■ ntwln nkfllydelaythe start 

ofth■ Bulld st■ ge,nothllvlnges■curitymanag•m■ ntplanlnplec■ may 

~ltln lmprop.-lydllfln■d s■ writyr■,qulr-.m■ntsend m■ypr■ cludethe 

adequecyofth•systamtosupportth•dntlnHds ofthesystam.S■curity 

controlsshouldblldllflnedlnth■ 9K!Jrltynvmag■m■ntplen and 

lmplementad ■s pert of an aganlz■tlon-wlde process lhlt manages 

lnform atlon9K!Jrltyendprlv■ cyrlsk. 

Th■ Dat■ Hout■ tlllm'sswl~and 

adlptlv■ l"MpOIISlltoi.-andrlstl 

mlnlmlzedlmpectendfurtherdelllysto 

prQlectde\O,lopment. 

Manym■mbaBrlth■ Dat■Hous■ taM"nhlY■ COllb1butadtothefollowlng NIA 

•Secured e n,p1ecementContentMen.gementhostlng lrtl'llltr\lctlre 

solution. Thlslncludedpresentlngtherepi.cementlolutlon,f■d Ntetlng 

n,sponsesfrom~meetlngswlthAWS,~theOl'l'k:ed 

Ents"prl• TechnologyServlces(ETSl securityquestlons,endupdetlng 
deslgndocuments. 
•Mltlgatedorn,medietecl1119nyofthehlgh-,ityrllks 1ndl-il'om 

thelV&VlnltlalReport, Theteom'seffortstoaddressm■nyrisks and 

I- !nl 9Umrn.-1zed In Appendix □. Addltlonally, Data House's 

wllNngnesstoopen P'Qlectt_,, meetings to both DLR and IV&Vand 

tlmetl!lkentoeddnm □LIR,IV&V,and ETSconcemshavegre■tly 

conbibutedtotheprogressmedeslncethelnltlalReport. 

•Dernonllrllted convnltrnent to DLR and prQlect 'll.JCCeH. This Includes 

the Content Management deYelopment teom's flexlblNty In performing 

prQlect work to eccommodete the deleys In the WC forms end the c ­
Man■garrlMlt dewlopmant llllm's ~ to work towards I m■u." 

RTM to flc:lltatlo UKlllbllty. T111mmMnbllrshri■ damonstrlledlhalr 

commltnwntto doing whit's best forth■ prqtact and hlw, even propmed 

-ystoftith.-lmprow,thtosokJ:loni--agingthelru:tanshlat■chnlcll 

ln0'IIWlaldgllandMp■rlt,nc■ 

Th■ D■tal-lou98tNm'sactlonshlY■ helplldtomlnlml■-lmpactsand 

llxtt."dall.ystothep!'QfactldledJla.TheyhlY■ altobultposlllY■ 

momantumlnrnovlngtheprqfactror-"d. 

Th■ DCD EDCUIIY■ Spomorlshlghly The OCD Ex■cutlve Spon,cr'sclou lnYOhlamentlnthe prQIIIC:thlls NIA 

engeged!lndplaysan!lcilve~vlslble provldedttrongleedershlpthathas,toenextent,compel"IMtedforthe 
rolelngukllng,monltoring,and led<offormalgc,w,,r-1111ncetefertoflndlng20111.07.PG02)andother 

dlemplonlngtheaCMS~ prQlectdeflclenclesnotedthroughoutthlsn,port. l-lowl,yer,nlmpcrtant 

asgoodspon,orshlpls,thlsfactoralonecan notberelleduponto 

~ prqlectsuccess. 

EnsurethesecLrltymenagement •ConslderthelndustrySUlnderdsandbestpractlcesaboYe. 

plenmeetsspeclflc!Stllndards. •DetaHouseendDUR,it,ouldcolleboreteendeg-eeuponthe 

Flnallzath■ .::Lrltymen■g■m■nt 

plen. 

NIAforposl:IYeflndlngs. 

NIAforposl:IYeflndlngs. 

fsP9ciflcstendllrdsthatwlllb11St-thlsprQ111Ct 

INIAfa-poslllY■ flndlngs 

INIAfa-poslllY■ flndlngs 

Open 09/20/19: Accultyhaskeptthe severltyratlngasL.e-.o:12(Moderate). 

Thesecurltymanagementplanhasnotyetbeenflnallzedandalso 

nNds to bll updlll■CI to lndude AWS security plans (from flndlng 

2019.07.IT01). Dat■Hou•plenstocompllltllth■ 9K!Jrlty 

m■negem•ntplanupdetaslnOctob.-2019 

10/25/19:Accultylncr■11s■ dthe-ltyl'llllngfroml..awl2 

(Moderetajtol..aw11f-tlgh)duetoth•n•edfor a plancrcontrolsto 

blllnplac■ andth■ lmpectthatadeleylnlmpl•m■ ntlngth•plenor 

controls would hav. onproJ■ctactlvltl■slndudlngdntlcCll"N9Blon, 

trelnlng, andtastlng. Det■ Hou98clertnedthatthesubmlttlld 

S11CUrity Menag■m■nt Plan onlyC01111rs the DataHou• proJIICl t111m. 

DetaHou• alsoderlfledthatth■y ar■ onlyr■ sponslbl•tcr 

appllcntlon •wrltywhlch they lntand to document In an Appllcatlon 

S11CUrityM11nagementPlan11ndthlt.DURlsr■sponslbleforn■twork 

s■ writy,9K!Jrltyr■,qulrem■nts,ands■ curitycontrols. DURdo■snot 

currentlyh-formalsecurltypolldesbutplenstodeveloppollcles 

In early 2020. DUR also plens to work with ETS to Identify minimum 

security requirements to elltM the eCMS Prqlect to progress as the 

formalpollcleseredeveloped. Necessarysecurltycontrols,it,ouldbe 

decided on and Implemented prier to data migration and tas< 
dependenclesrelatedtosecurltyshouldbeldentlfledlntheprq)ect 

sd'ledule~toflndlng 2019.07.PM13). DLIRshouldelSllconslder 

securitycontrolsforsystemdetaheldbyDataHouse. 

11/22/19: ETSprtwldedSllmeguldanceregardlngAWScontrol 

tower end doud secLrlty fremewor1<conslderatlons. DUR Is working 

wlthEDPSOendETStoldentlfysecurityrequlrementsendevaluate 

security design options. 

12/20/19: DURlsflrstldentlfylngs■ writyr■,qulr-.m■nts(rllferto 

flndlng2019.10.IT02). Noupdat■stor■portonthe.::urlty 

m■negem•ntpla n. 

01/2-4/20: D■t■ HOU98 derifled that •wrltywlll b11 documented In 

daslgnendotherdocumentdellv■rllbl■sendnotln anAppllc■tlon 

S11CUrityM11nag■m■ntPla n. 

AccultywlUcontlnu■ tollVlllulltllth■ 9KUrltym■nag■m■ntplens and 

docum■ nt■ tlon ■s th■y ■r11 flnll lz■ d. 

~ NIA 

~ NIA 

l.l098Cl ■sthlslsaposlllY■ flndlng. 

/20/2019 l.l098Cl ■sthlslsaposlllY■ flndlng. 



.-ernance 2019.07.PG0:2 Risk 

'""'-

.....--,tsReal:ratlon 20111.07.PGOG Risk 

PrQlact 2019.07.PM01 Pollti'.la NIA 

Org■ nlzlllonand 

M....-, 

t'rQlect 2019.07.PM(),4 Issue N/A 
Orgenlrellonand 

M....-, 

Thelackderom-..1executi-..,ste..-lng TheDlltal-lculeproix-iendPrqlect~Plan~1.2)mal<e2019.07.PG02.R1 

commltteeendchangecontrolbo9rd refllllllrlCestoetteerlngcomrnlttee,~,eformtllcomrnltteewanot 

mayllmltthll~dprQ!ect chartwa:I. CU1TW1tly,lhllDCDEx110JttwSporaorlsasslgnedlhllllUthorlty 

gcr.wnanca, In 1h11 Prqftx::t Managanwit Plan to lppn:,¥9 II prg«t changm. 

TlltolXIClea"DataHOl.aacontracttwms TlleproanmM1tofthllSystwnlntt,grator(Sl)forthllllCMSPrQ!ect-s 2019.07.PGOJ.Rl 

maylmlt0Qle,::ti'.laW11uatlonat parformlldbyDUREDPSOandravlnwdbyETS. ThllRFP1nd 
contt'1Ctor"parfcrm■nc11andcontract Dat■HouMconlraCtdoesnotd_.lyoutllnaupllCt«ldeli--ablM, 

llllfllmant. IIWluatlon crlt.-11 for accaptlng deli--ablu. and c:INrdtillnullon at 
rolMandraspom,lblltles. ThartohnalrudybNnconMloncr 

rnls.Jnderstandngs ct.JlltolXIClea"ConlraettM"ms In the ■ms of form 

dMlgn,rtst1ndln.Jlltraci:lng ...... toflndng2019.07.PM09). 

ra,qulramantstrac:klng ...... toflndlng 2019.07.PM1~ Ind 

communlaitlons~toflnd"Sj20Ul.07.PM07). Addltlonaly,thelackd 

speclflc.,;ceptancecrltertahesledto1pprovalofde~th9tdonot 

meetlnckistrysttind.-cls{refertoflndlng20111.07.PM.03). □-tal-lOUM hn 

elreodypreptredcertalnrnan.gementplans1ndP'Qlectdocurnentsend 

htlst,-,amerebletoprovlclngcertalnBddltlon,ldellverables-1 

lhoughthey-enotci--lyn,quredtobytheRFPorcontract.Cleor 

contrecttermssetexpectetlonllfcrdelvereblesandwlll aslstDLIRto 

ensure thatcontrectors fulflll obllgetlons to the st.nds'd d qualtythat Is 
...-,. 

Thtolack.ofguldellnM.chtockllm,1nd Lar~rTprQ111Ctsar•notartogU1aroccurra,caform1eyStltll 2019.07.PG04.R1 

shand prqlld: ISSllb m■yradUCll pl'Qfact departrnants. Ol'tlln tlmn i:rQ1ect raoixcn.,. assigned from within 1h11 

parformarlcaandllfflc:lency. departrnantslhathawowluablaorganlzatlonal1ndopar■ tlonalknowledgl 

1lluretoallgnstatuteswlththeeCMS 

PrQlect rnodernlrellon oqlectl-..,s may 

reducethe~llrnprovements 
thatareac~. 

butdonoth-lhll~prqjactm■naganwnt•xpa,rl9rloa. Having 

11.JldellnMlnd chllckllmand ■ccusto prqlld:da::umerX:sfrom pllltStalll 

prqjacts"Mlllldgrutlybantoflt-•xparlalca:lprqf«:ttums. ETS,as 
1h11 St1t11 of HWllll's IT CJYWslght olTk:a, Is In 11111 bMt position to glth« 

prQlect ■-slnd~tfathguldellnn. 

The eCMS Prqect's prlmarymodernlratlon oqlectM, lsto rncwetoa 2019.07.~.Rl 

peperless and autometed buslneH procew. The,_ system Is being 

deslgnedtoallowfcrelecironlcfllng,routlng,1ndtracklngofforms. 

~,currentdlwblltycompensatlonl\Ututeshavenotbeenrevlwed 

to requk-e that these fcrms ere flied electronlcally by law. kl such, manual 

peperformsmaycontln.ietobesubmlttedbyexternalu~suchu 

clllmants, .-nployars, and lmLranca, companl•. kl thli dr.laloprnant of 1 

portalforpublcfllngwllnotbllglnuntl1Ph■M3,thlsrlsk.lsnot ■s 

lmrnlnant.~, nlhllwaluatlonofpotantlallmpac:ts.collactlonat 

1'Ndbackfromst■ Dlloldars,andthllltiglslalhlaprocaato1rnandst111Jtn 

lsalongprocus,lhlllnltlalplannlngsha.Jldbaglnn_.lyaspcmblliso 

nnot topostpor111crra.ducalhllrNIIDtlonofthllbllnafltsfl'omlhll-_,. 

Aslemble and fcrrnallre., •The size 1nd selection dcomrnlttee rnemblnshould bolancethe 

fexecuttveit-1nijcomrnlttee. ireprnentatlondkeyst■keholdlnwlththeneedforefflclent 

fdt,clslonmaklng. 
•Form■ IZII 1h11 c:onvnlttN mission, rmpomlbll!IM, and thll ~ 

i■ndthtothrMholdsddlodslonsth■tn..:1 cornrnlttNapprow.llna 

ist-lngcommlllNch■n.. 

•Conslderthll~or - dautlng1changacontrolbolrdwlth 

I■ lllmMofthtocommlllNfcrcMtalntypesdd«:lslons. 

Ewlultll 1h1111.-1 fer I contract •Consider Including kiri i:rQlect docun-.nts n deli--ablM such IS 

modl"lcll.lal todarllyconlraet raqulrMwltsm■ naganwntplan andrwqulrlln-.ntstr-■blllty 

imatr1x(RTM)...,..toflndlng2019.07.PM10),rtst1ndlfllllllog 

ltt,r«tollndlng2019.07.PM091,1ndtMtlngdocun-.ntatlon 

•Conslderlncludlngac:Clljlt■rlCa crltairla b~oolndustry 

istar,dards.Foraamplll,thto~crlt.-lacooklbll 

f0"1P'ianc•wllhlnstltut11ofElactrlc:ll1ndElactronlcsEngl­

i(IEEE)29148-2018fora~tr■caablltymatrlxor 

f0"1P'iancewlthlEEE829fcrtestdocl.fflel'ltatlon. 
•Conslderlncludlngll'INIUl1lblesucceHrnetrlcs...,,.,,toflndlng 

2019.07.PGOS). 

•Conslderthe~tooutllnerolesand""P'J"llbll tlesbetween 
lot-Rand Dete~{refertoflndlng2019.07.PM02). 

lnltlalllc~tlonswllhETSto •Dlsciaswh1tral0\Jl'CM,guld1nc•.andshar-.c:li:rQ!ect~Wa.Jld Cloud 

fd9CUSSDURITandprqf«:t.SJpport it-mosthlllpfUltoDUR. 

irlNdsandrnponsl>lltlM. •Dlsciaswh■tprqlld: ■-DURc■npr0'111<Htocontr1butlltothe 

Developeplanendtlmellneto 

1-ncithettatutestoallgnto 
prqlectsldorganlretlonel 

~ 

~tofao»ntrallZlldprqt,Ctm■ n■ganwntlltrary. 

•Conslderlnw>hllngthaprg«t-lngcornrnlttNtoallgnand 

icl■rllyETSvs._.lngcomrnlttNsic-r,lngroln. 

c...., 

ml/20/19: Accultyclecretlsi,cithe-1tynitlngft-oml...eYel2 1(¥25/2019 CloMclNtheeCMSESCw•fOl'TTl91zed. 

(Moden,te)tol..eYel3~.TheeCMSExecuti-..,Steslng 

CommlllN(ESC)wn ■-bledandheldltsflrstmeM:lngOl"I 

Septwnba'"13,2019.Memb«s_.lnformeddthllcommlttN's 

purpou,roles,lnd 11-.nbart■sks,~,thtotypeslnd 

thr9lholdsofd«:ltlonslhat~commlttNappranlorll.tllntlon 
wnnotforrnallDd. Thtonut~nglslCt.duledfcrOctobar11, 

2019. 

10/25/19: Tllto0ctober11,2019ESC~ngwntll'l'11Cti-..lynx1by 

lhllDCDl'rqjectSponsortolhcusskayrltksand lsslasandto1lgn 

lhll.cMSPrqfectdnctlonwlth DURandETSstr■.tllglc:OQftoC:tlYa. 
Thetlnsholdsfcrdaclslonsthatrtoqlllracann,lllN111M1tlon_. 

llsollStablshed. 

09/20/19: DURhasdlddadtoaddra9!hlsflnclngtlT'cughupdM:as /2<Y2019 

ofprqlld:plans. □-tal-louMhnslKMnM1oparnass todawlop 1nd 

contlnuously lrnprow prQjact delvwlblM lncludlng prqf«:t plans. 

Rola and rnponsl>IIIIIM haw, baM1 mDl'II opanly ~ I nd plan 

toblllnccrpor1tlldwllhl nprqf«:tplans.Fun:t..morti.succns ■nd 

qualltymlllrlcs.,.balngdral'llldwhlchwllal9obll1nlddlllonal 

ITlllthodfor- 1u■ tlngcontractcrparform1nc•andflllfllment. 

09/20/19:ETSbagM1sharlngbMtJnCtle;a&1ndla&sonslumed 9/2<Y2019 

with DURlncludlngtaklng thll DUR Prqjec1:M1naga-tospr1nt 

~foranotha"StataprQlact.ETSlsa,,,.,,bllrofthllnawty 

fcrrnlld .CMS ExacutlYII Sta.Ing CommlllN (ESC) 1ndwll u•th9t 

Wlhlclato shar• lalonslumad with DUR. Addtlonaly, DLIRls 

terming a DUR IT si:-,-1ng ComrnlttN to provldll IWa'Slght to all 

DLR IT prqlld:S. Tha OCD Encuti-..Sponsor Isl marnbllroflhat 
DLRconvnlttN ■ndplaratollllrtl.cMSi..,,..1urr..:11nd 

prQ!ecttarnplatMwlthOlharDURITpl'Qfacts. 

ml/20/19: ln201tl,DLIRconvenedaWtrtlngGroup(WGconslltlng /20/20111 

of representatives from v•lous OCD--related st.keholder liTOUP5· 
TheWGprovldosan_,,,..,fcrDLIRtounderstand__,holders. 

concem11andefon.mfortheltal<eholderstolnllntandtheDUR'1 

buslnessprocesslmprovernentslncludlngthe~fcrstatutorly 

mandatedelectronlcclalmflllngs 

DLR planstodr1ftsta11Jtoryc:hangato m■ndltlllllactronlcfllng In 
FY20221,■1T11Ctlw,.Ju ly1,2023). Thlstlm..rram.wasd«:ldadonaslt 

111owsDURtoprmctlYalyln'lohl9stauholdarslnlllltlngproductlon 

■ndprovl~stalwholdarslhll1pproprlat11tlm11torudythtolrtySU,n"II 

fcralllCtronlcfl lng. 

loud asDURwll addrnsthroogh prqlld: 

plMlupdltn. Thlln.-!fercla"ncatlonof 

rolnandrasponslt>IIU..aswallas 

aca,ptancacrltarllandilllCC991T111trlcswll 

conllnulotobllrnonltlndund«tha 

2019.07.PG04 SuccaaMMrlcs. 

2019.07.PM02PrQlact.Crg■ nlDtlon, 

2019.07.PMOl □----lblto~. and 
2019.07.ITO!i Qualty Maregementflndlngs. 

Cloudasdlscunonsoccll"raodwlthETSand 

lhllrlsklsldaq.Jatalyrnlllgltlldwlththto 

pllllllMlau•of ■ctlon. 

CioMc11NDURhtlseplento11gnlt:atut"5 

wltheCMSPrqectoq!ecti-..,s. 

htoDLIRPrqf«:tManagarlsad«lc:l.tlld The DURPrqfed.M1nagarlshardwcrklngand hascontlnual ly NIA N/AforposltlYl,flndlngs. lf'I/Afcrposlttwflndlngs ~ NIA /20/2019 ~nthlslsaposllhlallndlng. 

prqjactlNdwhoworkscolaborll.lYllly demonstrl.tlldda:lk:8.tl01"1tothtoprqfactandan~tolurn 

with lntarnal stakaholdaB. Addtlonaly, tha DURPrQjlx::t.M■nagarhn9011"111atthll nac-■ry 

INdaBhlp qualltles that m■u II« I good prQfact rn■nagar . ti« pOll!h/a 

n■b.nandcollaborltlYllapproac:hdllVlllopstrustwlthand9M:lsfl• 

concamsdm■rrjlrUmllstakaholdars. Thlshasrnltlgltlld101T111oflhll 

communlcltlon I nd OCM risks ~- to flndlngs2019.07.PM07 I nd 

2019.07.PMOB). ~. lhll DUR PrQ!ectM1nagarlsthllonlyfUll-tlm11 

DLRampklyNnslgnedtothto.cMSPrqftx::t 1ndtlw'lllsnot1m'Tk:lent 
■rn01X11. ofi:rQ!ectr-,u-cn fafar toflndlng2019.07.PM14)toi:roparly 

m■nagalhlli:rQ!ect. 

uetel-lou,,.,propo,edesolutlononthelr The □etal-lou,,.,BAFOproposedetecmk:alsolullonthatplannedto 2019.07.PM04.R1 FlnelzetheMOUtoie--egeDHS's 

BAFOwlthoutobtelnlng1wrlttenletter ieYerageDI-IS'sl8MFlleNetenvlronment,~,therewunowrttten fenterprl,,.,llcensesfcrFlleNetand 

oflntllnt~Datal-k:iuN1ndDHS. ■grNmentbllt--.DM:■HouNandDHS th■tSJPPCIUdDHS lnllllltto D1tacap. 

Lnharmortl,lhll.CMSPrQjlx::t supportsh■rlldHnilk:M. Oncllthto.cMSPrQlect-sll"ldarwl.y,thtoMOU 2019.07.PM04.R2 DURshouldl-■dalldlscllfllOl"ISand 

adYlnca:lfor10monlhswltho\Jt1form1ldlsclmlonswllhDHSw■r11prlmartyledbylhllDatal-lol.J•PrQlact in-,gotlat1onsofvwldorcontractscr 

:'!a~=.□:;: ~~~~=~~nic:-~~n:;.ng
thak201-,-.o-,.PM04=-.RJ---~_,=.,~....,=-~~.,-.-..,-,-l--------------l 

SporaortolNdthtodlscLmlonsdulito vlabladulitothtoracentDHSdrMloprnant.MlaltarnM:IYllsolutlonrnust tnksJrlortomcMngror-dwllh 

ha"•parlencawlthDHS. blldatarmlnad...,..toflndlng2019.07.IT01) ■ndprwlously ■ccaptador Mllltarn■ lhlasolutlon. 

drafta:ldeli--ablMmay~tobllupdllllod. AlthoughthllllCMS 

PrQlactwl lnotbll1blli toutl l111 DHS'sl8MFileNatM1vlronn-.nt.thto 
prQlect iKII plans to __.-aga DHS's ...-pr1s1, lk:ton9n fer Fl laNat and 

Dat■c1p. Blll'on, ITKMng ror-d In 1h11 prQlact.. DLR should fln■ IZll 111 

r-■ry ■glW9!Hllts to.,,....thatthll altarn■ ttwsolullonls vlabla ■nd 

i:r---1\nt.-dalays. 

ml/20/19: TheMOUwlth □HSfcr □-tacap andFl lellletllcenlesls /20/2019 

closetobelngflnehed. DURrecei-..,c1 1dreft fromDHSoo 

Septwnba'"1,2019andlt-ssanttothllAtts:KM,yGar.l.l'sornc. 

01"15eptambar17,2019. AccultyhasoblSVadthatDI.Rhllludthl 

contr■ctdlsclmlons 1ndntigOtlatlonswlthAWS. 

loMdNtheMOUwlthDHSlslnproceHto 

beflnlllzedandDLIRlsleaclr,gcontractor 

nagotlatlons.ThllrtlCOIMlllndallonto 

ldentl1'yalla-ltlclltaskswllc01"1tlr1uatobll 

monltcnd und.-thll2019.07.PM13 

Sc:hadul• Managamentflndlng. 



'rQ!ect 2019.07.PMO!I Rl3k 

=and 

BuslnessProc■a 2019.07.PM11 Rist 
_., 

Systam~,2019.07.IT01 _,., -

.....,, 

N/A 

N/A 

lackofcl.-ityonlletal-loose's 

deYelopmentrnethodokl!ilY'""Ynct 
1loworlldequattoly'pr11parto 
stalaholderstopartlclpatlll'Ndlly. 

Det!!Ho.J,,.,l•uslngamodlfledfv;;lle~nt~th.tls 2019.07.PM05.R1 
refllll'Tadto1111"Wat..--Scn..,,-F .... Thlslsac01"11blnatlonofthe-terfal 

andAg .. m.thodslhatd111'111MthafUIIMl:ofl'9Cf.JlrMnlllllSltthl 
bloglrlnlng IXLU9MAglt,uswstcrlMand sp""lntswh .. bulldlnglhll 

scttwara. BnM!onthaaJITWlltprQ!ectplan.lhll.CMSPrqtoet­
suppoadtobeglnthtoBulldstagaofl'hna1 lndln.nsklontothlScrum 
mathodology. Although tha rao»nt DI-IS d....ioprMnt wll lk9ly delay 1h11 

klckafl'ofthlsstaga.tharloartolnUmberofconcsnsrtog■rdlngthto 

transl:lontolhllScruml"l'lllthodolog: 
•Dat■Hoiaahn not:,at.lJl:,d-.inlnedthl number. lenglh,anddlotalls 
oflhllsprlnts. 
•Theprqfectlciladultoal9odoMnttyatl'llrlllC:tthe ■gllll llp'1ntscydMor 

ldentlyr..:ucaswho.-.upecllldtopartlc:lpatl,. 
•Ther■ h-not~c01"11munlcM:lonswlllllhllDURprQ!ecttumand 

stalaholdersr■g■rdlngthlScrumrn■thodologyorlhllrolM1nd 

rMpOmlblltllSthtrjt-.Ylldu"lnglhlsstagaofthtoprqflct. 
•ManydtheD1taHOUMP'Qlectteommembersworkramctalyand..-a 

Formallraanappro■chfor 

fexacutlngScnimphtlsas 

~tatheappro■chfa­

fexacutlngScnimphtlsastoallta... 
rnemb■rsandlmpactld ,,_..,.. 

•Conslderlncklstrybestpractk:esforfv;;llernethoclDloglessuchas 

~ dally standupa, bu"ndown chstl, and fn,quent Ulel" 

fdemonstratlonsandf■-:lbllc:k. 

•Establlshthtobac:klogi:npan,tlonandr■rlnlrnlntproc■n 

•E1t1bllshvlrtualconr.■nclng tools1ndconvnunlcatlonprotocols 

~g■ogaphk:111:,dlstr1butld tum memba"s 
•S■tlhllrumba"andllngthofthlsprlnts. 

•Updat11thlprqtoe:t1c:ti.:1ullf<rsp""lntactlvll:IM1ndnslgn 
ir-:,..-c■sfllf■rtoflndlng2019.07.PM1-4) 

•l~dNrand dlotallld procldurnand rollSand 
~blltllSfa-Scnimtnks...,..toflndng2019.07.PM02) 
•DLIRsho!JldbllndudldlnprQ!ectturn ■c:thlltl■sfllflr toflndlng 

lzo19.07.PM02). 

Notldlntl1ylngandllddr■-lngBPR. Th■rllls noformalplanforBPR.actlYltllS. D■tal-lou9'sapproachtoBPR 2019.07.PM11.R1 ldentryandtrad!BPRopporW'lltll& [This logshould blllJSldto plan Bl'R and dNlgnactlvll:llaand to 
opportunlllMprkrtosystllll'ldlllgnand -tostartwllhthtoaJITWlltstat11proc■9maps.wllll:ttroughthll~ Ina log. fd-iopcont■nttorcomrnii,k:ltlonsandtralnlng. 
~tm■y1'9Cf.1Ulddltlonll wlthltlk9hold■rs.andmalaupd■t■stolhllpromSNSmaps. Narn.Jlt 
lfl'orttocorr■ct. oflhlspr~.D1t11-1o!Jta pr0¥ldldlJIU"1SUt11proc■am■ ps. t-i.:--. 

heoriglnalsolutlonpropol!Klby 
Oat!!Ho.J,,.,lnthelrBAFOtoie-.ge 

1h11 •lsllng DHS FIIINM hosting 

nhmuctur'lllsnolonglrafNslblto 
solullon. 

he Content Man.gem ant design 
documents~ bllsed on l11C01"1'1pleta, 
naccu-l!lta,andoutdlltaclrequlraments. 

T•m Ac:cult:, wn LX11bltotoci--1yundarst■ nd how proc■a■s _. 

~lorllla::lforchanga. rootCIUSIS--~. Ol"proc■SNa-■ 

lmprovld lia.g .. allmlnltlal of-':~-

Buslnessprocasslm~tls1kay~1bltoldlntlfllldlnthllRFP 
andlnD1t11-1o!Jta'scontrac:t.ThaD■t■Hous■ contrac:tstatM!hatthtok■:, 

~abltowllbtlmanlf■st«lthrough: faltM"ttvoughplJ:ofdltllntolhll 
syst11m;fa..-r■-pons1tlml&tor■,qul!tsbyuars.11Ss ■rrorsrtopata,dln 

lhlll)'Stllrn:gr1M.-flubllt:,tom■ li:ll)'Stllrnchanga,s:1ndonllnlac­

and Input by lntam■ I and axt■rnal U911"S. H-.-. 1h11 RFP and contract 
donctclearlyldentl'yhowlhlsdel--.blewllbesupported,-luatad, 
oracceptadbyDLIRfafertoflndng201!il.07.PG03). T'-ashouldbe 
cleardocumantatlon on how the new solution plans on ma11suingand 

achleYlnijkeybusir.-processlmproYementperton,,■ncegosls. 

The IV&V recorrvnendtltlons rn9de at 201!il.07.PG05.R'1, 201!il.07.PG05.ll2, 
trld 2Q19JJ1.PG05.R3 n,gardlng Cle.- • nd me■sinble gt19.ls • nd succa■, 
rnetrk:swllalloaddres!lthlsflndng. 8eiowlsan.clclltlonal 
recomrnerw:kltlontofutherlrnprcwaBPRactlvltles. 

ThereareanumberdltemslntheDIU.Hot..-BAFOti..tarenolongllll" 2019.07.IT01.R1 E\9klateothertotalsolutlon •Consldersolutlonslhlltcouldlncludeothertechnlcalapplk:.atlons CloMcl 
fe■slbleboladonthelnt1b l lt:,toleYer,-getheaxlltlngDHSFlleNat ialtarl'llltlvesforanabrnati.., !lhatcciuldutllzeadl'Jerantchok:eof~uslngdlfl'arent 

lllVlronmlnt. Und«lhllorlgln■ IDJ!lon.DHS"M>Uldmonltorand i90lutlal. ~.pr0¥1de1challplrsokJ:lonf<rthllong.--t■rm,1n.dl'nt■r 

maintain th■ ant■r~lsa IBM FIIIINM lllYlronmlnt. N DHS wll no longlr mpllmentatlon 
bllpr0¥idlng-tothalrlBMFIIIIN■tllllYlronm1111t,DURwll~to •Consld■rthlfolowlng~whk::h llsts20complltltl\llo 

ldentlyr..:ucntollklonthlmonltor1ng and m■ lrltllnanct1oftlMIIBM i■ t«n■ti-tolBM FlleN■t ta-consld■rltlon : 

FIIIIN ■t lnfrastrudlnl. N Datal-loos■ l'IIC:OITVT"III In thll BAFO the on- !w,llw.g2.com/proct.Jc:ts/lbm-flllntot-cont■nt-

pr■mlsl lnstallltlon fa-tha IBM ECM 901utlon dul to lhll c■ptlll'II YOluml 1m■n~lcamp■tl:ors/1bmlU-. Addl!IOl"lll~Ca.Jldl'Nlllt 
andhlgtl.-p■rfor1T1111C1rldoc1m111tfllltr1nsftnavar-thalAN1nd nmort11xtlll1Slwocholc■sgolng f~d. 

1nt11m■1 St■ t1on■1.work.DLIRsha.JldblJ:f'O"'ld«lwllh1tllchnk:ll-l:,sls f.c201=,".o"',.1"'ro°"1.R2=-----+.,,,,.,_.=cc,-c~cc11p1cc•c,~c,,11cc~,c-c,0c,,.._=i,c,1.....,_=cc,.=,m,-,-=,,cc,.~•"'-""'"""'"'"="="'oo.,.,,_=,,-.,._,c----i 
of_.lous901utlonoptlonslh■tlncludM1compartsonrllhll1bmlU- -lyslsrlthlllt■rn■tlwisolutlon ls,::tM.dul..r..:uc■s.91CU"lt:,.mllnt11111nc1andop■r1tlons.l:,SUll!l 

onp■rformanca. lscttw■r■,,hlrdw■rtilnt■gratlonr■qulr.rnents.p■rformlllCli 

Althoughlhlsls!ulirll-tothapropoudhosllnglnfrastructurlisolutlon 
ta-Cont■ntM■n■g■mlllt.thlsls1nopportunlt:,forbothD1t■ HOUS1and 

DLRtoraa-thetotal solution considering a l updatedtechnologb.l 

opportunltlesll'o9illlbletod9.y. DLRshouldensurelhatD■u. Hou"" 
performsu'lldentant1lyllsra!jlal'dlngpolllblealtarn.tlvasoll.tlonoptlons. 
DLRll'lould alsotlkethetlmato perform adequlltadue dllgenca before 

making •n:, decisions. It Is lmporunt ti. thorough-lysls and ac1eq.-ta 
duedllgencelsperformedbeforemovlngforw.-dlntheprqlectlnorder 
toavolduthllll"P'Qlectdel'}'Sandtoen,.,.,,lhlltthedellvareclt:,Stamwll 
meatopenitlon,landstakeholderrequlrements. 

Ca•"'-gementls curren!lylnlhedeslgn~•nddeollgndocurnents 2019.07.IT03.R1 
hevenctbeanprow;lad. TheContantM■ ,-gementDellgl (verK>ll1.0) 

app-ovecl b'j'DLIRon M■:,15,2019. TherecentDHSdeYelopmentwll 

requlredeslgndocumentstobeupdiltaclaftaranaltarm.tlveContent 
Managementhostlnglnfl'lllV\lcl:urasolutlonlsselected. 1-ioweYer,eYen 
prlortothlsde\O,lopment.lheContentM-.gernentdeslgndocuments 
_,a drafted bllsed on raq..lrements documentation that Is lncompleta 

fl!l'erto~201!il.07.PM1~. Then,qulramentsdocumentdefk:lencles 
shouldberamadll.tadlrnrnedlataiy•ndthedeslgndocuments~ 
accordlnolv. 

UpclwltheContentMans,gement 

fdes!gnclocumel'IU 

~ and 1'9Cf.Jlrld lnfr■structurli to ■n,.n, I C01"11pltitll Ind 
lsuc,;as.fulworklng$01u1:lon. 

•Clellll"l:,deflnewt.tneedstobec01"11pletad,whols~bla, 
lst,,p11ta-c01"11pletlon.andtlrnlng. 

•ConslderatlonsforlmpactonP'QlectCOltlncludesCOltsrel■taclto 

ilhefoliowlng: 
Procanlng,sta.geandconnectlYlt:, 
Open.tlngsystemanddlltlbnernanagementllcamlng 
lnterfaclngtechnolo!iil la 
Malnten!ll'lcaandopenitlorltl 
D•tll canter, collocation flld l t laand a-..119.bllt:, requirements 
If It Is decided tlM.t FlleNat ls the IIIOlt COit affectlw and eflldent 

l,olution,renewalandongolngcostsofFlleNetanterprilelk:e...ing 

•Considerations for imp.:ton prqect schedule, time ntlm■tes, •nd 
ir,,,,curcaslnclude: 
*Acqulsltlon.lnstallltlon.andconflglratlonohol'tw.-11nd ... -
*Ongolngmalntlnlncli 1ndop■ratlons(patchlng,updat■sj 

*P■rfarn■rlCliof91CU"lty ■ssnlllWlts 

• Chang■ and conflgt.rltlon managarnant 

IConslderupdatesforreYIMdrequlramentsdocumentst,,t'ar to CloMcl 
lflnci1ng201g.r:J7.PM10)andforthea1temt1ti.o,ContantM•~ 
~lnfrastrUC!.t.nsolutlonfefe,toflndlng2019.07.IT01) 

OW"20/1!il:Accultyheskaptthe-..-ltyratlng ■sla-.o,12f,loderata).1~25/l01!il 

Although D■taHOUM 111111 lncorporatedtheC- M■ nagementspr1nt 

schlodultolntothl~lprQ!ectschlodulto1ndprovldld11igh-llvll 

~ofthll'.:julr.,,..,....,uswstor!MtoblOOY■rld b'j' ■■ch 

sprint. rolMand rnponsl>lllt!Mstll ~toblc1Nr1ydt.rlnldand 
COITIITIUl1lc:ltlld. Thi Cu■ Manag■ment dlYlloprnw,t lNm 1'olows I 

clnsk: Scrum modal and plans to darlly rolM and rnponslbllltlM of 
ProductOwr-.sandus■rs.hownMtl'9Cf.Jlrtor!wnlSwllbtl1pprovld 

and pr1orltla::I, and ICClljltallCaalt■rladu"lngthlnHtUSWr■Yllw 

andEplc2. ThaCont■ntM■ nag■rn■nt~turnl'ollowsa 

s.-nl-■gllllprocassanddraftld ■n~da::um■ntofthltum's 

changaman■glll'lllltpractlcM. 

10/25/19: TIMICn■ Man■glll'lllltdlY■lopmlnttMmheldatralnlng 

fa-thlDURProductOwr-.stoprovldaana..wvi-ofthlScrum 
mathodologyandlhllProductC>wr-.rollandr■sponslbllllM. 

Cloleclasthe5crll'T1rnethodolog:,h■sbeen 

for,..., lzed andwaSC01"111T ... ,11,h:;.tedtothe 

DUR ■CMSProductOwr-.s. The 
racomm■ndatlon to comrnunlcltll thl 
rnllthodolog:,toallmpactldltlk9hold■rs 

wllcontlnuatoblmonlta'ldund■rthl 

2019.07.PMOJ Stalahold■rComlTUlk:ltlons ........ 

09/20/19: Acwlty hnkllptthl~ r■ llng nl.lWll 2{Mod■r ■tal 12/20/2019 loud ■s~storllsl'Nllltlnglnslgnl'lclnt 

na procusortoolfa-tracklng BPRchangMforfUtur■ BPRc■n bl ldllntlflld f<rcommunlc:lltlons 
communlclltlonslndln.lnlnghnnttbllala.Mlod. andtrllnlrlg. 

10/2S/19and11/22/19: BPR.oppalU"lltlNcontlnuatobtldlsc~ 
du1ngsp""lnt9MSlons.~.ld1111tllledopportunltlllsartonot 
f<rmallytrackld. 

12/20119: TIMICn■ Man■glll'lllltu.-staytract■r tool ldllntlfl■s 

which us.- ltorlN r~bd In BPR 

OW"20/1!il: ln.July201g,1JetaHou,,.,presantedAWSasapotentll.1 /20/201g 
a1ter119.ti..,so1ut1on. ThepropoaeciAWSsolutlon-comp.-aclto 

■noth■r cloudllOlutlon. t.taoscn.Azln. In rnp■c:tstoto1t1nd 
p■rformlllca.D1t■ HOUS1r...i-:lthtollstlngrlcont■n t 

m■nagamentsolullons J:f'O"'ld«l b:,Accult:,and concludldthltlBM 
FIIIIN ■t-sthtobatsokJ:lonf<rthlsprQflct. ~.no formal 
■nalyslsw■sprap■rld . DLIRapprowdAWS nlhllrtopl■clll"ill'it 

hostlnglrtrntructur■ KJlutlonlffllCIIYllyr■rnldlltlngthllnlbllt:,to 

i--agat11aDHSFlleN■t1111Ylron1M11tlalti. 

Accult:,hldalsorliCOIT"illltlllhatac:ornpr■harlsl\tllchnk:11 

■nalyslsbtl prap■rlidonthartopl--..ntlOlutlon.~.DLR 

dtiCldld not to formal:, documentthto lllllylls ■s thll:, .-. 
comtat■ bltowllhlhllslllctlonbnldonr■-:llngofAWS 

whltap1p■rs.lhlllnhrmltlonprovldedb'j'D1t■ HOUS1.and 

dlsclmlonswllhETSandEDPSO 

()g/20/19: Accultyclecreasedthe-1tynitlngfr01"111..eYe11~h) 1~25/l019 
to l.eYel 2 (Moder.ta). Dau.Hot..- updated the Contant 
Man.gement Deslg, Document to Include acldltlon9.1, mora detailed 

requirements. NnotadaboYe•tflndlng2019.07.PM10.Dllu.Hou"" 
lslnlheproceHdupdatlngtherequlrementsdocumentatlonto 

l

:lndude•lraqulrementsfromlheDatli-k:>u•contract 

1~20/19: TheContentMans,gementDeslg,Document{vs-slon1.2) 
_,updatedtoraflneoradclrequlraments. 

CioMc11111araplecamentsolutlonwa1 
apprcwedbyDLIR./>eacomprehenslva 

-lyslswnnotpr■pandandlhll'lilsstlll 

11Ndforlddltlalaldar1flcltlonr■gardlng 

c■rta1nnpectsofthtor11placlmentllOlutlon. 

Acwlt:,wllcontlnuato monitor plans ta 
AWS91Ci.ltyln:l.-flndlng2019.07.IT07. 
AWS M&0 roles and r■lpOllSlbl ltllls und.­
lhll r.¥ prallmlnary concam 2019.10.IT02, 

and AWS COltS und■r flndlng 2019.07.PM12. 

CioMc11111theContentMans,gementdeslg, 

documentsaren151Jler1yupdatedasd'M.nges 
to raq..lrements ..-a made. The 
complater..dthedeslg,wlthrespec:tto 
contractraqulramantswllcontlnuetobe 
monltoradund..-the2017.07.PM10 

raqulramantsflndlng. 



lettiC~ 20111.07.IT04 NIA ContentMtntgementdat..con,s-slon Ct1•"'-gementlscurrent1ylnthedeslgn~•nddatll~ 2019.07.IT04.R1 
pi., that Is btlsed on Incomplete, documents i.ve not btl chf'ted. The Content Mar.gement COIIYllf"Slon 

nacc:u-1t11,andoutdlltKl1'.:julr......-its lllldMlgatlon(ll,M"slon0.O)documentwascral'taodbyDat11.H0US11011Ju1111 

maylmpectthadatamlgn.llondtillgrl 13,2019butwasnotyatapprowdbyDUR. Thllda::um«JtwasdraftKI 

procau and r-.qun llddltlonal llffort to based on rwqulrMn1111ts docunwntll.tlon that Is lncanplt,tl, tw,r. to flndng 

con-.ct. 2019.07.PM10j. Fi.nt.mcn,U.Contw1tManagllffilllll:Cal\W'Slonand 

Migration t-"slon o.~doa.mentlnciudlKI artstthltchangmtothto 

ra,qulrarnantsaftlll"acartalnpolntlnthtoprqftoc:tmaycautaaddltlonal 

llffort.tor.-l'llctorthtomlgatlondNlgnproc-. 

Asdata~slon lsthtoprocaurlconwrtlng dltll t'Oln011119DU'Cllto 

sultthtol'jStllllll'9Cf.JlrMnlllltsofanott.",ltlslmportantthatlhlldata 

~ pl111lsba.:lonaccurat11syst91T1r11Cf.Jnments. Tha 

ra,qulrarnantsdocumentdel'lclencles (r.r.rtoflndlng 2019.07.PM1~ 

shouldbllrwrnedlatallrnrnadlatlllyandthtodat11.~planupclata,d 

accordingly. 

Update the Content Mans,gement !Consider updates for n,ylsi,cl n,qurements documents pfer to 

fdataconverslonplan. !ri,,dlng20111.07.PM10). 

Oll/20/19:Accultyhakeptthe~ratlngule-.o,I2(Mocis'at,,).11/22/2019 

The ContentMan.gementConvs-slon and M9"atlon Pltln t,,erslon 

1.1)wasupdlhd on OMIS/19 bttorlothaContw1tManagllffilllll: 

DMlglDociinant{-wn1.1)wnupdlltKlai09/15/19tolnclude 

llddltlonaldmlgrlrtoqUlramarlts. Changnto~shouldbll 

IIW!uatlldfcrthalmpac:tsonthllcorr.wslonandmlgatlonplansand 

1h11 detailed 1:11.xooany mapping. 

10/25/19: Da1:11.1-1oiaa-1uat.:1thar.¥1'.:julreme!Uand 

~mln.:lthatlherlolsnolmpacttothtohlghi-'Contant 

Managernentconwrslon~lncludedlnthaCorwslon 

lllldMlgatlonPllln. 

11172./19: Accultyr~thatHOllOlnymapplngwllhthtoprlnwy 

stauholderandcontlrmadthatchanga,slnl'jStllllll'.:julrerllllntswll 

not h- a significant Impact on tha Contwlt Managllll"llll't data 

~ plan BS the legllcy,ystem hasNmlted dtltafleldslhat.., 

CUTentlyused 

CloMcl Ncllar'lge5 In ')'Item req.,lrements 

donottiw-i-toslgnll'k:antlylrnps,ctthe 

Ca1t111t Managament data c~ plan. 



Appendix E: Prior IV&V Reports 

AS OF DATE 

06/30/19 

09/20/19 

10/25/19 

11/22/19 

12/20/19 

Initial On-Site IV&V Review Report 

Monthly On-Site IV&V Review Report 

Monthly On-Site IV&V Review Report 

Monthly On-Site IV&V Review Report 

Monthly On-Site IV&V Review Report 
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Appendix F: Comment Log on Draft Report 

DUR DCD eCMS Project: IV&V Document Comment Log 

ID# Page# Comment 
Commenter's 

Acculty Resolutlon 
Organization 

1 11 During the February 10, 2020 meeting to walkthrough the DataHouse Accuity changed the reference on page 11 from "Data House's 
January 2020 IV&V Monthly On-Site Report Draft, a Application Security Management Plan" to "DataHouse's 
verbal request was made to correct the reference to security documentation" and updated the status for the 
"DataHouse's Application Security Management Plan" on related finding 2019.07.IT07 in Appendix D. 
Dage 11. 

2 
3 
4 
5 

6 
7 

8 
9 
10 
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