TESTIMONY OF
THE DEPARTMENT OF THE ATTORNEY GENERAL
TWENTY-NINTH LEGISLATURE, 2018

ON THE FOLLOWING MEASURE:
H.B. NO. 2318, RELATING TO CONFIDENTIAL PERSONAL INFORMATION.

BEFORE THE:
HOUSE COMMITTEE ON JUDICIARY

DATE: Wednesday, February 7, 2018 TIME: 2:00 p.m.
LOCATION: State Capitol, Room 325

TESTIFIER(S): Russell A. Suzuki, First Deputy Attorney General, or
Lance Goto, Deputy Attorney General.

Chair Nishimoto and Members of the Committee:

The Department of the Attorney General ("the Department™) appreciates the
intent of this bill, prefers the content of House Bill No. 1775, and recommends
amendments.

The purpose of this bill is to amend the definition of "confidential personal
information," in section 708-800, Hawaii Revised Statutes (HRS), to address the
concerns of the Hawaii Supreme Court, in its decision of State v. Pacquing, 139 Hawaii
302 (2016). In Pacquing, the court found that part of the definition of "confidential
personal information” was unconstitutionally vague as it relates to the offense of
unauthorized possession of confidential personal information, in section 708-839.55,
HRS.

This is a bill from the Administration package, and the Department is thankful that
the Committee scheduled this bill for hearing. But the Department has decided to
support House Bill No. 1775, which was submitted by the Honolulu Prosecutor.

House Bill No. 1775 is preferred because, with greater specificity, it identifies and
protects more personal information in which a person has a significant privacy interest.
Consequently, we recommend that the amended definition in House Bill No. 1775 be
substituted for the definition in this bill.

The Department respectfully requests the Committee pass this bill with the

recommended amendments.
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THE HONORABLE SCOTT Y. NISHIMOTO, CHAIR
HOUSE COMMITTEE ON JUDICIARY
Twenty-Ninth State Legislature
Regular Session of 2018
State of Hawai'i

February 7, 2018
RE: H.B. 2318; RELATING TO CONFIDENTIAL PERSONAL INFORMATION.

Chair Nishimoto, Vice Chair San Buenaventura, and members of the House Committee
on Judiciary, the Department of the Prosecuting Attorney of the City and County of Honolulu
(“Department”) submits the following testimony, supporting the intent of H.B. 2318, and
respectfully asks the Committee to adopt the alternative language of H.B. 1775, which is part of
our Department’s 2018 legislative package.

The purpose of H.B. 2318 is to address a 2016 decision, State v. Pacquing (139 Haw 302,
389 P.3d 897, 12/9/16), in which the Hawaii Supreme Court held that—as currently written—
certain parts of the definition of “confidential personal information” are unconstitutionally
vague. Specifically, the Court found it vague to include, as examples of confidential personal
information, “a password or other information that is used for accessing information, or any
other name, number, or code that is used, alone or in conjunction with other information, to
confirm the identity of a person.”

While H.B. 2318 proposes to address the Court’s concerns by simply deleting any
reference to passwords, the language of H.B. 1775 would also address the Court’s concerns, but
would do so by narrowing and clarifying the circumstances under which a password constitutes
confidential personal information. In addition, language from H.B. 1775 would add several
other types of information that should also be considered confidential (e.g. credit card numbers,
medical record numbers).

The term “confidential personal information” is used in prosecuting the offense of
Unauthorized possession of confidential personal information (HRS §708-839.55). Essentially,
it is illegal to possess certain types of information without proper authorization, such as another



person’s driver’s license number or social security number, SO the definition of “confidential
personal information” informs people of what information they are not allowed to possess.

Today, the average person would likely agree that the usernames and passwords that
“provide access to [their] credit card account, medical records, or depository, investment, or
credit account” are highly confidential, and would not want that information to be known to
anyone else without express permission. Because usernames and passwords now provide direct
access to some of our most personal information and/or valuable assets—often without having to
know any account numbers at all—the Department strongly believes that these items should be
protected and included as examples of “confidential personal information.”

In order to satisfy the Hawaii Supreme Court’s concerns about vagueness, the
Department does believe it is necessary to narrow and clarify the circumstances under which
passwords (and usernames) qualify as confidential personal information. To this end, the
language of H.B. 1775 specifies that usernames and passwords are only considered confidential
personal information if, “when used in conjunction, [they] provide access to a person’s credit
card account, medical records, or depository, investment, or credit account.” At the same time,
however, usernames and passwords are now such an everyday occurrence, and such commonly
understood terms, that the Department believes it is unnecessary—and possibly even
confusing—to further define these terms within the definition of confidential personal
information.

For all of the foregoing reasons, the Department of the Prosecuting Attorney of the City
and County of Honolulu supports the intent of H.B. 2318, and urges the Committee to adopt the
alternative language of H.B. 1775. Thank you for the opportunity to testify on this matter.
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HOUSE OF REPRESENTATIVES 2318
TWENTY-NINTH LEGISLATURE, 2018 H . B . N O . Proposed
STATE OF HAWAII H.D.1

A BILL FOR AN ACT

RELATING TO THE DEFINITION OF CONFIDENTIAL PERSONAL INFORMATION.
BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF HAWAII:

SECTION 1. Section 708-800, Hawaii Revised Statutes, is
amended by amending the definition of "Confidential personal
information”" to read as follows:

""Confidential personal information" means information in

which [aar—dndividuat] a person has a significant privacy
interest, including but not limited to a person's
entire driver's license number[+—=a] or social security number [+

an]; the entire identifying number of a person's depository,

investment, or credit account [—abanrk accountnumber,—a

passwordy]; a person's entire credit card number or medical

record number; or a username and password that, when used in

conjunction, provide access to a person's credit card account,

medical records, or depository, investment, or credit
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H.B. 2318 Proposed H.D.1 (2/7/18) — Honolulu Prosecutor’s office



SECTION 2. This Act does not affect rights and duties that
matured, penalties that were incurred, and proceedings that were
begun before its effective date.

SECTION 3. Statutory material to be repealed is bracketed
and stricken. ©New statutory material is underscored.

SECTION 4. This Act shall take effect upon its approval.

INTRODUCED BY:

H.B. 2318 Proposed H.D.1 (2/7/18) — Honolulu Prosecutor’s office



TESTIMONY OF THE AMERICAN COUNCIL OF LIFE INSURERS
IN OPPPSITION TO HOUSE BILL HB 2318, RELATING TO CONFIDENTIAL
PERSONAL INFORMATION

February 7, 2018

Honorable Representative Scott Y. Nishimoto, Chair
Committee on Judiciary

State House of Representatives

Hawaii State Capitol, Conference Room 325

415 South Beretania Street

Honolulu, Hawaii 96813

Dear Chair Nishimoto and Committee Members:

Thank you for the opportunity to testify in opposition to HB 2318, relating to Confidential
Personal Information.

Our firm represents the American Council of Life Insurers (“ACLI”), a Washington, D.C., based
trade association with approximately 290member companies operating in the United States and
abroad. ACLI advocates in state, federal, and international forums for public policy that
supports the industry marketplace and the policyholders that rely on life insurers’ products for
financial and retirement security. ACLI members offer life insurance, annuities, retirement plans,
long-term care and disability income insurance, and reinsurance, representing 95 percent of
industry assets, 93 percent of life insurance premiums, and 98 percent of annuity considerations
in the United States.

ACLI and its member companies believe that an individual’s personal information should remain
private and confidential to protect not only the individual’s privacy but to prevent the theft of his

property.

HB 2318 proposes to amend the criminal definition of “Confidential Personal Information”
currently set forth in HRS Section 708-800 of Hawaii’s Penal Code relating to offenses against
property rights.

As currently drafted, however, HB 2318 would make the simple disclosure of a person’s entire
driver’s license number or credit card number, for example, without other information that
identifies that person a crime.

ACLI suggests that the bill be revised by inserting the text highlighted below:

“Confidential personal information” means information in which an-adividual a
person has a significant privacy interest, including but not limited to a person's
first and last name in conjunction with that person’s entire driver's license
number;-a or social security number-an , the entire identifying number of a
person's depository, investment, or credit account,-a-banrk-aceeunt-number—a
password; ; a person's entire credit card number or medical record number; or a




username and password that, when used in conjunction, provide access to a
person's credit card account; medical records, or depository, investment, or credit

Again, thank you for the opportunity to testify in opposition to HB 2318, relating to Confidential
Personal Information.

LAW OFFICES OF
OREN T. CHIKAMOTO
A Limited Liability Law Company

Oren T. Chikamoto

1001 Bishop Street, Suite 1750
Honolulu, Hawaii 96813
Telephone: (808) 531-1500

E mail: otc@chikamotolaw.com



HB-2318
Submitted on: 2/5/2018 2:17:45 PM
Testimony for JUD on 2/7/2018 2:00:00 PM

Submitted By Organization Test_lfler Prese_nt at
Position Hearing
| Javier Mendez-Alvarez | | Support | No

Comments:
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