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Written Testimony of Jim Halpert 
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LATE 

RE: SB 1186 - Relating to Personal Information -Requesting Amendments 

Dear Chairs Dela Cruz and Baker, Vice Chairs Nishihara and Taniguchi and Members of the 
Committees: 

Thank you very much for the opportunity to testify on Senate Bill 1186 Relating to Personal 
Information. 

The State Privacy & Security Coalition is comprised of 25 major technology and media 
companies and 6 trade associations representing companies in the technology, media and 
advetising sectors. We have worked actively on nearly all of the 47 breach notice laws, and we 
share your goal of informing consumers about breaches that create a risk of identity theft or 
fraud. 

To improve this bill, we have three requested changes: 

I. On page I, line 11 , we propose inserting " in combination with any required" after "credit 
or debit card," to clarify that notice is not required when a credit card number alone is 
breached. Without additional information, such as an access code or expiration date, 
credit card numbers cannot be processed, even if the cardholder's name has also been 
breached. Therefore, name + credit card number poses no risk of harm to consumers. 

2. On page 2, line 5, we propose deleting ", or any information in an individual ' s 
application and claims history, including any records of appeal." "Information related to" 
an application or claims history is vague and overbroad. It would include any 
information on the form, including information that is already covered under the personal 
information definition (e.g., name) and information in the public domain (e.g., date of 
birth and address) that poses no risk of identity theft or fraud . 

3. Finally, on page 3, line 1, we propose inserting: "In the case of a security breach 
involving personal information defined in Section 487N-l (6), the business or government 
agency may comply with this section by providing the security breach notification in 
electron ic or other form that directs the person whose personal information has been 
breached promptly to change his or her password and security question or answer, as 
applicable, or to take other steps appropriate to protect the on line account with the 
business or government agency and al l other online accounts for which the person whose 
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personal information has been breached uses the same user name or email address and 
password or security question or answer." 

For email account and password breaches, this language would be far more helpful to 
consumers and is better for online security than the notice currently required in the bill. 
Notice to the state resident quickly to stop using the password at thi s account and all 
other accounts where the state resident uses it is the optimal security step to take in the 
case of a password breach. In fact, it reflects best practices. It is also consistent with 
California ' s breach notice law, which was the first to include username/password in its 
law. See Cal. Civ. Code§ 1798.82(d)(4). 

By contrast, the notice that is required for breach of other data elements in the bill is far 
less useful and would do nothing to solve the security problem posed by breaches of user 
name or email address and password or security question and answer. Warning users to 
check accounts for fraud would in almost all cases be superfluous because the breach of a 
non-financial account does not create a risk of fraud against the state resident. However, 
this sort of breach does create a risk that the resident's on line account will be hijacked to 
launch of cyber attack or to attempt to defraud other lnternet users. These risks would in 
no way be addressed by checking the state resident's credit accounts, but would be solved 
by the state resident ceasing to use the same password or other authenticator to the extent 
that they are for non-financial accounts. 

Please feel free to contact us if you have any questions or would like to discuss our concerns in 
greater detail. We thank you for addressing this important issue and would be happy to assist as 
the bill moves forward. 

Respectfully submitted, 

James J. Halpert 
General Counsel 

500 8th Street NW 
Washington, DC 20005 
(202) 799-4000 
J im.Halpert@dlapiper.com 
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THE SENATE 
TWENTY-EIGHTH LESIGLATURE, 2015 
STATE OF HAWAII 

S.B. NO. 1186 

A BILL FOR AN ACT 

RE LATING TO PERSONAL INFORMATION. 

BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF HAW All: 

1 SECTION 1 . Sect ion 487N - l , Hawai i Revised Statutes , i s 

2 ame nded by amending the definition of " pe r so nal informat i on " to 

3 r ead as follows : 

4 "" Pe r sona l i nformation " means an i nd i v i dual ' s f i r st name or 

5 f i rs t i ni t ial and last name in comb i nation with any one o r more 

6 of the following data element s , when e i ther t he name o r the data 

7 elements a r e not encrypted : 

8 ( 1) Social secur i ty n umber ; 

9 (2) Driver ' s l i cense numbe r o r Hawaii ident i f i c at ion card 

1 0 numbe r ; [er] 

11 (3) Account numbe r, c re d i t or debit ca r d numbe r, in 

12 combination with any required 1 access code , or password 

13 

14 

t hat would p e r mit access to an indi v i dua l' s financia l 

account [...,- ] i_ 

1 Pa yme nt card number without expira tion da te c a n no t b e u s e d t o e nga g e in a f r audul e nt 
payment card transact ions . Furthe rmore , name plus p a yment c ard data with o r wi t h ou t 
s e c ur i ty code i s not enough to c ommi t I D t heft without a governme nt I D numbe r . 
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JjJ._ Medical information, including but n o t limited to any 

informat i on regarding an individual ' s medical history, 

mental or physical condition, or medical treatment or 

diagnosis by a qualified health care professional ; 

JjJ__ Health insurance information, including but not 

limited to an ind i vidual's health insurance policy 

number or subscribe r identification number , any unique 

identifier used by a health insurer to identify an 

i ndividual , or any inforFRation in an individual's 

application and claims history, including any records 

of appeal ; 2 or 

Jil An online user name , email address, or social media 

user name or other identifier of a social media 

account that when used in combination with a password 

or security question and answer would permit access to 

an online account. 

2 urnformati on re l a t e d to" an application or claims history i s vague and 
overbroad . I t woul d inc lude any info rmat i on on the form , includi ng 
i n format i o n t hat is already covered under the pers ona l in f o r mat ion d efi n ition 
here (e . g ., name) and i nformat ion in t h e publ ic doma i n (e . g ., da t e o f birth 
and addr e ss) tha t p o se s no ri sk of identity theft or fraud . 
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1 " Personal information" does not include publicly available 

2 information that is lawfully made avai l able to the general 

3 public from fede ral, state , or local government records." 

4 SECTION 2. Section 487N-2, Hawaii Revised Statutes , is 

5 amended by amending subsections (a) to (e) to read: 

6 " (a) Any business that owns or licenses personal 

7 information o f residents of Hawaii, any business that conducts 

8 business in Hawaii that owns or licenses personal information in 

9 any form (whether computerized , paper , or otherwise) , or any 

10 government agency that collects personal information for 

11 specific government purposes shall provide notice to the 

12 affected person that there has been a security breach follow i ng 

13 discovery or notification of the breach . The disclosure 

14 notification shall be made without unreasonable delay , 

15 consistent with the legitimate needs o f law enforcement as 

16 prov i ded in subsection (c) [of this section], and cons i stent 

17 with any measures necessary to determine sufficient contact 

18 informat i on , de t ermine the scope of the breach , and r es tore the 

19 reasonable integrity , security , and confidentiality of the data 

20 system. Notification shall be made no later than forty - five 
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1 days following the determination of the breach, unless provided 

2 otherwise i n this section. 

3 (b) Any business l ocated in Hawaii or any business that 

4 conducts business in Hawaii that maintains or possesses records 

5 or data containing personal informat i on of residents of Hawaii 

6 that the business does not own or license, or any government 

7 agency that maintains or possesses records or data conta ining 

8 personal informat i on of res i dents of Hawaii shall notify the 

9 owner or licensee of the information of any security breach 

10 [imroediately] no later than ten days following discovery of the 

11 breach, consistent with t he legitimate ne e ds of law enforcement 

12 as provided in subsection (c) . 

13 (c) The notice required by this section shall be delayed 

14 if a law enforcement agency informs the business or government 

15 agency that not i fication may impede a criminal invest i gation or 

16 jeopardize national security and requests a delay ; provided that 

17 such request is made i n wr iting, or the bus i ness or government 

18 agency documents the request contemporaneously in writing , 

1 9 including the name of the law enforcement officer making the 

20 request and the officer's law enfo r cement agency engaged in the 

21 i nvestigation . The notice required by this section shall be 
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1 provided [without unreasonable delay] pursuant to subsection (a) 

2 or (b) after the law enforcement agency communicates to the 

3 business or government agency its determination that notice will 

4 no longer impede the investigation or jeopardize national 

5 security. 

6 (d) The notice shall be clear and conspicuous. The notice 

7 shall include a description of the following: 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

(1) 

(2) 

( 3) 

The incident in general terms; 

The type of personal information that was subject to 

the unauthorized access and acquisition; 

The general acts of the business or government agency 

to protect the personal information from further 

unauthorized access; 

(4) A telephone number that the person may call for 

further information and assistance, if one exists; 

[-a-R4] 

(5) Advice that directs the person to remain vigilant by 

rev iewing account statements and monitoring free 

credit reports[~]~ 
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1 Ji.l If the information is possibl e to determine at the 

2 time the notice is provi ded, then any of the 

3 fo llowing : 

4 J!2)_ The date of the breach; 

5 ~ The estimated or approximate date of the breach; 

6 or 

7 ~ The range of possible dates within which the 

8 breach occurre d . 

9 (Jl.. Whether law enforcement caused a delay in 

10 noti f ication , if the information is possible to 

11 determine at the time the n ot ice is provided; and 

1 2 ~ If the breach exposed a c ivi l identi fi cat i on card 

13 number or social security number, the contact 

14 information for maj or credit reporting agencies. 

15 (e) For purposes of this s ect ion, notice to a f fec t ed 

16 persons may be provided by one o f the following me t hods : 

17 ( 1) Written notice to the last available address t he 

18 b u siness or government agency has on reco r d ; 

19 (2) Electronic ma i l notice, for those persons for whom a 

20 business or government agency has a valid electronic 

21 ma il address and who have agreed to receive 
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1 communications electronically if the notice provided 

2 is consistent with the provisions regarding electronic 

3 records and signatures for notices legally required to 

4 be in writ ing set forth in 15 U.S.C. section 7001 ; 

5 provided that in the case of a security breach 

6 involving personal information including or involving 

7 the login credential of an email account, the business 

8 or government agency shall not provide notification of 

9 the breach to that email address and shall instead 

10 provide notice by another method set forth in this 

11 subsection ; 

12 (A) In the case of a security breach involving personal 

13 information defined in Section 487N-1(6), the business 

14 or government agency may comply with th i s section by 

15 providing the security breach notification in 

16 electronic or other form that directs the person whose 

17 personal information has been breached promptly to 

18 change his or her password and security question or 

19 answer, as applicable, or to take other steps 

20 appropriate to protect the online account with the 

21 b u siness or government agency and all other online 
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accounts for which the person whose personal 

information has been breached uses the same user name 

or email address and password or security question or 

answer. 3 

(3) Telephoni c not ice, provi ded t hat conta c t i s made 

d i r e c t l y wi th the a f fec t ed pers ons ; a nd 

( 4) Subs ti t ut e notice, if the busine s s o r government 

agency demonst rates tha t the cost o f providi n g no t ice 

wou l d e x c e e d $100 , 000 or tha t t he a ffected class o f 

subject persons to be n o t i fi ed e xce e d s two h undred 

t h ous a nd , or i f the b u siness o r government agen cy does 

3 The language we propose is far more helpful to consumers a nd is far better 
for online security than the notice currently required in the bill for email 
account and password breaches . Notice to the state resident quickly to stop 
using the password at this account and al l other accounts where the state 
resident uses it i s the optimal security step to take in the case of a 
password breach . In fact , it reflects be s t practices . I t is also consistent 
wi th Ca l i f o r n i a ' s breach notice l aw , which was t he f i rst to incl ude 
username/password in its law . See Cal . Civ. Code§ 1798 . 82(d) (4) . 

By contrast , the notice that is required for breach of other data elements in 
the bill is far less useful and would do noth i ng to solve the security 
problem posed by the breach user name or email address and password or 
secu r ity que stion and answer . Warning users to check accounts for fraud 
would in almost all cas e s be superfluous because the breach of a non-
f inancial account does not create a risk of fraud against the state resident . 
However , this sort of breach does create a risk that the resident ' s online 
account will be hijacked t o launch of cyber attack o r to attempt to defraud 
other Inte r net users . These risks would in no way be addressed by checking 
the state resident ' s credit accoun t s, but would be solved by t he state 
resident ceasing to use the same password or other authent icator to the 
extent that they are for non-financial accounts . 
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1 not have sufficient contact information or consent to 

2 satisfy paragraph ( 1) , ( 2) , or ( 3) , for only those 

3 affected persons without sufficient contact 

4 information or consent, or if the business or 

5 government agency is unable to identify particular 

6 affected persons, for only those unidentifiable 

7 affected persons. Substitute notice shall consist of 

8 all the following: 

9 (A) Electronic mail notice when the business or 

10 government agency has an electronic mail address 

11 for the subject persons; 

12 (B) Conspicuous posting of the notice on the website 

13 page of the business or government agency, if one 

14 is maintained; and 

15 (C) Notification to major statewide media." 

16 SECTION 3. Statutory material to be repealed is bracketed 

17 and stricken. New statutory material is underscored. 

18 SECTION 4. This Act shall take effect on July 1, 2015. 

19 
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Report Title: 
Personal Information ; Security Breach ; Not i fication 

Description: 
Expands definition of "personal i n f o r mat i on " and establ i shes or 
amends the timeline by which a bus i ness or gove r nment agency 
must not i fy persons a f fected by a secur i ty breach of personal 
in f ormat i on . Spec i fies addi tional i n f ormation requi r ed i n 
noti fication f ollowing cert ain security breaches. Prohibi t s the 
u se of email as a means of not i f ication of a security breach i f 
logi n credentials for emai l were compromised . 

The summary description of legislation appearing on this page is for informational purposes only and is 
not legislation or evidence of legislative intent. 
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