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RELATING TO INCIDENT RESPONSE

Chairs Wakai and Mercado Kim, Vice Chairs Slom and Thara, and Committee Members:

I am Todd Nacapuy, Chief Information Officer (CIO) of the State of Hawai‘i, testifying in support
of H.B. 2755, H.D. 2, which requires the CIO to develop and maintain an incident response plan to
cyber attacks for each Executive Branch department and sets out the scope of an incident response
plan.

The new language in H.R.S. Section 27-43.5 proposed by this measure is but one of several key
requests pending in this Legislature that will permit ETS and the departments to significantly
improve the cyber security of State government.

Other measures include:
1) new language in Section 27-43 proposed by S.B. 2807, S.D. 2, to improve information
technology governance and security, as requested by the Legislature in Act 119, Session
Laws of Hawai‘i 2015; and
2) additional skilled security positions requested in the Executive Supplemental Budget to carry
out provisions of this bill and to perform 24/7/365 cyber security functions that are now
conducted only during regular business hours due to limited staff.

In addition to supporting H.B. 2755, H.D. 2, we respectfully request that this committee consider
these other proposals that collectively are critical to building the State’s cyber security program,
which protects all three branches of government that today share a common access point to the
Internet where most cyber threats originate.

Thank you for this opportunity to testify.
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Chairs Wakai and Mercado Kim, Vice Chairs Slom and |hara, and the Members of the Senate
Committees on Economic Development, Environment, and Technology, and Government
Operations.

| am Major General Arthur J. Logan, State Adjutant General and the Director of the Hawaii
Emergency Management Agency. | am testifying in support of House Bill 2755 HD2

The increasing potential for security breaches and cyber-attacks threaten the executive branch's
information and communications networks. The development of incident response plans will
guide the state departments and agencies to mitigate and recover from cyber-attacks.

Thank you for allowing me to testify in support of House Bill 2755 HD2.



