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Bill No. and Title: Senate Bilt No. 729, Relating to the Internet Privacy 

Purpose: Requires operators of commercial websites or online services that collect personally 
identifiable information through the Internet about consumers in the State who usc the websites 
or online services to conspicuously post their privacy policies on their websitcs or through any 
other reasonably accessible means. 

Judiciary's Position: 

The Judiciary supports the intent of the bill to protect personal information, but wishes to 
point out that the definition of "pcrsonaJly identifiable information" is inconsistent with the 
definition used in other statutes. To the extent possible. it is helpful if a single definition is used 
so as to minimize confusion. Also, we would suggest that the bill does not address requirements 
for operators of mobile application and that inclusion should be considered. 

"Personal Information" is defined in Hawaii Revised Statutes (I IRS) §487N-I, and by 
reference in HRS §487J-I) as an individual 's first name or firsl initial and last name in 
combination with anyone or more of the following data clements, when either the name or the 
data elements are not encrypted: (I) Social security number; (2) Driver 's license number or 
Hawaii identitication card number; or (3) Account number, credit or debit card nwnber, access 
code, or password that would permit access to an individual's financial account. 



Senate Bill No. 729, Relating to the Internet Privacy 
Senate Committee on Technology and the Arts 
February 5. 2013 
Page 2 

The definition provided in Senate Bill No. 729 is "individually identifiable information 
about an individual consumer collected online by the operator from that individual and 
maintained by the operator in an accessible form, including any of the following: (I) A first and 
last name; (2) A home or other physical address, including street name and name of a city or 
town: (3) An e-mail address: (4) A telephone number; (5) A social security number: (6) Any 
other identifier that permits the physical or online contacting ofa specific individual; or (7) 
Information concerning a user that the website or online service collects online from the user and 
maintains in personally identifiable fonn in combination with an identifier described in this 
part," 

The Judiciary recommends. for purposes of clarity, that a single definition of"personally 
identifiable infomlation" be used and that the definition be expanded possibly to include a 
person's date of birth. 

We further wish to point out that although this bill addresses "webpages," mobile 
applications function in a similar manner to web pages in that operators of these applications also 
collect "personally identifiable information". The Judiciary recommends that the bill be 
expanded to require operators of mobile applications to provide a menu option to access the 
developer's privacy policy. This would ensure that the bill's intent (promoting privacy) would 
be optimally achieved. 

Thank you for the opportunity to testify on Senate Bill No. 729. 
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TESTIMONY ON SENATE BILL NO. 729, RELATING TO THE INTERNET PRIVACY. 

TO THE HONORABLE GLENN WAKAI , CHAIR, 
AND TO THE HONORABLE CLARENCE K. NISHIHARA, VICE CHAIR, 
AND MEMBERS OF THE COMMITTEE: 

The Department of Commerce and Consumer Affairs ("DCCA"), Office of 

Consumer Protection ("OCP") appreciates the opportunity to appear today and testify on 

Senate Bill No. 729, Relating to Internet Privacy. My name is Bruce B. Kim and I am 

the Executive Director of OCP. OCP takes no position but offering the following 

comments. 

This bill raises serious questions on an important subject. However, the potential 

for unintended consequences is great. Federal laws already exist which may preempt 

the field regarding privacy in financial transactions (Gramm Leach Bliley - 1999); health 
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care privacy (HIPAA); and Children's Online Privacy Act (1998). 

The State of California passed a comprehensive act in 2004 which requires 

disclosures of online privacy policies. The California Online Privacy Protection Act 1 

("OPPA"). To the extent that the Federal government has not preempted the field, 

California's OPPA taw functions as a national standard of sorts, as operators cannot 

identify if the website visitor is a resident of California. Therefore, the California law 

forces commercial websites to disclose their privacy protection policy to all website 

users without regard to their state of residency to avoid violating the OPPA law. 

The Federal Trade Commission has yet to draft rules on this issue and instead 

focuses on enforcement of privacy policy violations or violations of existing federal law. 

Congress has offered legislation to establish a national policy but so far none has 

passed. If Hawaii enacts legislation in this area , it could conflict with existing federal 

laws (see above), the California OPPA statute and federal laws which could be enacted 

in the future. 

OCP believes that this issue is important given the proliferation of personal 

identification information today. However, any legislation to address this issue must be 

carefully studied and crafted, so as to avoid a patchwork of conflicting state laws or 

running afoul of Federal preemption. 

Thank you for allowing me to testify regarding S.B. 729. If the committee has 

any questions, I will be happy to answer them. 
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• The State Privacy and Security Coalition - a coalition of leading communications, 
technology and media companies and trade associations - writes to express our serious 
concerns with SB 207. We appreciate the intent of the bill but believe that it is very 
importanllhal the bill be narrowed slightly and balanced with additional exceptions if it 
is to become law. 

• The bill wou ld, among other things, prohibit an employer from requiring or requesting an 
employee or applictlnt to disclose i1 username or password for the purpose of obtaining 
access to the employee's or applicant's social media accounts. As drafted, this would 
prohibit employers from friending any of their employees on Facebook, or asking an 
employee for his or her home email address, because this is often the "user name" for 
social media accounts. 

• There have been reports of employers asking job-seekers for access to job-seekers' 
personal social media accounts. We agree that there is no valid reason for employers in 
almost all sectors to request thill job applicants relinquish log-in credentials for personal 
social media accounts. 

• It is likewise true that obtaining private account log-in credentials tor an employee can be 
a significant privacy intrusion, and should occur only for very narrow and specific 
purposes. 

• At the same time, none of these conccms apply to employee use of work accounts 
provided by an employer, or to on line accounts that an employee uses for business 
purposes. It is critical that social media privacy bills nOI prevent employers from 
supervising work-rclated employee activities - for example, following an employee's 
job-related posts on Twitter through an account that the employee has set up. (In fact, this 
is sometimes required by federal securit ies laws.) It is likewise critica l that employers be 
able to access these accounts as employers can be held legally responsible for employee 
actions using these accounts, and because they are the employer's property. 

• Furthermore, it is essential Ihat employers be able 10 investigate specific allegations of 
illegal activity or work-related misconduci by employees involving nn employee personal 



account. For example, if an employee is harnssing another employee from a personal 
online account, responsible employers need to be able to investigate the allegation to 
maintain a safe working environment. 

• Similarly. if an employee is alleged to have engaged in insider trading or bribery from a 
personal online account, employers have a responsibility to investigate. Furthermore, 
when employees down load confidential information - for instance, business plans or 
sensitive personal information that could be used for identity then - from work 
computers to a personal online account, it is important thaI the employer be able to 
investigate. 

• While the bi ll contains an exception for employers "10 rcqucsi an employee to divulge 
personal social media rcmonabty believed 10 be relevant to an investigation of 
{II/ega/iolls of employee misconduct or employee violatiOn of applicable law," this should 
be broadened to help employers protect their employees from a dangerous working 
environment and to hclp employers protect their trade secrets. 

• The economic impact of the failure to expand this exception cou ld bc very significant. 
Increasingly, foreign companies arc bribing employees of U.S. companies to steal 
intellectual propcrty/trade secret information that foreign companies arc unable to license 
in the marketplace. In facl, there have been severa l successful federal prosecutions of 
this behavior. Failure to broaden exceptions for legitimate employer investigations 
would assist in creating a "safe ZOIlC" for employees who want to steal valuable IP assets 
of companies in your state by transferring them to the employee's social media account. 

• For these reasons, we strongly support narrow exemptions to augment an employer's 
ability to ask an employee - not a job appl icant - 10 share the corllents of a personal 
online accollnt in response to a specific allegation of work·rclated misconduct involving 
that personal online account. However, these exemptions would not cover asking the 
employee to divulge the cmployee's log·in credentials to any such personal online 
account. 

• Likewise, thi s bill shou ld not prevent employers from protecting company networks, 
blocking access to restricted websites, or complying with legal requirements. 

• Without thcse narrow and entirely reasonable exccptions. this very well·intentioned bill 
could be used as a shield by employees to hide illega l conduct or undermine the S(..'Curity 
of company networks and dcvices. With them, the bill would address an important 
privacy issue in a thoughtful and balanced way. 

• Finally, to the extent that employers are prohibited from requesting job applicants' or 
employees' log·in credentials, employers should not be subject to any claim for negligent 
hiring for failing to make that prohibited request. 

• We respectfully urge the Committee to oppose this bill, unless it is amended to address 
the issues above. For your convenience, we have attached a potential amendment to the 

2 



bill and would be happy to work with you further on this. Thank you for the opportunity 
to testify, and we appreciate your consideration of our concerns. 

J 
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A BILL FOR AN ACT 

RELATING TO SOCIAL MEDIA. 

HE IT ENACTED UYTII E LEC ISLATURE OFTII E STATE OF II AWA II : 

SECTION 1. The legi~lature f inds that e xisting law 

generally regulates the conduct of employers in the State . 

207 

The purpose o[ this Act is to prohibit an employer from 

requinng or requesting an employee or applicant ,to disclose a~ 

user_na:r.e dod p3.sswordL..-,passwor~, or other means oi 

authent~cation ~ obtai~ access to the employee ' s or applicant's 

,pcrl:lonill online a~count or personal online service,; This Act 

also prohibits an employer from discha r ging , disciplininq, or 

otherwise pen.:tlizinq 0:: threa t ening to discharge.!.o discipline, or 

otherwise penalize ,iln emeloyee ,solely for an employee's refusal 

.!S comply, with a reguesl or demand . .by the employer that vl0lat.es 

t.hese provisions . 

SECTION 2 . Chapter 318 , Hawaii Revised St.a t u t.es, is 

amended by adding a new section to Part I t.o be appropriately 

designated and to read as tollows: 

"S 318 - Prohibited Acts . {ill An emplo yer shall nOl: 

-( kleted: fo, ."P1o .... nt ) 
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. Deleted; tor the p~,pcu 01 
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(1) ,Beguirs 0' reguest lh..:.l an employee 0' aEelicant 

,disclose an~ user name and easswordl .eassword, 0' Qt.h",r mea;15 01 

authent.icatlQn for ~ccessing 'ho emel0:tee's 0' al?:~licant's 

Eersonal online accounl 0' eersonal online service,; 

(2) Dlscharclcf discioline f "' uL!J.f.lrwi::lt' eenalize 0' 
thrC<llen '0 dl.schar:J8 f disciEline f 0' ot.herwi ~f' ~enal iz.e 

an emplor:ee ~;ole 1 r: (0' ao emelor:ee's It'i-usal '0 di!J(;lo~e 

anr: in1ormat:ion speci tied io subsection ( <t) (1 ) of thj~ 

SCCtiorv , 

ill Fail 0' refuse '0 hire a0:i ae~licant " a t:f~5ul t of 

the applicant's refusoll to disclose anr: information 

s~cified In subsection (a! \1) of this ~,ecUon; . 
\ ~ ) Be held liable ("' failure to r8guest or reguire that 

an applic,lnt 0' emplor:ee disclose any 1T,form"t10n 

specified in subsection (a) (1) ot this slilction. 

(b, An employee may no' transfer pmployer propdelary 

0' confidp.nt,ial in Eorm.lLion or financial data to an eme1oyee's 

persona 1 online account 0' per!!onal on! illt" ~~rvtr:e wJ thollt the 

f'!1!,f}lo~~r' :; authoriz.ation~ 

(el Nothing in this !!ection shall affect dn cmf!loyer ' s, 

existing rights and obligations to: 

(1) Conduct 'n investigation: 

(1) For 'ho EUr(~O~H' nf ~rl!;U! ing {;o~_nc(> wt til 

dEElicdble laws f cegu.l<ltorl: reguirements 0' Erl)hibi Clelll!! against 

work-r'~lat.ed emf!lo~o:!e Iniscondur:t b.-.~{~d on I.he lE:c~ipt of 

• • , 

I Deleted:! 

Dele!;ed: lor ~."lo,....nt to 00 
any oT th' 101l"..Lnq,! 
ill , 

Deleted; or 
Deleted: th. "'''PO'~ o r 

Oeleted; ."",., ... dh 
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Sef'C~!~r;. ll:tolmation about a.;;tlvlty cn-..2.E!:.£ :-;on" 19'~}_ I!!: aCC-Jlm t. 

0' personal onllr::e serVl.ce by " emnlo):,!>£! 0' other Suu{,.:e; 

(ii) Of ., employee's actiofltl b<ised eJll the 

receipt of specific infor:nation abollt. Lho lIn':l1lthori zed Il:.'lnsfer 

01 .n em~lo~er' s eroprietacX' in forlT.a t iun. confidential 

illformation 0' [inanci,11 d<itil to a Eer!Jon.:::) onl i riC: account 0' 

personal online service by .n ernEloyee ')r ether SOtocce; 0' 

ji11 ) ConductJng ., invP!ltigatiOn as ~pet:.1 Ged in 

Edcagraphs Ii) "d ( 1i) includes regut r ing the ell\plovCil' !: 

cooperation to share t.he content. th<it h" been Leported w order 

to rna ke • factual determination. 

(2) B,cguest "" emploX'ce to di vlIlgl! iiI! X' lnfoll:ldtion 

,;:easonablX' believed to be relevant to " investigat.ion of 

allegations of emoloyee mi~condllc t or employee viola t ion of 

applicable law; p r ovided tha t puch information is used solely 

for purpo~es of that investigation or a related proceeding. 

PJ .segu i~ or r egues !:. an emploX'ee to disclose ao y 

user name 0' eassword! or ntlH~r 11I('<ln:; oj duthent leo t 1 on for, 

accessing: 

(i I lilly ,e l ectronic COllU1llln i ca t j anI? de vice ,uo 

0' paid for in whole 0' i, part by tho emulcyer;. or 

(ii) AnX' accollnt.~ 0' services erovideci by th 

emploX'er 0' oX' vi.rtlle or t he emplolcc's ~mpln~t'f"lt" rel;Jtinn :<hip 

with the "mployer 0' t.hat the employe~ uses for bU!;lne!lS 

pur~ses. 

VlS1\I' 192. 1O I 

{ DeI_..!: !. 
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Deleted; c 
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D~etcd, ~ 
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.1.:!.l DisciEllne '" ,_iisc:h3J:9"' '" f'>:..:'!l~:{\:l('''' ior ransl<'!rrlng 

'he r:rnEl0:if,r's E:l'OIJl h,t<lr:i or COnflQential ir.1o::matio(, 0' rinancial 

data to .n em.el0:i€:e's ~ersor.al on':'inr: r..CCO'..l,t with,.Ul th·:-

err.el0:r'I?['S a \I !.Ilor i <::i.I I. lon . 

<', ,'!'£rminate, ot' takl1 an adverse action against an , 
empl0:iee 0' a.eplicant if othe rwisa 

, 
.eermi t ted by law. 

16) Restrict. "' ,erohibit .n prr,elo:r'E.>f>' :; 'ICCE".'1S t.o certd.l.n 

websi te!J !.'hile using dlL electt-orlic communications device Edid ro, 

'" whole 0' .n part by the employer 0< wl.lle 11!')inQ an employer':; 

network 0' resoucce£! in complial:ce with sta • and federal law; or 

(7) Monitor, review, acceS5 , or block elac.:tronlc ditLa 

stored on .n electronic communications devlce paid ror in whol.-, 0' 

in Eart b, the e-rnEl0;ier, or travelino t.hrouQh o. stored on clO 

empIOle!'s network, in cornel i ilnc€: with state and federal law. 

IdJ This Act doe~ nut E!Tohihtt or restrict <H! emEl0:t:eT 

from vlewing! accessing, Ot utillztn9 intormiltion ilbout an em.el0:iee-

Ot il~l?:licant thelt cao be obtained wi thcut 'ho IflfoTU!.llioil _~~ecified 

io subsection la)( 1 ) of thLs section "< that i.'J ilv"i table in the 

eublic domain. 

Ie, No t hin:l io this Ac: shall be con::,tTue-d to prevo:'f1t .n 

em?lo~'eT from cn1"'pl~iflg wi th tIll' ["f:>qui.rcmcnt 1;1 of stolte 0' fr.deral 

statute!:!, rules or regulation5! cas", 1.w 0' rule.:) of self 

reguliltor:i o"~;pn17.ilt; on~. 

I!.J A, used ,n this section: . 
(1) "Aeelic<.Int" mCdns an <.!rpli~;.il:lt tor emElo~l:nt . 

{ Deleted; ~ 

t Deleted, ! 
Deleted, .. 
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d<!lIice that USf'!S elt'ctronic ~i9!!_~lS to cre.:tte, tran::cmit, and 

reCClve lnformation . 

computers, telcphonils, personal diqilal. <l33i3t':l.I\t:;, and other 

simllD.r de-vices. 

(ll "Employer" m~an:l a pe~t:H,n, l:"1cludinq a unit. of 

~tate or local government, ~~9aged in a tllJsiness, indust r y. 

profession, trade, or other onterpriC'ic in l.h1s stdtC, ann 

includeM <Ill .. gent, repres,£ntaLlvc, and designee of the employer c 

(4) "Personal onl!.ne account" means an online account 

that .l.:; u::lCd by an employee or <lpplicdnt exclusively for 

personal communications unrelatprj to any bllsiness purposes of 

the €Lnoloyer. This de l l.nition shall not. include any account 

created, maintained, \L'led or accesserl hy an employno or 

aoplicant tor busl.ness related communications or !or a business 

purpose of the employer ., 

SECTION 3. This Act does not affect rights and duties that 

matured, penalties t hat were incurred, ~nd proceedings that were 

begun before its effectl.ve date . 

SECTION 4. New st.atutory miloteriill is um.ler!"Jcored. 

SECTION S. This Act shall take effect upon its approval. 

I NTRODUCED ny: 

u _ L.ctr",,'c u,vl~. or 
oec::ount Or o'''' u o.uc 
....... t .. "t, .no-l,.d.ng wld~05, 
f!I!Otoo<.phf, 1>10'10, wl"r" 
Mog", podc' .... , ,", .. no one! 
U~t _.uqu, ... 11, ""II " . 
suvLcu ,0< .~~oun .. , o. 
Inurne t _boll_ p.oll, .. or 
loc ... .,.,. -
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Report Tl.t~e: 
Social Media; Password; Username; Privacy; E:mployer; Employee; 
Employment 

Oescriptl.on : 
Prohibits employers (rom requiring or legllE:,"d:ing an employee .. l?!. .. 
ilpplicant., .!...2....disclo ... ~£, ~ user_nilme,. ,Hid 1"ltl~\wrl"l, passwor~ 
other means of auth@ntication tl;1 obtain ilccess to the t:>mploy(!e's f .. 

or applicant's personal online accou~t or persona onl~ne 

:>ervicc .. 

The .summ81)' do.scriplion 01 /cgI.slallOll oppeannt] on thIS page ;s fa( infOlfna/JOflal pUfPOSS.s only and i.s 
not legIslation or aVlc1encl1 of Iegi.sla/IVe Intent .. 
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