HCR 225, Twenty-first Century Privacy Law Task Force
Additional resources regarding privacy in the twenty-first century

Legislation:

Original California Consumer Privacy Act.

Redline of most recent amendments to California Consumer Privacy Act.

California Consumer Privacy Act overview. American Bar Association. July 2, 2019.

General Data Protection Regulation (EU) 2017/679.

"GDPR: Are you ready for the EU's huge data privacy shake-up?" BBC, April 20, 2018.

Consumer Data Privacy Legislation. National Conference of State Legislatures, August 13, 2019.

Data Security Laws, Private Sector. National Conference of State Legislatures, May 29, 2019.

Internet of Things:

Internet of Things (1oT) overview. Electronic Privacy Information Center.

New Study Highlights 10T Security and Privacy Flaws in Popular Off the Shelf Devices. CPO Magazine,
February 17, 2019.

Gifts That Snoop? The Internet of Things is Wrapped in Privacy Concerns. Consumer Reports, December
13, 2017.

Facial Recognition:

Data regulator probes King's Cross facial recognition tech. BBC, August 15, 2019.

Facial recognition software mistook 1 in 5 California lawmakers for criminal says ACLU. Los Angeles
Times, August 13, 2019.

Facial Recognition is Accurate, if You're a White Guy. New York Times, February 8, 2018.



https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201720180AB375
https://iapp.org/media/pdf/resource_center/CCPA_Updates_Alston_Bird.pdf
https://www.americanbar.org/groups/business_law/publications/committee_newsletters/bcl/2019/201902/fa_9/
https://eur-lex.europa.eu/eli/reg/2016/679/oj
https://www.bbc.com/news/technology-43657546
http://www.ncsl.org/research/telecommunications-and-information-technology/consumer-data-privacy.aspx
http://www.ncsl.org/research/telecommunications-and-information-technology/data-security-laws.aspx
https://epic.org/privacy/internet/iot/
https://www.cpomagazine.com/cyber-security/new-study-highlights-iot-security-and-privacy-flaws-in-popular-off-the-shelf-devices/
https://www.consumerreports.org/internet-of-things/gifts-that-snoop-internet-of-things-privacy-concerns/
https://www.bbc.com/news/technology-49357759
https://www.latimes.com/california/story/2019-08-12/facial-recognition-software-mistook-1-in-5-california-lawmakers-for-criminals-says-aclu
https://www.nytimes.com/2018/02/09/technology/facial-recognition-race-artificial-intelligence.html
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Geolocation Data:

The Power of Place: Geolocation Tracking and Privacy. Business Law Today, March 25, 2019.

| Gave a Bounty Hunter $300. Then He Located Our Phone. Vice, January 8, 2019.

Your apps know where you were last night, and they're not keeping it secret. New York Times,
December 10, 2018.

Data Brokers:

The Data Brokers So Powerful Even Facebook Bought Their Data — But They Got Me Wildly
Wrong. Forbes, April 5,2018.

What Are 'Data Brokers,' and Why Are They Scooping Up Information About You? Vice, March 27, 2018.

A Review of the Data Broker Industry: Collection, Use, and Sale of Consumer Data for Marketing
Purposes. United States Senate Office of Oversight and Investigations, Majority Staff, December 18,
2013.

Data Breaches:

It's not just Equifax: Here's every major security breach and data hack so far. CNet, August 5, 2019.

Data Breaches Expose 4.1 Billion Records in First Six Months of 2019. Forbes, August 20, 2019.

Compelled unlocking of cell phone with fingerprint:

Feds Can't Force You To Unlock Your iPhone With Finger or Face, Judge Rules. Forbes, January 14, 2019.



https://businesslawtoday.org/2019/03/power-place-geolocation-tracking-privacy/
https://www.vice.com/en_us/article/d3bnyv/google-demanded-tmobile-sprint-to-not-sell-google-fi-customers-location-data
https://www.nytimes.com/interactive/2018/12/10/business/location-data-privacy-apps.html
https://www.forbes.com/sites/kalevleetaru/2018/04/05/the-data-brokers-so-powerful-even-facebook-bought-their-data-but-they-got-me-wildly-wrong/
https://www.forbes.com/sites/kalevleetaru/2018/04/05/the-data-brokers-so-powerful-even-facebook-bought-their-data-but-they-got-me-wildly-wrong/
https://www.vice.com/en_us/article/bjpx3w/what-are-data-brokers-and-how-to-stop-my-private-data-collection
https://www.commerce.senate.gov/public/_cache/files/bd5dad8b-a9e8-4fe9-a2a7-b17f4798ee5a/D5E458CDB663175E9D73231DF42EC040.12.18.13-senate-commerce-committee-report-on-data-broker-industry.pdf
https://www.commerce.senate.gov/public/_cache/files/bd5dad8b-a9e8-4fe9-a2a7-b17f4798ee5a/D5E458CDB663175E9D73231DF42EC040.12.18.13-senate-commerce-committee-report-on-data-broker-industry.pdf
https://www.cnet.com/how-to/its-not-just-equifax-heres-every-major-security-breach-and-data-hack-so-far/
https://www.forbes.com/sites/daveywinder/2019/08/20/data-breaches-expose-41-billion-records-in-first-six-months-of-2019/
https://www.forbes.com/sites/thomasbrewster/2019/01/14/feds-cant-force-you-to-unlock-your-iphone-with-finger-or-face-judge-rules/

