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Online Privacy Framework

Charter has called for a strong, national framework to protect consumers’ privacy 
online. Consumers need better tools to control how their information is collected 
and used regardless of what online services they use or where they are when they 
go online.

Consumers will be best protected by a national online privacy framework that 
empowers them to control the personal information that is collected about them 
online. 
 
It should focus on five core principles:

Parity: Consumers are best served by a uniform framework that is applied 
consistently across the entire Internet ecosystem.  The same type of personal 
data should not be protected di�erently based on the business model of the 
entity collecting the data. Di�erent policies that lead to inconsistent protections 
create confusion and erode consumers’ confidence in their interactions online, 
threatening the continued growth of today’s digital economy. Moreover, regula-
tions that disfavor one technology or business model over another would deter 
market entry, thwart innovation and limit competition.

Control: Consumers should have meaningful choice for use of their data 
through opt-in consent. No more pre-checked “boxes” or take-it-or-leave-it 
o�ers. The use of personal data should be reasonably limited to deliver the 
service the consumer engaged in.

Transparency: Consumers should be given the information they need to make 
informed decisions. How companies collect, use and maintain consumers’ data 
should be clear, concise, easy-to-understand and readily available. 

Uniformity: There should be a single national standard that protects 
consumers’ online privacy regardless of where they live, work or travel. A 
patchwork of state laws would be confusing for consumers, di�cult for 
businesses to implement, and hinder continued innovation on the 
internet—which is a borderless technology.

Security: Privacy is security and security is privacy. Strong data security 
practices should include administrative, technical and physical safeguards to 
protect against unauthorized access to personal data, and ensure that these 
safeguards keep pace with technological development. 

Learn more: policy.charter.com
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MN 

SB 1553 

Pending Relates to commerce, requires telecommunications service providers to comply with Internet privacy requirements, defines terms 

and modifying definitions, requires express approval of disclosure of personally identifiable information, increases civil liability 

threshold. 

MT 
HB 457 

Failed Protects the privacy of internet access service customers, requires prior affirmative consent before an internet access service provider 
may use a customer's personal information, provides definitions and exceptions, provides for enforcement and penalties, and 
authorizes rulemaking. 

NJ 
AB 1527 
SB 2641 

Pending Requires internet service providers to keep confidential and prohibit any disclosure, sale, or unauthorized access to subscriber's 
personally identifiable information unless subscriber authorizes Internet service provider in writing to disclose information. 

NJ 
AB 1927 

Pending Requires Internet service providers to keep confidential subscriber's personally identifiable information unless subscriber authorizes 
Internet service provider in writing or email to disclose information, prohibits subscriber penalty. 

NJ 
AB 3711 

Pending Requires internet service providers to keep confidential subscriber's personally identifiable information unless subscriber authorizes 
Internet service provider in writing to disclose information. 

NY 
AB 2420 
SB 518 

Pending Prohibits the disclosure of personally identifiable information by an internet service provider without the express written approval of the 
consumer. 

NY 
AB 3612 

Pending Requires internet service providers to provide customers with a copy of their privacy policy and to obtain written and explicit permission 
from a customer prior to sharing, using, selling or providing to a third party any sensitive information of such customer. 

NY 
SB 5245 

Pending Relates to the sale of personal information by an internet service provider. 

NY 
SB 1180 

Pending Prohibits internet service providers from disclosing personally identifiable information where a consumer requests that his or her 
information not be disseminated, defines terms, makes exceptions, and imposes a civil penalty. 

SC 
HB 3339 

Pending Provides that a telecommunications or internet service provider that has entered into a franchise agreement, right of way agreement, or 
other contract with the state of South Carolina or one of its political subdivisions, or that uses facilities that are subject to those 
agreements, even if it is not a party to the agreement, may not collect personal information from a customer resulting from the 
customer's use of the telecommunications. 
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https://www.scstatehouse.gov/sess123_2019-2020/bills/3339.htm
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social media X X
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net neutrality X X
limitations on collection of PII X opt-in
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consumer notice X X X X X X X X X X X
private right of action X
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X X X X
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browsing history, app data sensitive X X X X X X X X X X X X X
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(G) any additional information or explanation the data broker chooses to provide concerning its 

data collection practices. 

(b) The State of Hawaii's office of consumer protection shall create a page on its internet website 

where the information provided by data brokers under this title shall be accessible to the public. 

(c) A data broker that fails to register is liable to the State for: 

(1) a civil penalty of $100.00 for each day it fails to register pursuant to this section; 

(2) an amount equal to the fees due under this section during the period it failed to register 

pursuant to this section; and 

(3) other penalties imposed by law and expenses incurred by the Attorney General in the 

investigation and prosecution of the action, as the court deems appropriate. 

(d) The Attorney General may maintain an action in the Civil Division of the Superior Court to 

collect the penalties imposed in this section and to seek appropriate injunctive relief. 

 

ACQUISITION, USE AND SALE OF PERSONAL INFORMATION; 

PROHIBITIONS 

(a) Prohibited acquisition and use. 

(1) A person shall not acquire personal information through fraudulent means. 

(2) A person shall not acquire or use personal information for the purpose of: 

(A) stalking or harassing another person; 

(B) committing a fraud, including identity theft, financial fraud, or email fraud; or 

(C) engaging in unlawful discrimination, including employment discrimination and housing 

discrimination. 

(b) Sale. 

(1) Any data broker, which is not a consumer reporting agency, shall establish a designated 

request process through which a consumer may submit a request pursuant to this section.  A 

consumer may, at any time, submit a request through a designated request process to a data 

broker directing the data broker not to make any sale of any covered information the data broker 

has collected or will collect about the consumer. 

(2) A data broker that has received a request submitted by a consumer shall not make any sale of 

any covered information the data broker has collected or will collect bout that consumer. A data 

broker shall respond to a request submitted by a consumer within 60 days after receipt. A data 

broker may extend by not more than 30 days the period prescribed by this subsection if the 

operator determines that such an extension is reasonably necessary. An operator who extends the 

period prescribed by this subsection shall notify the consumer of such an extension. 

 

DATA BROKER DUTY TO PROTECT INFORMATION; 

(a) Duty to protect personal information. 

(1) A data broker shall develop, implement, and maintain a comprehensive information security 

program that is written in one or more readily accessible parts and contains administrative, 

technical, and physical safeguards that are appropriate to: 

(A) the size, scope, and type of business of the data broker obligated to safeguard the personal 

information under such comprehensive information security program; 

(B) the amount of resources available to the data broker; 

(C) the amount of stored data; and 

(D) the need for security and confidentiality of personal information. 



(2) A data broker subject to this subsection shall adopt safeguards in the comprehensive security 

program that are consistent with the safeguards for protection of personal information and 

information of a similar character set forth in other State rules or federal regulations applicable to 

the data broker. 

(b) Information security program; minimum features. A comprehensive information security 

program shall at minimum have the following features: 

(1) designation of one or more employees to maintain the program; 

(2) identification and assessment of reasonably foreseeable internal and external risks to the 

security, confidentiality, and integrity of any electronic, paper, or other records containing 

personal information, and a process for evaluating and improving, where necessary, the 

effectiveness of the current safeguards for limiting such risks, including: 

(A) ongoing employee training, including training for temporary and contract employees; 

(B) employee compliance with policies and procedures; and 

(C) means for detecting and preventing security system failures; 

(3) security policies for employees relating to the storage, access, and transportation of records 

containing personal information outside business premises; 

(4) disciplinary measures for violations of the comprehensive information security program 

rules; 

(5) measures that prevent terminated employees from accessing records containing personal 

information; 

(6) supervision of service providers, by: 

(A) taking reasonable steps to select and retain third-party service providers that are capable of 

maintaining appropriate security measures to protect personal information consistent with 

applicable law; and 

(B) requiring third-party service providers by contract to implement and maintain appropriate 

security measures for personal information; 

(7) reasonable restrictions upon physical access to records containing personal information and 

storage of the records and data in locked facilities, storage areas, or containers; 

(8)(A) regular monitoring to ensure that the comprehensive information security program is 

operating in a manner reasonably calculated to prevent unauthorized access to or unauthorized 

use of personal information; and  

(B) upgrading information safeguards as necessary to limit risks; 

(9) regular review of the scope of the security measures: 

(A) at least annually; or 

(B) whenever there is a material change in business practices that may reasonably implicate the 

security or integrity of records containing personal information; and 

(10)(A) documentation of responsive actions taken in connection with any incident involving a 

breach of security; and 

(B) mandatory post-incident review of events and actions taken, if any, to make changes in 

business practices relating to protection of personal information. 

(c) Information security program; computer system security requirements. A comprehensive 

information security program required by this section shall at minimum, and to the extent 

technically feasible, have the following elements: 

(1) secure user authentication protocols, as follows: 

(A) an authentication protocol that has the following features: 

(i) control of user IDs and other identifiers; 



(ii) a reasonably secure method of assigning and selecting passwords or use of unique identifier 

technologies, such as biometrics or token devices; 

(iii) control of data security passwords to ensure that such passwords are kept in a location and 

format that do not compromise the security of the data they protect; 

(iv) restricting access to only active users and active user accounts; and 

(v) blocking access to user identification after multiple unsuccessful attempts to gain access; or 

(B) an authentication protocol that provides a higher level of security than the features specified 

in subdivision (A) of this subdivision (c)(1). 

(2) secure access control measures that: 

(A) restrict access to records and files containing personal information to those who need such 

information to perform their job duties; and 

(B) assign to each person with computer access unique identifications plus passwords, which are 

not vendor-supplied default passwords, that are reasonably designed to maintain the integrity of 

the security of the access controls or a protocol that provides a higher degree of security; 

(3) encryption of all transmitted records and files containing personal information that will travel 

across public networks and encryption of all data containing personal information to be 

transmitted wirelessly or a protocol that provides a higher degree of security; 

(4) reasonable monitoring of systems for unauthorized use of or access to personal information; 

(5) encryption of all personal information stored on laptops or other portable devices or a 

protocol that provides a higher degree of security; 

(6) for files containing personal information on a system that is connected to the Internet, 

reasonably up-to-date firewall protection and operating system security patches that are 

reasonably designed to maintain the integrity of the personal information or a protocol that 

provides a higher degree of security; 

(7) reasonably up-to-date versions of system security agent software that must include malware 

protection and reasonably up-to-date patches and virus definitions, or a version of such software 

that can still be supported with up-to-date patches and virus definitions and is set to receive the 

most current security updates on a regular basis or a protocol that provides a higher degree of 

security; and 

(8) education and training of employees on the proper use of the computer security system and 

the importance of personal information security. 

 

DISCLOSURES TO CONSUMERS 

(a) A data broker shall, upon verified request of any consumer, clearly and accurately disclose to 

the consumer all information that the data broker has collected at the time of the request 

pertaining to the consumer, including: 

(1) the categories of personal information it has shared about that consumer. 

(2) the categories of sources from which the personal information is collected. 

(3) the names of third parties with whom the data broker has shared personal information during 

the prior 12-month period and the date of each request; 

(4) the specific pieces of personal information it has shared about that consumer. 

(c) A data broker may provide disclosure to a consumer at any time, but shall not be required to 

provide disclosure to a consumer more than twice in a 12-month period. 

(d) Additionally, consumer reporting agencies that broker data of residents of the State of Hawaii 

shall annually provide a written notice to consumers, in at least 12 point type, containing the 

following information; 



https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201920200AB1202
http://www.ilga.gov/legislation/BillStatus.asp?DocNum=2871&GAID=15&DocTypeID=HB&LegId=119175&SessionID=108&GA=101
http://www.ilga.gov/legislation/BillStatus.asp?DocNum=2871&GAID=15&DocTypeID=HB&LegId=119175&SessionID=108&GA=101
https://www.legis.nd.gov/assembly/66-2019/bill-actions/ba1524.html
https://www.huntonprivacyblog.com/wp-content/uploads/sites/28/2018/06/H-0764.pdf
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have sold this data, often without the knowledge or consent of 

the person who is the primary user of the device or application.  

The legislature acknowledges that the sale or offering for sale 

of geolocation data, which is essentially a permanent record of 

a person's movement and daily life, without the person's 

knowledge or consent, is an unfair and deceptive practice. 

Accordingly, the purpose of this Act is to prohibit the 

sale or offering for sale of geolocation data without the 

explicit consent of the individual who has primary use of the 

device or application. 

SECTION 2.  DEFINITIONS 

"Geolocation information" means information that: (i) is 

not the contents of a communication; (ii) is generated by or 

derived from, in whole or in part, the operation of a mobile 

device, including, but not limited to, a smart phone, tablet, or 

laptop computer; and (iii) is sufficient to determine or infer 

the precise location of that device. "Geolocation information" 

does not include Internet protocol addresses. 

"Location-based application" means a software application 

that is downloaded or installed onto a device and collects, 

uses, or stores geolocation information. 

"User" means a person who purchases or leases a device or 

installs or uses an application. 

SECTION 3.  Chapter 481B, Hawaii Revised Statutes, is 

amended by adding a new section to part I to be appropriately 

designated and to read as follows: 



"§481B-  Sale of geolocation data without consent is 

prohibited.  (a)  No person shall sell or offer for sale 

geolocation data that is recorded or collected by mobile devices 

or location-based applications without the explicit consent of 

the individual who is the primary user of the device or 

application. 

SECTION 4.  This Act does not affect rights and duties that 

matured, penalties that were incurred, and proceedings that were 

begun before its effective date. 

SECTION 5.  New statutory material is underscored. 

SECTION 6.  This Act shall take effect on July 1, 2020. 

 

Report Title: 

Geolocation Privacy; Unfair and Deceptive Practices; Geolocation 

Data 

 

Description: 

Prohibits the sale or offering for sale of geolocation data 

collected using mobile devices or location-based applications 

without the explicit consent of the individual who is the 

primary user of the device or application. 
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__. B. NO. 

 
THIRTY-FIRST LEGISLATURE, 2020  
STATE OF HAWAII  
  

 

A BILL FOR AN ACT 
 

 
RELATING TO___________________. 

 

BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF HAWAII: 

 
 

    SECTION 1.  Section 803-41, Hawaii Revised Statutes, is 1 

amended by adding a new definition to be appropriately 2 

designated and to read as follows: 3 

     §803-41  Definitions.  As used in this part, unless the 4 

context clearly requires otherwise: 5 

     "Aggrieved person" means a person who was party to any 6 

intercepted wire, oral, or electronic communication or a person 7 

against whom the interception was directed. 8 

     "Aural transfer" means a transfer containing the human 9 

voice at any point between and including the point of origin and 10 

the point of reception. 11 

     "Bait vehicle" means any vehicle used by law enforcement to 12 

further an investigation of and deter unauthorized entry into a 13 

motor vehicle or unauthorized control of propelled vehicles. 14 

     "Communication common carrier" means any person engaged as 15 

a common carrier for hire in interstate or foreign communication 16 

by wire or radio or in intrastate, interstate, or foreign radio 17 



  

 

transmission of energy, except where reference is made to 1 

communication common carriers not subject to this part; provided 2 

that a person engaged in radio broadcasting, to the extent the 3 

person is so engaged, shall not be deemed a communication common 4 

carrier. 5 

     "Contents" when used with respect to any wire, oral, or 6 

electronic communication, includes any information concerning 7 

the substance, purport, or meaning of that communication. 8 

     "Designated judge" means a circuit court judge designated 9 

by the chief justice of the Hawaii supreme court to issue orders 10 

under this part. 11 

     "Electronic communication" means any transfer of signs, 12 

signals, writing, images, sounds, data, or intelligence of any 13 

nature transmitted in whole or in part by a wire, radio, 14 

electromagnetic, photoelectronic, or photo-optical system that 15 

affects intrastate, interstate, or foreign commerce.  The term 16 

"electronic communication" includes, but is not limited to, 17 

"display pagers" which can display [a] visual message as part of 18 

the paging process, but does not include: 19 

     (1)  Any wire or oral communication; 20 

     (2)  Any communication made through a tone-only paging 21 

device; 22 

     (3)  Any communication from a tracking device; or 23 

     (4)  Electronic funds transfer information stored by [a] 24 

financial institution in a communications system used for the 25 

electronic storage and transfer of funds. 26 



  

 

     "Electronic communication service" means any service that 1 

provides to users thereof the ability to send or receive wire or 2 

electronic communications. 3 

     "Electronic communication system" means any wire, radio, 4 

electromagnetic, photo-optical, or photoelectronic facilities 5 

for the transmission of electronic communications, and any 6 

computer facilities or related electronic equipment for the 7 

electronic storage of these communications. 8 

     "Electronic, mechanical, or other device" means any device 9 

or apparatus that can be used to intercept a wire, oral, or 10 

electronic communication other than: 11 

     (1)  Any telephone or telegraph instrument, equipment, or 12 

facility, or any component thereof[:] 13 

          (A)  Furnished to the subscriber or user by a provider 14 

of wire or electronic communication service in the ordinary 15 

course of its business and being used by the subscriber or user 16 

in the ordinary course of its business or furnished by the 17 

subscriber or user for connection to the facilities of the 18 

services and used in the ordinary course of its business; or 19 

          (B)  Being used by a provider of wire or electronic 20 

communication service in the ordinary course of its business, or 21 

by an investigative or law enforcement officer in the ordinary 22 

course of the officer's duties; or 23 

     (2)  A hearing aid or similar device being used to correct 24 

subnormal hearing to a level not better than average. 25 

     "Electronic storage" means: 26 





  

 

     "Organized crime" means any combination or conspiracy to 1 

engage in criminal activity. 2 

     "Pen register" means a device that records or decodes 3 

electronic or other impulses that identify the numbers dialed or 4 

otherwise transmitted on the telephone line or cellular network 5 

to which the device is connected, or that identifies the numbers 6 

that a device uses to connect to a wire or electronic 7 

communications service, but the term does not include any device 8 

used by a provider or customer of a wire or electronic 9 

communication service for billing, or recording as an incident 10 

to billing, for communication services provided by the provider 11 

or any device used by a provider or customer of a wire 12 

communication service for cost accounting or other similar 13 

purposes in the ordinary course of its business. 14 

     "Person" means any official, employee, or agent of the 15 

United States or this State or political subdivision thereof, 16 

and any individual, partnership, association, joint stock 17 

company, trust, or corporation. 18 

     "Readily accessible to the general public" means, with 19 

respect to radio communication, that the communication is not: 20 

     (1)  Scrambled or encrypted; 21 

     (2)  Transmitted using modulation techniques whose 22 

essential parameters have been withheld from the public with the 23 

intention of preserving the privacy of the communication; 24 

     (3)  Carried on a subcarrier or other signal subsidiary to 25 

a radio transmission; 26 



  

 

     (4)  Transmitted over a communication system provided by a 1 

common carrier, unless the communication is a tone-only paging 2 

system communication; or 3 

     (5)  Transmitted on frequencies allocated under part 25, 4 

subpart D, E, or F of part 74, or part 94 of the Rules of the 5 

Federal Communications Commission, unless in the case of a 6 

communication transmitted on a frequency allocated under part 74 7 

that is not exclusively allocated to broadcast auxiliary 8 

services, the communication is a two-way voice communication by 9 

radio. 10 

     "Remote computing service" means the provision to the 11 

public of computer storage or processing services by means of an 12 

electronic communication system. 13 

     "Tracking device" means an electronic or mechanical device 14 

that permits the tracking of the movement of a person or object, 15 

but does not include a device when installed: 16 

     (1)  In a motor vehicle or other vehicle by or with the 17 

permission of the owner or person in lawful possession of the 18 

motor vehicle or other vehicle for the purpose of tracking the 19 

movement of the motor vehicle or other vehicle; or 20 

     (2)  By or at the request of a police department or law 21 

enforcement agency in a "bait vehicle". 22 

     "Trap and trace device" means a device that captures the 23 

incoming electronic or other impulses that identify the 24 

originating number of an instrument or device from which a wire 25 

or electronic communication was transmitted. 26 



  

 

     "User" means any person or entity that: 1 

     (1)  Uses an electronic communication service; and 2 

     (2)  Is duly authorized by the provider of the service to 3 

engage in such use. 4 

     "Wire communication" means any aural transfer made in whole 5 

or in part through the use of facilities for the transmission of 6 

communications by the aid of wire, cable, or other like 7 

connection between the point of origin and the point of 8 

reception (including the use of such connection in a switching 9 

station) furnished or operated by any person engaged in 10 

providing or operating such facilities for the transmission of 11 

intrastate, interstate, or foreign communications.  The term 12 

"wire communication" includes, but is not limited to, cellular 13 

telephones, cordless telephones, "tone and voice" pagers which 14 

transmit a voice message along with a paging signal, and any 15 

electronic storage of a wire communication.  16 

SECTION 2.  Chapter 803, Hawaii Revised Statutes, is 17 

amended to read as follows: 18 

§803-47.6  Requirements for governmental access.  (a)  19 

Except as otherwise provided by law, a [A] governmental entity 20 

may require [the disclosure by] a provider of an electronic 21 

communication service and a provider of a remote computing 22 

service to disclose electronically stored data [of the contents 23 

of an electronic communication]pursuant to a search warrant 24 

[only] or written consent from the customer, subscriber, or user 25 

of the service. 26 



  

 

     [(b)  A governmental entity may require a provider of 1 

remote computing services to disclose the contents of any 2 

electronic communication pursuant to a search warrant only. 3 

     (c)  Subsection (b) of this section is applicable to any 4 

electronic communication held or maintained on a remote 5 

computing service: 6 

     (1)  On behalf of, and received by electronic transmission 7 

from (or created by computer processing of communications 8 

received by electronic transmission from), a subscriber or 9 

customer of the remote computing service; and 10 

     (2)  Solely for the purpose of providing storage or 11 

computer processing services to the subscriber or customer, if 12 

the provider is not authorized to access the contents of those 13 

communications for any purpose other than storage or computer 14 

processing. 15 

  (d)(1)  A provider of electronic communication service or 16 

remote computing service may disclose a record or other 17 

information pertaining to a subscriber to, or customer of, the 18 

service (other than the contents of any electronic 19 

communication) to any person other than a governmental entity. 20 

     (2)  A provider of electronic communication service or 21 

remote computing service shall disclose a record or other 22 

information pertaining to a subscriber to, or customer of, the 23 

service (other than the contents of an electronic communication) 24 

to a governmental entity only when: 25 

          (A)  Presented with a search warrant; 26 



  

 

          (B)  Presented with a court order, which seeks the 1 

disclosure of transactional records, other than real-time 2 

transactional records; 3 

          (C)  The consent of the subscriber or customer to the 4 

disclosure has been obtained; or 5 

          (D)  Presented with an administrative subpoena 6 

authorized by statute, an attorney general subpoena, or a grand 7 

jury or trial subpoena, which seeks the disclosure of 8 

information concerning electronic communication, including but 9 

not limited to the name, address, local and long distance 10 

telephone billing records, telephone number or other subscriber 11 

number or identity, and length of service of a subscriber to or 12 

customer of the service, and the types of services the 13 

subscriber or customer utilized.] 14 

     (3)  (b) Unless otherwise authorized by the court, [A] a 15 

governmental entity receiving records or information under this 16 

[subsection]section is [not]required to provide notice to [a]the 17 

subscriber, [or]customer, or user of the service. 18 

     [(e)  A court order for disclosure under subsection (d) 19 

shall issue only if the governmental entity demonstrates 20 

probable cause that the records or other information sought, 21 

constitute or relate to the fruits, implements, or existence of 22 

a crime or are relevant to a legitimate law enforcement inquiry.  23 

An order may be quashed or modified if, upon a motion promptly 24 

made, the service provider shows that compliance would be unduly 25 

burdensome because of the voluminous nature of the information 26 



  

 

or records requested, or some other stated reason establishing 1 

such a hardship.] 2 

     [(f)] (c)  No cause of action shall lie in any court 3 

against any provider of wire or electronic communication 4 

service, its officers, employees, agents, or other specified 5 

persons for providing information, facilities, or assistance in 6 

accordance with the terms of a court order, warrant, or 7 

subpoena. 8 

     [(g)] (d)  A provider of wire or electronic communication 9 

services or a remote computing service, upon the request of a 10 

governmental entity, shall take all necessary steps to preserve 11 

records and other evidence in its possession pending the 12 

issuance of a [court order or other process] search warrant.  13 

Records shall be retained for a period of ninety days, which 14 

shall be extended for an additional ninety-day period upon a 15 

renewed request by the governmental entity.  16 

SECTION 3.  Chapter 803, Hawaii Revised Statutes, is 17 

amended to read as follows: 18 

§803-47.7  Backup preservation.  (a)  A governmental entity 19 

may include in its [court order] search warrant a requirement 20 

that the service provider create a backup copy of the contents 21 

of the electronic communication without notifying the subscriber 22 

or customer.  The service provider shall create the backup copy 23 

as soon as practicable, consistent with its regular business 24 

practices, and shall confirm to the governmental entity that the 25 

backup copy has been made.  The backup copy shall be created 26 



  

 

within two business days after receipt by the service provider 1 

of the subpoena or court order. 2 

     (b)  The governmental entity must give notice to the 3 

subscriber or customer within three days of receiving 4 

confirmation that a backup record has been made, unless notice 5 

is delayed pursuant to the procedures herein. 6 

     (c)  The service provider shall not destroy the backup copy 7 

until the later of: 8 

     (1)  The delivery of the information; or 9 

     (2)  The resolution of any proceedings, including any 10 

appeal therefrom, concerning a court order. 11 

     (d)  The service provider shall release the backup copy to 12 

the requesting governmental entity no sooner than fourteen days 13 

after the governmental entity's notice to the subscriber or 14 

customer, if the service provider: 15 

     (1)  Has not received notice from the subscriber or 16 

customer that the subscriber or customer has challenged the 17 

governmental entity's request; and 18 

     (2)  Has not initiated proceedings to challenge the request 19 

of the governmental entity. 20 

     (e)  Within fourteen days after notice by the governmental 21 

entity to the subscriber or customer under subsection (b) of 22 

this section, the subscriber or customer may file a motion to 23 

vacate the [court order] search warrant, with written notice and 24 

a copy of the motion being served on both the governmental 25 

entity and the service provider.  The motion to vacate a [court 26 



  

 

order] search warrant shall be filed with the designated judge 1 

who issued the [order] warrant. The motion or application shall 2 

contain an affidavit or sworn statement: 3 

     (1)  Stating that the applicant is a customer or subscriber 4 

to the service from which the contents of electronic 5 

communications are sought; and 6 

     (2)  Setting forth the applicant's reasons for believing 7 

that the records sought does not constitute probable cause or 8 

there has not been substantial compliance with some aspect of 9 

the provisions of this part. 10 

     (f)  Upon receiving a copy of the motion from the 11 

subscriber or customer, the governmental agency shall file a 12 

sworn response to the court to which the motion is assigned.  13 

The response shall be filed within fourteen days.  The response 14 

may ask the court for an in camera review, but must state 15 

reasons justifying such a review.  If the court is unable to 16 

rule solely on the motion or application and response submitted, 17 

the court may conduct such additional proceedings as it deems 18 

appropriate.  A ruling shall be made as soon as practicable 19 

after the filing of the governmental entity's response. 20 

     (g)  If the court finds that the applicant is not the 21 

subscriber or customer whose communications are sought, or that 22 

there is reason to believe that the law enforcement inquiry is 23 

legitimate and the justification for the communications sought 24 

is supported by probable cause, the application or motion shall 25 

be denied, and the court shall order the release of the backup 26 



  

 

copy to the government entity.  A court order denying a motion 1 

or application shall not be deemed a final order, and no 2 

interlocutory appeal may be taken therefrom by the customer.  If 3 

the court finds that the applicant is a proper subscriber or 4 

customer and the justification for the communication sought is 5 

not supported by probable cause or that there has not been 6 

substantial compliance with the provisions of this part, it 7 

shall order vacation of the [order] warrant previously issued.  8 

SECTION 4.  Chapter 803, Hawaii Revised Statutes, is 9 

amended to read as follows:  10 

§803-47.8  Delay of notification.  (a)  A governmental 11 

entity may as part of a request for a [court order] search 12 

warrant include a provision that notification be delayed for a 13 

period not exceeding ninety days or, at the discretion of the 14 

court, no later than the deadline to provide discovery in a 15 

criminal case, if the court determines that notification of the 16 

existence of the court order may have an adverse result. 17 

     (b)  An adverse result for the purpose of subsection (a) of 18 

this section is: 19 

     (1)  Endangering the life or physical safety of an 20 

individual; 21 

     (2)  Flight from prosecution; 22 

     (3)  Destruction of or tampering with evidence; 23 

     (4)  Intimidation of a potential witness; or 24 

     (5)  Otherwise seriously jeopardizing an investigation or 25 

unduly delaying a trial. 26 



  

 

     (c)  Extensions of delays in notification may be granted up 1 

to ninety days per application to a court or, at the discretion 2 

of the court, up to the deadline to provide discovery in a 3 

criminal case.  Each application for an extension must comply 4 

with subsection (e) of this section. 5 

     (d)  Upon expiration of the period of delay of 6 

notification, the governmental entity shall serve upon, or 7 

deliver by registered mail to, the customer or subscriber a copy 8 

of the process or request together with notice that: 9 

     (1)  States with reasonable specificity the nature of the 10 

law enforcement inquiry; and 11 

     (2)  Informs the customer or subscriber: 12 

          (A)  Information maintained for the customer or 13 

subscriber by the service provider or request was supplied to or 14 

requested by that governmental authority and the date on which 15 

the supplying or request took place; 16 

          (B)  Notification of the customer or subscriber was 17 

delayed; 18 

          (C)  The governmental entity or court that made the 19 

certification or determination upon which the delay was made; 20 

and 21 

          (D)  The provision of this part that allowed the 22 

delay. 23 

     (e)  A governmental entity may apply to the designated 24 

judge or any other circuit judge or district court judge, if a 25 

circuit court judge has not yet been designated by the chief 26 



  

 

justice of the Hawaii supreme court, or is otherwise 1 

unavailable, for an order commanding a provider of an electronic 2 

communication service or remote computing service to whom a 3 

search warrant, or court order is directed, not to notify any 4 

other person of the existence of the search warrant[, or court 5 

order] for such period as the court deems appropriate not to 6 

exceed ninety days or, at the discretion of the court, no later 7 

than the deadline to provide discovery in a criminal case.  The 8 

court shall enter the order if it determines that there is 9 

reason to believe that notification of the existence of the 10 

search warrant[, or court order] will result in: 11 

     (1)  Endangering the life or physical safety of an 12 

individual; 13 

     (2)  Flight from prosecution; 14 

     (3)  Destruction of or tampering with evidence; 15 

     (4)  Intimidation of potential witnesses; or 16 

     (5)  Otherwise seriously jeopardizing an investigation or 17 

unduly delaying a trial.  18 

SECTION 5.  This Act does not affect rights and duties that 19 

matured, penalties that were incurred, and proceedings that were 20 

begun before its effective date. 21 

SECTION 6.  Statutory material to be repealed is bracketed 22 

and stricken.  New statutory material is underscored. 23 

SECTION 7.  This Act shall take effect upon approval. 24 

 25 
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THIRTY-FIRST LEGISLATURE, 2020  
STATE OF HAWAI'I  
  

A BILL FOR AN ACT 
 

 
RELATING TO VIOLATION OF PRIVACY. 

 

 

BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF HAWAI'I:

SECTION 1.  Section 711-1110.9, Hawai'i Revised Statutes, 1 

is amended to read as follows: 2 

"§711-1110.9 Violation of privacy in the first degree.  3 

(1)  A person commits the offense of violation of privacy in the 4 

first degree if, except in the execution of a public duty or as 5 

authorized by law: 6 

(a) the person intentionally or knowingly installs or 7 

uses, or both, in any private place, without consent of the 8 

person or persons entitled to privacy therein, any device 9 

for observing, recording, amplifying, or broadcasting another 10 

person in a stage of undress or sexual activity in that place; 11 

[or] 12 

(b)  the person knowingly discloses or threatens to 13 

disclose an image or video of another identifiable person either 14 

in the nude, as defined in section 712-1210, or engaging in 15 

sexual conduct, as defined in section 712-1210, without the 16 

consent of the depicted person, with intent to harm 17 

substantially the depicted person with respect to that person's 18 
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health, safety, business, calling, career, education, financial 1 

condition, reputation, or personal relationships or as an act of 2 

revenge or retribution; [provided that:] or 3 

(c)  the person intentionally creates or discloses, or 4 

threatens to disclose, an image or video of a fictitious person 5 

depicted in the nude, as defined in section 712-1210, or engaged 6 

in sexual conduct, as defined in section 712-1210, that includes 7 

the recognizable physical characteristics of a known person such 8 

that the image or video appears to depict the known person and 9 

not a fictitious person, with intent to harm substantially the 10 

depicted person with respect to that person's health, safety, 11 

business, calling, career, education, financial condition, 12 

reputation, or personal relationships, or as an act of revenge 13 

or retribution. 14 

(2) [(i)] This [paragraph] section shall not apply to 15 

images or videos of the depicted person made: 16 

   (A)  When the person was voluntarily nude in public or 17 

voluntarily engaging in sexual conduct in public; or 18 

   (B)  Pursuant to a voluntary commercial transaction. [; 19 

and] 20 
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(3) [(ii)] Nothing in this [paragraph] section shall be 1 

construed to impose liability on a provider of "electronic 2 

communication service" or "remote computing service" as those 3 

terms are defined in section 803-41, for an image or video 4 

disclosed through the electronic communication service or remote 5 

computing service by another person. 6 

 (4) [(2)]  Violation of privacy in the first degree is a 7 

class C felony.  In addition to any penalties the court may 8 

impose, the court may order the destruction of any recording 9 

made in violation of this section. 10 

(5)  [(3)]  Any recording or image made or disclosed in 11 

violation of this section and not destroyed pursuant to 12 

subsection [(2)] (4) shall be sealed and remain confidential. 13 

SECTION 3.  Statutory material to be repealed is bracketed 14 

and stricken.  New statutory material is underscored 15 

SECTION 4.  This Act shall take effect upon approval.  16 
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STATE OF HAWAI'I  
  

A BILL FOR AN ACT 
 

 
RELATING TO VIOLATION OF PRIVACY. 

 

 

BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF HAWAI'I:

SECTION 1.  Section 711-1110.9, Hawai'i Revised Statutes, 1 

is amended to read as follows: 2 

"§711-1110.9 Violation of privacy in the first degree.  3 

(1)  A person commits the offense of violation of privacy in the 4 

first degree if, except in the execution of a public duty or as 5 

authorized by law: 6 

(a) the person intentionally or knowingly installs or 7 

uses, or both, in any private place, without consent of the 8 

person or persons entitled to privacy therein, any device 9 

for observing, recording, amplifying, or broadcasting another 10 

person in a stage of undress or sexual activity in that place; 11 

[or] 12 

(b)  the person knowingly discloses or threatens to 13 

disclose an image or video of another identifiable person either 14 

in the nude, as defined in section 712-1210, or engaging in 15 

sexual conduct, as defined in section 712-1210, without the 16 

consent of the depicted person, with intent to harm 17 

substantially the depicted person with respect to that person's 18 
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health, safety, business, calling, career, education, financial 1 

condition, reputation, or personal relationships or as an act of 2 

revenge or retribution; [provided that:] or 3 

(c)  the person intentionally creates or discloses, or 4 

threatens to disclose, an image or digitally altered video of a 5 

fictitious person that depicts a known person in the nude, as 6 

defined in section 712-1210, or engaged in sexual conduct, as 7 

defined in section 712-1210, that includes the recognizable 8 

physical characteristics of a known person such that the image 9 

or video appears to depict the known person and not a fictitious 10 

person in the nude or engaged in sexual conduct that the 11 

individual did not actually perform, with intent to harm 12 

substantially the depicted person with respect to that person's 13 

health, safety, business, calling, career, education, financial 14 

condition, reputation, or personal relationships, or as an act 15 

of revenge or retribution. 16 

(2) [(i)] This [paragraph] section shall not apply to 17 

images or videos of the depicted person made: 18 

   (A)  When the person was voluntarily nude in public or 19 

voluntarily engaging in sexual conduct in public; or 20 
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   (B)  Pursuant to a voluntary commercial transaction. [; 1 

and] 2 

(3) [(ii)] Nothing in this [paragraph] section shall be 3 

construed to impose liability on a provider of "electronic 4 

communication service" or "remote computing service" as those 5 

terms are defined in section 803-41, for an image or video 6 

disclosed through the electronic communication service or remote 7 

computing service by another person. 8 

 (4) [(2)]  Violation of privacy in the first degree is a 9 

class C felony.  In addition to any penalties the court may 10 

impose, the court may order the destruction of any recording 11 

made in violation of this section. 12 

(5)  [(3)]  Any recording or image made or disclosed in 13 

violation of this section and not destroyed pursuant to 14 

subsection [(2)] (4) shall be sealed and remain confidential. 15 

SECTION 3.  Statutory material to be repealed is bracketed 16 

and stricken.  New statutory material is underscored 17 

SECTION 4.  This Act shall take effect upon approval.  18 

 

     INTRODUCED BY:  ________________________ 
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