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7. Health insurance policy number, subscriber identification number, or any other unique 

identifier used by a health insurer to identify the person. 

8. Unique biometric data generated from measurements or analysis of human body 

characteristics for authentication purposes. 

9. An individual taxpayer identification number. 

Illinois 

"Personal information" means either of the following: 

        (1) An individual's first name or first initial and last name in combination with any one or 

more of the following data elements, when either the name or the data elements are not 

encrypted or redacted or are encrypted or redacted but the keys to unencrypt or unredact or 

otherwise read the name or data elements have been acquired without authorization through the 

breach of security: 

            (A) Social Security number.  

            (B) Driver's license number or State identification card number. 

            (C) Account number or credit or debit card number, or an account number or credit card 

number in combination with any required security code, access code, or password that would 

permit access to an individual's financial account. 

            (D) Medical information. 

            (E) Health insurance information. 

            (F) Unique biometric data generated from measurements or technical analysis of human 

body characteristics used by the owner or licensee to authenticate an individual, such as a 

fingerprint, retina or iris image, or other unique physical representation or digital representation 

of biometric data. 

        (2) User name or email address, in combination with a password or security question and 

answer that would permit access to an online account, when either the user name or email 

address or password or security question and answer are not encrypted or redacted or are 

encrypted or redacted but the keys to unencrypt or unredact or otherwise read the data elements 

have been obtained through the breach of security. 

Louisiana 

(4)(a) "Personal information" means the first name or first initial and last name of an individual 

resident of this state in combination with any one or more of the following data elements, when 

the name or the data element is not encrypted or redacted: 

            (i) Social security number. 

            (ii) Driver's license number or state identification card number. 

            (iii) Account number, credit or debit card number, in combination with any required 

security code, access code, or password that would permit access to an individual's financial 

account. 

            (iv) Passport number. 

            (v) Biometric data. "Biometric data" means data generated by automatic measurements of 

an individual's biological characteristics, such as fingerprints, voice print, eye retina or iris, or 

other unique biological characteristic that is used by the owner or licensee to uniquely 

authenticate an individual's identity when the individual accesses a system or account. 







Wyoming 

"Personal identifying information" means the first name or first initial and last name of a person 

in combination with one (1) or more of the data elements specified in W.S. 6-3-901(b)(iii) 

through (xiv). 

 

W.S. 6-3-901(b): 

As used in this section "personal identifying information" means the name or any of the 

following data elements of an individual person: 

(i) Address; 

(ii) Telephone number; 

(iii) Social security number; 

(iv) Driver's license number; 

(v) Account number, credit card number or debit card number in combination with any security 

code, access code or password that would allow access to a financial account of the person; 

(vi) Tribal identification card; 

(vii) Federal or state government issued identification card; 

(viii) Shared secrets or security tokens that are known to be used for data based authentication; 

(ix) A username or email address, in combination with a password or security question and 

answer that would permit access to an online account; 

(x) A birth or marriage certificate; 

(xi) Medical information, meaning a person s medical history, mental or physical condition, or 

medical treatment or diagnosis by a health care professional; 

(xii) Health insurance information, meaning a person s health insurance policy number or 

subscriber identification number, any unique identifier used by a health insurer to identify the 

person or information related to a person s application and claims history; 

(xiii) Unique biometric data, meaning data generated from measurements or analysis of human 

body characteristics for authentication purposes; 

(xiv) An individual taxpayer identification number. 
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__. B. NO. 

 
THIRTY-FIRST LEGISLATURE, 2020  
STATE OF HAWAII  
  

 

A BILL FOR AN ACT 
 
 
RELATING TO___________________ .  

 
BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF HAWAII: 
 
 
    SECTION 1.   Section 803 - 41, Hawaii Revised Statutes, is  1 

amended by adding a new definition  to be appropriately 2 

designated and to read as follows:  3 

     §803 - 41  Definitions.  As used in this part, unless the 4 

context clearly requires otherwise:  5 

     "Aggrieved person" means a person who was p arty to any 6 

intercepted wire, oral, or electronic communication or a person 7 

against whom the interception was directed.  8 

     "Aural transfer" means a transfer containing the human 9 

voice at any point between and including the point of origin and 10 

the point o f reception.  11 

     "Bait vehicle" means any vehicle used by law enforcement to 12 

further an investigation of and deter unauthorized entry into a 13 

motor vehicle or unauthorized control of propelled vehicles.  14 

     "Communication common carrier" means any person engaged as 15 

a common carrier for hire in interstate or foreign communication 16 

by wire or radio or in intrastate, interstate, or foreign radio 17 



  
 

transmission of energy, except where reference is made to 1 

communication common carriers not subject to this part; pr ovided 2 

that a person engaged in radio broadcasting, to the extent the 3 

person is so engaged, shall not be deemed a communication common 4 

carrier.  5 

     "Contents" when used with respect to any wire, oral, or 6 

electronic communication, includes any information concerning 7 

the substance, purport, or meaning of that communication.  8 

     "Designated judge" means a circuit court judge designated 9 

by the chief justice of the Hawaii supreme court to issue orders 10 

under this part.  11 

     "Electronic communication" means any transfer of signs, 12 

signals, writing, images, sounds, data, or intelligence of any 13 

nature transmitted in whole or in part by a wire, radio, 14 

electromagnetic, photoelectronic, or photo - optical system that 15 

affects intrastate, interstate, or foreign commerce.  The term 16 

"electronic communication" includes, but is not limited to, 17 

"display pagers" which can display [a] visual message as part of 18 

the paging process, but does not include:  19 

     (1)  Any wire or oral communication;  20 

     (2)  Any communication made throu gh a tone - only paging 21 

device;  22 

     (3)  Any communication from a tracking device; or  23 

     (4)  Electronic funds transfer information stored by [a] 24 

financial institution in a communications system used for the 25 

electronic storage and transfer of funds.  26 



  
 

     "Electronic communication service" means any service that 1 

provides to users thereof the ability to send or receive wire or 2 

electronic communications.  3 

     "Electronic communication system" means any wire, radio, 4 

electromagnetic, photo - optical, or photoelec tronic facilities 5 

for the transmission of electronic communications, and any 6 

computer facilities or related electronic equipment for the 7 

electronic storage of these communications.  8 

     "Electronic, mechanical, or other device" means any device 9 

or apparatu s that can be used to intercept a wire, oral, or 10 

electronic communication other than:  11 

     (1)  Any telephone or telegraph instrument, equipment, or 12 

facility, or any component thereof[:]  13 

          (A)  Furnished to the subscriber or user by a provider 14 

of w ire or electronic communication service in the ordinary 15 

course of its business and being used by the subscriber or user 16 

in the ordinary course of its business or furnished by the 17 

subscriber or user for connection to the facilities of the 18 

services and used in the ordinary course of its business; or  19 

          (B)  Being used by a provider of wire or electronic 20 

communication service in the ordinary course of its business, or 21 

by an investigative or law enforcement officer in the ordinary 22 

course of the officer's  duties; or  23 

     (2)  A hearing aid or similar device being used to correct 24 

subnormal hearing to a level not better than average.  25 

     "Electronic storage" means:  26 





  
 

     "Organized crime" means any combination or conspiracy to 1 

engage in criminal activity.  2 

     "Pen register" means a device that records or decodes 3 

electronic or other impulses that identify the numbers dialed or 4 

otherwise transmitted on the telephone line or cellular network 5 

to which the device is connected, or that identifies the numbers 6 

that a device uses to connect to a wire or electronic 7 

communications service, but the term does not include any device 8 

used by a provider or customer of a w ire or electronic 9 

communication service for billing, or recording as an incident 10 

to billing, for communication services provided by the provider 11 

or any device used by a provider or customer of a wire 12 

communication service for cost accounting or other simil ar 13 

purposes in the ordinary course of its business.  14 

     "Person" means any official, employee, or agent of the 15 

United States or this State or political subdivision thereof, 16 

and any individual, partnership, association, joint stock 17 

company, trust, or corpo ration.  18 

     "Readily accessible to the general public" means, with 19 

respect to radio communication, that the communication is not:  20 

     (1)  Scrambled or encrypted;  21 

     (2)  Transmitted using modulation techniques whose 22 

essential parameters have been with held from the public with the 23 

intention of preserving the privacy of the communication;  24 

     (3)  Carried on a subcarrier or other signal subsidiary to 25 

a radio transmission;  26 



  
 

     (4)  Transmitted over a communication system provided by a 1 

common carrier, un less the communication is a tone - only paging 2 

system communication; or  3 

     (5)  Transmitted on frequencies allocated under part 25, 4 

subpart D, E, or F of part 74, or part 94 of the Rules of the 5 

Federal Communications Commission, unless in the case of a 6 

communication transmitted on a frequency allocated under part 74 7 

that is not exclusively allocated to broadcast auxiliary 8 

services, the communication is a two - way voice communication by 9 

radio.  10 

     "Remote computing service" means the provision to the 11 

public of computer storage or processing services by means of an 12 

electronic communication system.  13 

     "Tracking device" means an electronic or mechanical device 14 

that permits the tracking of the movement of a person or object, 15 

but does not include a device when i nstalled:  16 

     (1)  In a motor vehicle or other vehicle by or with the 17 

permission of the owner or person in lawful possession of the 18 

motor vehicle or other vehicle for the purpose of tracking the 19 

movement of the motor vehicle or other vehicle; or  20 

     (2)  By or at the request of a police department or law 21 

enforcement agency in a "bait vehicle".  22 

     "Trap and trace device" means a device that captures the 23 

incoming electronic or other impulses that identify the 24 

originating number of an instrument or device from which a wire 25 

or electronic communication was transmitted.  26 



  
 

     "User" means any person or entity that:  1 

     (1)  Uses an electronic communication service; and  2 

     (2)  Is duly authorized by the provider of the service to 3 

engage in such use.  4 

     "Wir e communication" means any aural transfer made in whole 5 

or in part through the use of facilities for the transmission of 6 

communications by the aid of wire, cable, or other like 7 

connection between the point of origin and the point of 8 

reception (including th e use of such connection in a switching 9 

station) furnished or operated by any person engaged in 10 

providing or operating such facilities for the transmission of 11 

intrastate, interstate, or foreign communications.  The term 12 

"wire communication" includes, but i s not limited to, cellular 13 

telephones, cordless telephones, "tone and voice" pagers which 14 

transmit a voice message along with a paging signal, and any 15 

electronic storage of a wire communication.  16 

SECTION 2.  Chapter 803, Hawaii Revised Statutes, is 17 

amended to read as follows:  18 

§803 - 47.6  Requirements for governmental access.  (a)  19 

Except as otherwise provided by law, a  [ A] governmental entity 20 

may require [ the disclosure by ]  a provider of an electronic 21 

communication service and a provider of a remote computin g 22 

service to disclose electronically stored data  [ of the contents 23 

of an electronic communication ] pursuant to a search warrant 24 

[ only ] or written consent from the customer, subscriber, or user 25 

of the service .  26 



  
 

     [ (b)  A governmental entity may require a pr ovider of 1 

remote computing services to disclose the contents of any 2 

electronic communication pursuant to a search warrant only.  3 

     (c)  Subsection (b) of this section is applicable to any 4 

electronic communication held or maintained on a remote 5 

computing service:  6 

     (1)  On behalf of, and received by electronic transmission 7 

from (or created by computer processing of communications 8 

received by electronic transmission from), a subscriber or 9 

customer of the remote computing service; and  10 

     (2)  Solely for  the purpose of providing storage or 11 

computer processing services to the subscriber or customer, if 12 

the provider is not authorized to access the contents of those 13 

communications for any purpose other than storage or computer 14 

processing.  15 

  (d)(1)  A provide r of electronic communication service or 16 

remote computing service may disclose a record or other 17 

information pertaining to a subscriber to, or customer of, the 18 

service (other than the contents of any electronic 19 

communication) to any person other than a gov ernmental entity.  20 

     (2)  A provider of electronic communication service or 21 

remote computing service shall disclose a record or other 22 

information pertaining to a subscriber to, or customer of, the 23 

service (other than the contents of an electronic communi cation) 24 

to a governmental entity only when:  25 

          (A)  Presented with a search warrant;  26 



  
 

          (B)  Presented with a court order, which seeks the 1 

disclosure of transactional records, other than real - time 2 

transactional records;  3 

          (C)  The con sent of the subscriber or customer to the 4 

disclosure has been obtained; or  5 

          (D)  Presented with an administrative subpoena 6 

authorized by statute, an attorney general subpoena, or a grand 7 

jury or trial subpoena, which seeks the disclosure of 8 

inform ation concerning electronic communication, including but 9 

not limited to the name, address, local and long distance 10 

telephone billing records, telephone number or other subscriber 11 

number or identity, and length of service of a subscriber to or 12 

customer of t he service, and the types of services the 13 

subscriber or customer utilized. ]  14 

     (3)   (b)  Unless otherwise authorized by the court,  [ A]  a 15 

governmental entity receiving records or information under this 16 

[ subsection ] section  is [ not ] required to provide notice  to [ a] the  17 

subscriber ,  [ or ] customer , or user of the service.  18 

     [ (e)  A court order for disclosure under subsection (d) 19 

shall issue only if the governmental entity demonstrates 20 

probable cause that the records or other information sought, 21 

constitute or re late to the fruits, implements, or existence of 22 

a crime or are relevant to a legitimate law enforcement inquiry.  23 

An order may be quashed or modified if, upon a motion promptly 24 

made, the service provider shows that compliance would be unduly 25 

burdensome bec ause of the voluminous nature of the information 26 



  
 

or records requested, or some other stated reason establishing 1 

such a hardship. ]  2 

     [ (f) ] (c)   No cause of action shall lie in any court 3 

against any provider of wire or electronic communication 4 

service, it s officers, employees, agents, or other specified 5 

persons for providing information, facilities, or assistance in 6 

accordance with the terms of a court order, warrant, or 7 

subpoena.  8 

     [ (g) ]  (d)   A provider of wire or electronic communication 9 

services or a  remote computing service, upon the request of a 10 

governmental entity, shall take all necessary steps to preserve 11 

records and other evidence in its possession pending the 12 

issuance of a [ court order or other process ] search warrant.   13 

Records shall be retaine d for a period of ninety days, which 14 

shall be extended for an additional ninety - day period upon a 15 

renewed request by the governmental entity.  16 

SECTION 3.  Chapter 803, Hawaii Revised Statutes, is 17 

amended to read as follows:  18 

§803 - 47.7  Backup preservation.  (a)  A governmental entity 19 

may include in its [ court order ] search warrant  a requirement 20 

that the service provider create a backup copy of the contents 21 

of the electronic communication without notifying the subscriber 22 

or customer.  The service provider sha ll create the backup copy 23 

as soon as practicable, consistent with its regular business 24 

practices, and shall confirm to the governmental entity that the 25 

backup copy has been made.  The backup copy shall be created 26 



  
 

within two business days after receipt by t he service provider 1 

of the subpoena or court order.  2 

     (b)  The governmental entity must give notice to the 3 

subscriber or customer within three days of receiving 4 

confirmation that a backup record has been made, unless notice 5 

is delayed pursuant to the pr ocedures herein.  6 

     (c)  The service provider shall not destroy the backup copy 7 

until the later of:  8 

     (1)  The delivery of the information; or  9 

     (2)  The resolution of any proceedings, including any 10 

appeal therefrom, concerning a court order.  11 

     (d)  The service provider shall release the backup copy to 12 

the requesting governmental entity no sooner than fourteen days 13 

after the governmental entity's notice to the subscriber or 14 

customer, if the service provider:  15 

     (1)  Has not received notice from  the subscriber or 16 

customer that the subscriber or customer has challenged the 17 

governmental entity's request; and  18 

     (2)  Has not initiated proceedings to challenge the request 19 

of the governmental entity.  20 

     (e)  Within fourteen days after notice by th e governmental 21 

entity to the subscriber or customer under subsection (b) of 22 

this section, the subscriber or customer may file a motion to 23 

vacate the [ court order ] search warrant , with written notice and 24 

a copy of the motion being served on both the governm ental 25 

entity and the service provider.  The motion to vacate a [ court 26 



  
 

order ] search warrant  shall be filed with the designated judge 1 

who issued the [ order ] warrant . The motion or application shall 2 

contain an affidavit or sworn statement:  3 

     (1)  Stating that the applicant is a customer or subscriber 4 

to the service from which the contents of electronic 5 

communications are sought; and  6 

     (2)  Setting forth the applicant's reasons for believing 7 

that the records sought does not constitute probable cause or 8 

t here has not been substantial compliance with some aspect of 9 

the provisions of this part.  10 

     (f)  Upon receiving a copy of the motion from the 11 

subscriber or customer, the governmental agency shall file a 12 

sworn response to the court to which the motion is  assigned.  13 

The response shall be filed within fourteen days.  The response 14 

may ask the court for an in camera review, but must state 15 

reasons justifying such a review.  If the court is unable to 16 

rule solely on the motion or application and response submitt ed, 17 

the court may conduct such additional proceedings as it deems 18 

appropriate.  A ruling shall be made as soon as practicable 19 

after the filing of the governmental entity's response.  20 

     (g)  If the court finds that the applicant is not the 21 

subscriber or c ustomer whose communications are sought, or that 22 

there is reason to believe that the law enforcement inquiry is 23 

legitimate and the justification for the communications sought 24 

is supported by probable cause, the application or motion shall 25 

be denied, and th e court shall order the release of the backup 26 



  
 

copy to the government entity.  A court order denying a motion 1 

or application shall not be deemed a final order, and no 2 

interlocutory appeal may be taken therefrom by the customer.  If 3 

the court finds that the applicant is a proper subscriber or 4 

customer and the justification for the communication sought is 5 

not supported by probable cause or that there has not been 6 

substantial compliance with the provisions of this part, it 7 

shall order vacation of the [ order ] warrant  previously issued.  8 

SECTION 4.  Chapter 803, Hawaii Revised Statutes, is 9 

amended to read as follows:   10 

§803 - 47.8  Delay of notification.  (a)  A governmental 11 

entity may as part of a request for a [ court order ] search 12 

warrant  include a provision that n otification be delayed for a 13 

period not exceeding ninety days or, at the discretion of the 14 

court, no later than the deadline to provide discovery in a 15 

criminal case,  if the court determines that notification of the 16 

existence of the court order may have an adverse result.  17 

     (b)  An adverse result for the purpose of subsection (a) of 18 

this section is:  19 

     (1)  Endangering the life or physical safety of an 20 

individual;  21 

     (2)  Flight from prosecution;  22 

     (3)  Destruction of or tampering with evidence;  23 

     (4)  Intimidation of a potential witness; or  24 

     (5)  Otherwise seriously jeopardizing an investigation or 25 

unduly delaying a trial.  26 



  
 

     (c)  Extensions of delays in notification may be granted up 1 

to ninety days per application to a court or, at the di scretion 2 

of the court, up to the deadline to provide discovery in a 3 

criminal case.   Each application for an extension must comply 4 

with subsection (e) of this section.  5 

     (d)  Upon expiration of the period of delay of 6 

notification, the governmental entity  shall serve upon, or 7 

deliver by registered mail to, the customer or subscriber a copy 8 

of the process or request together with notice that:  9 

     (1)  States with reasonable specificity the nature of the 10 

law enforcement inquiry; and  11 

     (2)  Informs the cu stomer or subscriber:  12 

          (A)  Information maintained for the customer or 13 

subscriber by the service provider or request was supplied to or 14 

requested by that governmental authority and the date on which 15 

the supplying or request took place;  16 

          ( B)  Notification of the customer or subscriber was 17 

delayed;  18 

          (C)  The governmental entity or court that made the 19 

certification or determination upon which the delay was made; 20 

and  21 

          (D)  The provision of this part that allowed the 22 

delay.  23 

     (e)  A governmental entity may apply to the designated 24 

judge or any other circuit judge or district court judge, if a 25 

circuit court judge has not yet been designated by the chief 26 



  
 

justice of the Hawaii supreme court, or is otherwise 1 

unavailable, for an o rder commanding a provider of an electronic 2 

communication service or remote computing service to whom a 3 

search warrant, or court order is directed, not to notify any 4 

other person of the existence of the search warrant [ , or court 5 

order ] for such period as t he court deems appropriate not to 6 

exceed ninety days or, at the discretion of the court, no later 7 

than the deadline to provide discovery in a criminal case .  The 8 

court shall enter the order if it determines that there is 9 

reason to believe that notification  of the existence of the 10 

search warrant [ , or court order ] will result in:  11 

     (1)  Endangering the life or physical safety of an 12 

individual;  13 

     (2)  Flight from prosecution;  14 

     (3)  Destruction of or tampering with evidence;  15 

     (4)  Intimidation of potential witnesses; or  16 

     (5)  Otherwise seriously jeopardizing an investigation or 17 

unduly delaying a trial.  18 

SECTION 5 .  This Act does not affect rights and duties that 19 

matured, penalties that were incurred, and proceedings that were 20 

begun before its e ffective date.  21 

SECTION 6 .  Statutory material to be repealed is bracketed 22 

and stricken.  New statutory material is underscored.  23 

SECTION 7 .  This Act shall take effect upon approval.  24 

 25 



  
 

  
 

 INTRODUCED BY:  ____________________________  
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